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Abstract

In order to meet the requirement of the digital image business model of try with option to buy, we proposed

an artificial image security degradation algorithm based on invertible information hiding in spatial domain. The algorithm

uses histogram shifting method of lossless hiding to embed the compensation matrix for recovering the original image

precisely. By controlling the embedding depth, the algorithm can generate publishing image which has large distortion

but also keeps the main information of the original image. The scrambling and encryption methods are used in the algo-

rithm so that the invaders can not recover the original image correctly by brute-force method without authorized files,

The experiment results demonstrate that the algorithm can not only obtain the publishing image which has big differ-

ences with the original one,but also recover the exact image when security permission is released.

Keywords Image artificial degradation, Lossless hiding,Control factor, Histogram shifting, Authorized files

H TN T E G RE KRR S AR R, TR
 E 3 R R R R AL LR AT MR . BART]
UM AT E R & hE SR R B — 3 5rF B B A k4K 45
IR BTG R . HH P REWLSE, WHE BRI
(MR FHE) A TR ITIRIURE LRG0
5t VA5 R A £y T » DAL T 52 SO K R o A0 g ol 7 A 60 X
B TEEEE FEREG, ZOREGR BRI E & B RIER
ZWEBRAE GG ZEE MR . A8 SR R E R
TEEE N (4 SR R SE B R R B A TR Ak, ANk L], AR S
VU B 1 5 Sh— b LB BV PSR 4 1R S BB T 3k » HOAMELAT
PLSE BB RN TR ARG ZESK L i ELid o] LU 7K ER 5 | ARRA
7R B AL B ER I R MK R B2 58 R GG B

FV R, PR 5 BB AR RBRT 43 R 3 T2
SRR BT AT ETFBE T ESY . BTy
HERET PR AERERE, BRI RA LI E Z 3 B A%
WRMBEBERREHA, EoMITEAREVEE ./
FRiE EEREHAN RS —Fh B R E I RS, HBIE R /D 5
BN G X ER BB B /D . AR, AR B (5 B R

FHEH.2014-04-21 3848 H#H.2014-07-01

B ERE A,
+ 162 -

HECETH-SHRRST, BEIEBRATBARER
B A MRS R FE AR AN AR BB K, A SCHE AT IR B RS B
Bk ERBOETHITEFRAITE.

1 KEDEXANFNEBEE L

PSR AT B WK B B A AR 20 S T KD« 1 S R
HIK ENS B R A R AT 49 07 U A N )5 9 #b
BEAERE . B BHA MR BRSBTS AR R .
FKEpHE AR GEACE LR RAR A 1 PR,

BdmEE
A2 48 Missre

.

» MR F—B AL, mE—

l KA
KEfEEW

B 1 KEDERAMESCR LR
DKEMEE W BIAb 3 . B K EN N 64 x 64 B9 —(EHA

AR N 2GE {5 B R T S I R GRE0 H (CQKLEC, 20140504 %5 8.
FEMFN73—), B BT, TEHR I M ML L 2 AR . E-mail: leizhengg@163. com; &

BA975—), B, HE. L ASIW, TERRN






R F A 1100 fm BB 1300, B B EHREASHIE
5000 4>, AR H T i AR E T B AR & .
X—FHi AR LDHA TXER:
Lem =Com(B(ssrc,8)) (6)
Iy =F 1Ly s Lom) )
(6 H, B RN T 5 B #MERERESE 1L AL 3
TR RS SH "R — T A H SIS 8 ARy ikl %
7R Com R 3T B ZH R RHF T B EL REFHTRE
FEEREE L FRBATER L.
EREHEFHRKIRALRE BRESFEERGHEIN
AFEBAN FREBEGE R ZER; MR P LA
FrEMRER AR 38 U B AR SR B, BT LA SUARAE 1A FF MR AL
FIRERZE A RREAE XM,

2 JRENREVFIEKRIKRE

K EP R BN BRI S ek w0 7 B
A BRI

&5 Bk,
FH B L, > A 1S AW
AT R Ly
TRARBIE [ ot | M
M e [k AR HE Brsre

A7 OREVREAEGKERE

ERBUS, YA IRBATFERZE, TSR —D K
B EE, AT AT A ifE— P50 8 B B XA BB . R
FH P RGBT AT B IK BRI — i SR A S04 1R B Xt
HEIRIE R AR B AR P B PRI AS S
AT LU iR R CE kI B BB B B ERE .

WRAERBURN AP R RE X ESRS TR EE
MATEHBRLNITFERZ G, B TRERERATN, Bt H
A LR U TE AT R i B A MERERE . (HR iR Fix b
PEAE R R N AL BE T ), 5 T B SRATE K ER B 40 B
AR RE B RO B RS TIRE , M B R B B E B
Eg i A F A R E M A KB E R R EERER
B BTLAX T FHFE T ERAE L.

WX F—NEENA A ERBATFER Ly /5, A
BT BTV E SR A B IUR S R B R 4 R 8 SR A R b
PEFEE ssrc A KN ER L, «

Lo sLow =F (Ins) (8)

ssrce= Hex (DeCom( Loy, ) »8) €))
K BYFRMNAFFE G P REU B KEPBEG L. fUESRG
HILLARIR Lom . OO BRERDELR R ZE . ERARE
4RE 1 DeCom PR E H R IR LUAFI . SRS M X S L4 i LA 8 7
R — A R 7S B B SCRMESERE ssre.,

BE,FIFEY B De MEFH K BRI GEIMER
B N, 8012 ) B ALK E B R AMERERE src, Az (10) .3
AR,

Ne =De(ssre, K') (10)

57¢= Fyrampiing (N s N7 an

RE sre FELRRIE 8 fion.

m o AME R4 X B 5 Bz

o [FH g [PER o peon [#F 2 sare Here

K8 MEMMEERE ssrc IRE TR

+ 164 -

ERBFRAMERERE sre 25 . B HSMEE 2808
WA KENHWE & L, 4, B R B R IR R (E B L 0
KADPR. /BB TREBEER L. 25 8 ek E S
L FHR A K ED B AR 1, R B R AR K EN W,

Li= || L,+src || (12)

FEAL B R o, TESR U SOR S B A M AR RE B SR Y
RAIRE R A, BT R B MK MR B 5B B M &K
ENR BB ARG . TEXT IR MR R T 17 M R 4 A 1
B, BAMAMRIRER NS %, R ARIT TR EHER
BI LR IER T . REEMMmEFI R 5 BELA BP AR A 1T
f{E BRI R ., BT DRI B A BRI R EG RS T

=

7.
3 LBER

RELEGCAE 9 BiRRY 3 8 A [H 05 B fSc B 1512 »
512 19 256 K, R ARUKEN B 2 64 % 64 B9 —{H A
%, MBEE RN N 256bit, HFEHES B EFELBH
AR E (S B RRE S ANE S R FMEERE . A3 rA §
SRBFERA C+ +iEF M OpenCV FEFE M, 3 K A
OpenCV 2B R 058 LA ST E. Bk g s
(EHEBELRE NNEEY K ELGAESHEM T RIEX G
Wi

B9 LwEf

WEE (SR LA T IE M R A B R e R KRB, =N (13)
B«

255¢
MSE

H, MSE FR¥IriRE , A& B R R G B A K TR
BEK, M PSNR fH#R/N
3.1 BHRBAKINHBARIE

ACE G E R AR 8 H B T A B AL KRS
B RS HUKERA TR S RANRE RN ER RS SR
w77, B 10 RIS B R IR A BRI B &K B R g
ISR L ITRE,

PSNR=10 % log( ) (13)

-~ girplane

boon

7

BARE
10 ARBAGTEREKEER L EEFERL

M 10 AT LUE  , BEE 8 AR B B0, BUR i (8

fE LRk F 2T A B YHRATEARKT 3 #f, KED

E{% Y PSNR &3 #1E 40dB L kX BB G KE R E

EER, BEERGA TR N AT, ERBEAITHE






G _E 2 SCAS I AMERE R SR B B TR R, R RIER B IE
HEE R .

ERIE AXETEHAKREGBRELRRT —M
SERNE B IR B IR AR B9 N TR AR s R AR B o B9 7 S B
TR A BREE M ) (AR AR T LUE S BUR B R EK R
PRE I BB EAL N EEESRHE, RIET RA %M
o AT AR A9 IE 5 1 s R

& % X |

(1] W, M. % BT Z B M mEs L amsg
BB B[] YR . 2010,59(3) : 1507-1523

[2] Huang H-C, Chang F-C, Fang W-C. Reversible Data Hiding
with Histogram-Based Difference Expansion for QR code Appli-
cation[ J . IEEE Transactions on Consumer Electronics,2010,57
(7).779-787

(3] Wang J X, LU Z M. A Path Optional Lossless Data Hiding
Scheme Based on VQ Joint Neighboring Coding[J]. Information
Sciences,2009,19(9):3332-3348

(5]

(6]

7]

(8]

[9]

(107

Jung S W,Ha L. T,Ko S ]. A new histogram modification based
reversible data hiding algorithm considering the human visual
system[ J]. IEEE Signal Processing Letters, 2011, 18(2),721-
724

Lin CC,Tai W L,Chang C C, Multilevel Reversible Data Hiding
Based on Histogram Modification of difference images[J]. Pat-
tern Recognition, 2009,41(12);3582-3591

iz, R, B R, %, R BV A ST SPAM £ 1 i 7T 33 41
WA B, HEHLR RS, 2013,30(7): 2111-2114

ERR SR, — R K AR BT R B e L) ] VLN A
B9%,2014,31(3) :850-852

Deng C, Gao X B, Li X L., et al. A local Tchebichef moments-
based robust image watermarking[ ]J]. Signal Processing, 2009,
89(8):1531-1539

Gao X-B, Deng C, et al. Geometric distortion insensitive image
watermarking in affine covariant regions[J]. IEEE Transactions
on System,Man and Cybernetics, 2010,40(3) :278-286

MG, KT B TRIERMRBAF AL AA AU i Hh5E
BUFFI A R BT ], AL FAH 5T 2013, 30(1) : 161-164

(E#% 135 7

[47 Tso R, Okamoto T, Okamoto E. Practical Strong Designated
Verifier Signature Schemes Based on Double Discrete Lo-
garithms[ C] // CISC 2005. LNCS 3822, Berlin: Springer-Verlag,
2005.:113-127

[5] Huang Q, Yang G M, Wong D S, et al. Efficient Strong De- -

signated Verifier Signature Schemes without Random Oracle or
with Non-delegatability [ J7]. International Journal of Informa-
tion Security,2011,10(6).373-385

[6] Susilo W, Zhang F, Mu Y. Identity-based Strong Designated
Verifier Signature Schemes [ C] // Proceedings of the ACISP
2004, I.LNCS 3108, Berlin; Springer-Verlag, 2004 : 313-324

[7] Huang X,Susilo W,Mu Y, et al. Short (Identity-Based) Strong
Designated Verifier Signature Schemes [ C]// Proceedings of the
ISPEC 2006. I.NCS 3903, Berlin:; Springer-Verlag, 2006 : 214-225

(8] Fhewse,okE, THT. % FWEFHHHN LEERIEESE
HE]. BT, 2007,35(8):1432-1436

[9] Zhang Jian-hong. A Novel ID-based Designated Verifier Signa-
ture Scheme { ] 7. Information Science, 2008,178(3):766-773

(107 Yang Bo,Xiao Zi-bi, Hu Zheng-ming. A Secure ID-Based Strong
Designated Verifier Signature Scheme [[C]// Proceedings of the
IC-NIDC 2009. IEEE, 2009 543-547

[11] Kang Bao-yuan. A Novel Identity-based Strong Designated Veri-
fier Signature Scheme [J]. Journal of Systems and Software,
2009,82(2).270-273

(12] %% SHNETEHOEERIEEZLLUJ] RN IR,
2009,35(5):131-132

(13] BM2. 2 & . My ¥. BT HRNBRECRIEEELFR U]
HEHL T, 2010,36(8):167-169

[14] Huang X, Susilo W,Mu Y,et al. Certificateless Designated Veri-
fier Signature Schemes[ C] // Proceedings of the 20th Interna-
tional Conference on Advanced Information Networking and Ap-

plications 2006, IEEE,2006:15-19

+ 166 -

(15]

[16]

(17]

(18]

[19]

[20]

[21]

(22]

[23]

[24]

Chen Hu, Song Ru-shun, Zhang Fu-tai, et al. An Efficient Certi-
ficateless Short Designated Verifier Signature Scheme [ C] //
Proceedings of the Wireless Communications, Networking and
Mobile Computing 2008, IEEE, 2008;1-6

Yang Bo, Hu Zheng-ming, Xiao Zi-bi. Efficient Certificateless
Strong Designated Verifier Signature Scheme [C]// 2009 Inter-
national Conference on Computational Intelligence and Security.

IEEE, 2009.:432-436

Ming Yang, Shen Xiao-qin, Wang Yu-min, Certificateless Uni-
versal Designated Verifier Signature Schemes [ J]. The Journal
of China Universities of Posts and Telecommunications, 2007, 14
(3):85-94

BET, TEF. REBN XIEEEANRIEZSEEH (I

BB FABFIT 2009, 26(6) : 2158-2161

Miyaji A, Nakabayashi M, Takano S. New Explicit Conditions of
Elliptic Curve Traces for FR-reduction [J]. IEICE Trans. on
Fundamentals, 2002, E85-A(2) . 481-484

Koblitz N, Menezes A, Pairing-based Cryptography at High Se-
curity Levels [C] // Cryptography and Coding’ 2005. Berlin:
Springer-Verlag,2005:13-36

Chatterjee S, Hankerson D, Knapp E, et al. Comparing Two Pai-
ring-based Aggregate Signature Schemes [ J]. Designs, Codes
and Cryptography,2010,55(2/3):141-167

Li Ji-guo, Teng Hui-yun, Huang Xin-yi, et al. A Forward-Secure
Certificate-Based Signature Scheme in the Standand Model[]].

The Computer Journal,2012,7672:362-376

Li Ji-guo, Du Hai-ting, Zhang Yi-chen, et al. Provably Secure
Certificate-based Key-Insulated Signature Scheme[]]. Concur-
rency and Computation Practice and Experience,2014,26;1546-
1560

Naor M, Segev G. Public-key Cryptosystems Resilient to Key
Leakage [J]. SIAM J. Comput, 2010,41(4);772-814



