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Abstract

cing a serious threat. This paper proposed a new location privacy protection method based on incremental nearest neigh-

With the growing popularity of location-based services in people’s daily life, personal location privacy is fa-

bor query,which considers network environment reflecting the population distribution. Using the P2P system structure,
the method gets rid of the limitations of traditional central server architecture and solves the vulnerability of single
point. Meanwhile, this method can guarantee the user’s privacy in the case that proxy user in P2P system architecture is

non-credible, Finally, the proposed method was evaluated in simulated data sets of different road density and the result

verifies the validity of the method.
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HRAE X B B AR B B R R, W AR B
3B RAE DL . B p F1 p. W dis (pu,s) =dis(p,
0)Fdis(s,0), Lk o HELL R HERME N EHEHITE
REEMTE R, MIEF RS EIME X, p RELB SN E
LR —EAE R X R EEE S U, #938
1) kAR R R M R Bt R B 48 /N TS B/ NE R TT S
BA VAR p AT RIER A

A3 BufHHRIESERERE

3 MERESHR

3.1 BRRPESN

AR N BRARIF TR REE R, R
U, Fss BAR S5 8540 2 38 AT B9, B LUK B9 AN 75 T 40
R ROBRRFE.

U, BAETENEIRE R & E 7T LU U, ZbEERA HE R

Qc:<uid 9097"5900"} {jﬁﬂﬁ%ﬁﬁ@%gﬂ#%% pl sz ’

P EER . BEETUMM Q B H U 8 S RIRME
B ouy SO E BHAHAT B I i o 3 U R B
PHIBNER. A EE T KRB, o HELL . r R¥HE
HEA X, EUGE T UREERE (b b2 0 1T
Voronoi &, B #E Voronoi FMMFE,.U. §EM T HA ) —
ERTVpoH, RREEZXHESRN Voronot BA T
MR m(m<ln) , MHEWTH U, FEREA A 00T VI p) PR
R 1 /m, AR RGO E ., TR SR B ]
PAMRIFFE P2P REE5H T %48 S 3B I E 0T ML B B fA .
MRS 2 LG BRI G EERNAESTA T
ZHBRARTE. LBERESSHEER TR E RS
BRI, FTURNT E BN RS E AN E.
MBHEAANGERERERNS s IEFERLSERE (),
Doy s Do B ERIE p Q<< NE IR S AR ER B



ESEANEASRESE . BAAP WU BEREBETH
B AT

dis(s, pa_1)<dis(q, p;) +dis(q,s) <dis(s, p,) 2
H,p fis BEME.q B p; Ms MEEEZ KT EHE dis (o,
) BANFHTFEME disCo,p,) . RIBEHERBIE L, q HLTH
WEB £ Cpisss pam1 DFN fCpinsy o) T B Z 18], T Ts 2 HE 0 118
BEWAPALE MR P(p) A

1 fpissspa) = FPissspui)
P(p)==-X P TERRE 3

3.2 BREEESH

F3CHR M E A B R AR O R B AR %5 T B R A
RNBSEERSTEER. EEARERTE.FHTREXAT
H A P2P M4, #85 F A0 AR 55 2R 5 MR 3L, JE 1k
B P2P R34 3 RAE R Z W R AR AL T R BRI R, A
SLMAREHRERF AR, sesh, B P HRE TN
AT BTG k RS REER AN A ABERN T
HeRy ZS R KB . RS EE T E.AERRS
HL B AR 55 4% 93 BOE AR & MR TR B & W05 3k, 7T LAME
BB BIE TR LB HITMWEER .

4 I

SEU6{# B Thomas Brinkhoff % % ¥ 42 A= o 28017 %ot 8%
BEATHLAN . SR T XF LG A [R) B P 25 X R 18 5 SR e, S5
FHTHARF LR RS - E R B4 (Oldenburg) 24 1
R 48 8E (82 Sop ) T B 22424 (San Joaquin) 23 B ] 46 34
AR Se ), AN BWENEASHINDR 2 Fral, RENK
B ABTEARA=1/s 188 Sos M BE FIBLEE 2 139, 343, Sy
FIBRPURLEE Sy 17. 563, BR PRI FE B R BB ahxi 2 A%
BEHEEBRE, I TERES LK, RITZESBIHIT &K
BEGEBREREL REWAMEE LAMBAFER
T o #H 50, W) Thomas Brinkhoff % W ¥ #24: 48K S &
BR 14070 R 5 F 703500 2648 15 (POIs) , 27 Sy 4K
48246 N X R 2412300 S, I H X BB TR
FIXER S B B T B0 . SC9 IR RE 0 P B R ]
HE S RE & R 20,

®2 PITEBEEESET LT

5 Sop Sy
T % 6105 18496
## 7035 24123

R4 /m 26915
XK % /m 23572
% Wb 139,343

4.1 EBNEEIERARE

S 43 51 77 2 P50 235 HEE ORI B0 T SR B 4 b AT, RE L3
B 100 M~ EVEAE WA A E, X 100 A S HHER
] A TR 4 X E AL B 42 X b0 3025 0 A B BE 35 LA R 8 I
AT AR 45 SR 4 A/ BV 380 B AP 40 2 0 L 405 O S kB o
AR %5583 B ) 45 SR BT R 2 0 P P S B 45 SR80 .

A ACa) BT B UKL A 5B 4 K K/NRIEAZE, BT
BEFURLEE AR , 75 B B 45 (X T 24 8 SR B0/, HL7ZEAE IR
B RUARLEE A T, B 05 B AR K B BB 4 4 B E R B 4 X
RN, W 40 FTR, Fl—BAEE PR R B RBLE A T
HERERNS SEL X P.OMESE—EMEL T,

716904
656570
17. 563

BRI B RORIEE A T, B P2 B K SR R A B i 2
WA ER XM, WA 4R, ERFREE ERF
HIBR PRI A T 3R B R 245 SRR R4 IR — N E fH.
XERNTEREE AN, RIEER TEARFHE kT
AR5 RG2S RN (L7 25 (] B = T B, XA AT LA
BEFEIT T E R R AR IBR Bl R EW EE AP HE
R

£

Oldenl

t
H

AW LI W /m
e ke B

B4 K HH/kn?
_feEgbakek

i;&

ey ]
2 3 3 5
L2 04 & &Y
() ANJF] A B B B 47 X TR

90 | { —e— Oldenburg
~8- San Joaquin:

80

%

K 60

ﬁ 50

E 40

&/ 30

2 3 4 5
BERENLT A
(O R[E A B BYLE R AP
& 4

4.2 5 SpaceTwist & ikHEEEXT L

FRATA 2 1 v 9% 28 R 2 18 W) [ BsF 6] B O T X G 3 AR
SpaceTwist ¥k 54 SR H Mk MMERE . H P AR
PP SERRY kEARES R AEIR Bl i 45 5 o o5 B9 LB 2 i) IR
N7 B 8] S M EE ) F P & A VT OR B IR B 2 45 SR A i)
SLRBEHLIER Oldenburg B FIAHESE ) 5 4~ FH P & #H
PURKRESH 1,2,3,4,5), ER AT SpaceTwist Bk Fizs
SCHEH Y EE 100 K. SpaceTwist B 5: (25 1) 5 2 BEHL 1R B
B, R T EFEEWE, RATIRE SpaceTwist B 1 B2 1 &
S5&EMEMAFERS (B0 m)43 8 10,50,100, 200,400, 4t
THE WL I A TR R A A v e R U, R R A
B EEE, I 5 BTR.

BAREXT
(D) A B HIA ) AR EE S

1 800
09p———a— ] 0 e
08 I—e—day ¥
07 g 600
; 06 &= 50
% 05 g 400
ﬁ 04 30
03 ﬁ 20
0z g Spg wis
u =8iE]]  w
01 2 3 4 5 1 2 3 4
FHAFRE EHAP %
(a) 5 SpaceTwist BZHEFHHITEL  (b) 55 SpaceTwist W 7 AT EIXF
B 5

BB TR RAEAERELNZR HPE
AR RBE A RS RALRE kTS RERR,
HEBIFIREN T 9020724 3 T SpaceTwist M HIHETR I E &
W R B R B T TR S, HIR AR
IR B RER R, B 2. 3 A 4HT, SpaceTwist 2

(T#% 184 )
¢ 161 -



[C1/ 2013 IEEE 29th International Conference on Data Engi-
neering Workshops (ICDEW). IEEE, 2013:318-321

[15] Alamri S, Taniar D, Safar M, et al. Spatiotemporal indexing for
moving objects in an indoor cellular space[ J]. Neurocomputing,
2013,122.70-78

[16] Alamri S, Taniar D, Safar M, et al. A connectivity index for
moving objects in an indoor cellular space[]J]. Personal and

Ubiquitous Computing,2014,18(2).287-301

[17] Yang B, Lu H, Jensen C S. Probabilistic threshold k nearest
neighbor queries over moving objects in symbolic indoor space
[C]// Proceedings of the 13th International Conference on Ex-
tending Database Technology. ACM,2010:335-346

(18] Xu J,Guting R H. MWGen:a mini world generator[C] /2012
IEEE 13th International Conference on Mobile Data Manage-
ment (MDM). IEEE, 2012.258-267

[19] http://www. modulargenius. com/default. aspx

(EEF 161 )
THI TR s T 2 P AR A K T AR5 IR RY T L, T T B T vk
HRMED LEPSEREE, BT R MELIRDPFiZ
JEE BT LA 2 R B AR B A A SR RE B AR T R PRI .

AREREMERENRFFHBSEWAME 5(b
FRMIZE WA E . N EdTREMNGREGE, |
W] oz i ] i34 %ot S 5 T SpaceTwist 75 25 1] 5 HE 21 4 fm B,
R [EEE RECRER N, AR S EBHRE,. HEBERES
EHm. TN ETENEEAX AR, FFUERE
AH W) 45 S BT (¥ e 137 B[] bY SpaceTwist Y 2, {H3X Lo H]
R ETER URZHEEA

HHRIFE AXENT RN ETHERSAREEY
BRI, ZAEEH P2P RELW. EWAFZE
AR P R HIER, I E R T B MAREX A g5 R
R, R H BT E SIE K SpaceTwist FiEA LR
HULTRA

DEBAPUEZ XAREALMERNEAF ZEEN
k. Bh P2P S ARRERIEEN N ESBETEN AP L
BEEE RS EREZARAP . A THERAEY
REH P ERNRBEM, AP EIRAEHFTEEEN
BEAK, UEL R ABELMERAIEN BRAER, A
B PENGEES XS ETHRNEERE,

2)iE It B P TR R k T 4B I R SR B 1 BT AT
WS, RBERFEALBRSJEEUERS PO
By BT AR, 76 SpaceTwist 7 R, i S FEILE R
B XA S R 2 T TR T A 2 I A SR AN T il G TR R
A T B N 2 B X A A R R e, B R P
Y k T SRV FE ke B i W B R AR A IR

3R AR A R LA S 20 F P R kG 4R RIS
Fl. B rEaZE REBEAS mAERS SR ENEIT
ARE ), AU SpaceTwist 77 S SR B AW HIT T
HE O T 85 R 23 (B B R A2 VA AR A Atk (A 3 B T
LU S 25 0 P R kRS R

& % x W

(1] J#EcE. B, &8F. 5 2 TNEMRS . BR5#RID i
BHLFH.2011,34(7):1155-1171

[2] Kido H,Yanagisawa Y,Satoh T. An anonymous communication
technique using dummies for location-based services[ C] // Inter-
national Conference on Pervasive Services, 2005 (ICPS’ 05).

IEEE, 2005 88-97

+ 184 -

[3] Gruteser M, Grunwald D. Anonymous usage of location-based
services through spatial and temporal cloaking[ C]// Proceedings
of the 1st International Conference on Mobile Systems, Applica-
tions and Services. ACM, 2003 ;31-42

* [4] Gedik B, Liu L. Protecting location privacy with personalized k-

anonymity; Architecture and algorithms[J]. IEEE Transactions
on Mobile Computing,2008,7(1).:1-18

[5] Mokbel M F,Chow C Y, Aref W G. The new Casper: query pro-
cessing for location services without compromising privacy[ CJ //
Proceedings of the 32nd International Conference on Very Large
Data Bases, VLDB Endowment, 2006.763-774

(6] #HE&, B, B/ CoPrivacy: —F fl P IMETE & KBz
BRI SRR, 2011,34(10) : 1976-1985

(7] Li Qian-mu,Li Jia. Rough Qutlier Detection Based Security Risk
Analysis Methodology[J]. China Communications, 2012,5(7);
14-21

[8] YiuML,Jensen C S,Huang X, et al. Spacetwist: Managing the
trade-offs among location privacy,query performance,and query
accuracy in mobile services[C]//IEEE 24th International Con-
ference on Data Engineering, 2008 (ICDE 2008). IEEE, 2008
366-375

[9] Pan X, Xu]J, Meng X. Protecting location privacy against loca-
tion-dependent attacks in mobile services| J|. IEEE Transactions
on Knowledge and Data Engineering,2012,24(8):1506-1519

[10] Li Qian-mu,Zhang Hong. Information Security Risk Assessment
Technology of Cyberspace:a Review[]]. Information- an Inter-
national Interdisciplinary Journal,2012,15(11);4677-4684

{117 Brinkhoff T. A framework for generating network-based moving
objects[]]. Geolnformatica,2002,6(2):153-180

[12] Li Qian-mu, Hou Jun, Qi Yong,et al. The Rule Engineer Model
on the high-speed processing of Disaster Warning Information
[J]. Disaster Advances,2012,5(4):432-437

[13] Shin K G.]u X,Chen Z,et al. Privacy protection for users of lo-
cation-based services [ ] ]. Wireless Communications, IEEE,
2012,19(1).:30-39

[14] Li Qianmu. Mulitiple QoS Constraints Finding Paths Algorithm
in TMNL]]. Information-an International Interdisciplinary Jour-
nal,2011,14(3):731-738

(157 Li Qian-mu, Hou Jun, Qi Yong. A classification matching and
conflict resolution method on meteorological disaster monitoring
information[ J . Disaster Advances,2013,6(1):415-421

[16] REAME, K@M . HH. —FMETESXREEMWALERS L
BWH U] SRS, 2014,41(1) - 286-289



