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Abstract

of the ordinary. However, the management of policies turns out to be complex and error-prone for the heterogeneity of

In large-scale and distributed systems, attribute-based access control(ABAC) proves its appropriateness out

network environment, the complexity of policy control and policy sets of large-scale and lack-of-semantic. In order to
solve the problem, this paper presented an approach based on the established XACML standard to extend current ABAC
authorization architecture with ontology consistency reasoning. First,it carries out a quantitative analysis on several im~
portant access control models under distributed environment. Second, it determines the consistency of policies in accor-

dance with the result of the consistency checking on the ontology knowledge base. Third, it designs an experimental

scheme in order to verify the validity and correctness of our method.
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Model  Granularity  Scalability  Flexibility Security Policy-Complexity ~ Policy-Expression ~ System-Overhead  Global- Assessment
DAC 1 2 3 1 4 1 1 1.9
MAC 1 1 1 4 4 1 1 2.2
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(rdf; RDFxmlns: rdf="http: //www. w3. org/1999/02/22-rdf-syntax-
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xmlns; rdfs="http; //www. w3. org/2000/01/rdf-schema # "
xmlns; owl="http. //www. w3. org/2002/07 /owl# "
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fE. S REBPURE WS, FEFERNNWE RS MHE
B BanmmshE, REX—FEMNREHN PN, 0T -
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