Fa2¥k Bl it B P OB 2 Vol. 42 No. 1
201541 R Computer Science Jan 2015
— FhiE A T8 E 0 = i 53 B 89 58 A E K 7 ik
XReFE B &

(FRIAAE M 450001)

B OE AENRRA—-FHENESTARYAS LR BRGATHOHBIENEERN B AT &, ZHF AR L

ERARmEEREG A, ALRESW L PAERNXAERERBEOEL, XBRERHNTEHLALE, @
AWM EHREGREFTE, I TEAARAR L 2 RAER P £ THERALEME RS BHELRITEE, RE
MR ERGAER R B TR, A, B ESERAEYPIAFNE LG Lo EARELLEAFHA RS
TEEMANEHEALAAAREMARNES LS L RRAIINXBBANL SN, EAaE Bi—#
T VAT R R AL S e 55 64 38 A 69 AR R K F ik, AR X ER S ZHI W B 5 BEHE T M EAF EQEHAK
55 A bk,

XK@ FAWIL BTN, B TE,AER R
hEESHE  TP309 SCRRARIRED A DOI 10. 11896/j. issn. 1002-137X. 2015. 1. 035

One Strong Authentication Test Suitable for Analysis of Nested Encryption Protocols

SONG Wei-tao HU Bin
(Information Science and Technology Institute, Zhengzhou 450001, China)

Abstract Authentication test is a new type of analysis method of security protocols, which is proposed based on strand
space model. It attracts a majority of scholars’ attention because of its simple and practical, but it doesn’t suitable for
the analysis of nested encryption protocols. This greatly restricts the application of the method. Meanwhile, the existing
improvement schemes are difficult to break through the limitation thoroughly on account of strand space’s poor ability
of reflecting the internal relations of terms. By introducing the definitions of equivalence class, class elements, security
encryption item,and security encryption package, etc. , this paper improved the strand space’s ability of depicting the in-
ternal relations of terms. Then it put forward a general authentication test scheme which can be applied to anylize the

nested encryption scenarios of authentication test element in the protocols. Furthermore, we verified the correctness and

effectiveness of the new method from two aspects: formal proof and instance analysis.
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