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Abstract

work when encrypted session uses unknown port or encrypted traffic appeares at known plaintext port. To this end, we

Traditional protocol analysis algorithms detect the network encrypted session through the port. It cannot

put forward a detection approach of encrypted session based on information entropy. Firstly it reorganizes net flow ac-
cording to the port,then calculates the entropy of each packet and statistical entropy value of the entire session,at last
determines whether the value belongs to the normal distribution confidence interval, and identifies the encrypted session
through character distribution uniformity, Experiments show that the approach does not need fingerprint database, and
can achieve higher correct detection rate, real-time detection and processing.
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