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Abstract

emergency response mainly depends on the incident response team and safety manager, which can effectively deal with

Network security emergency response is the focus of information security policy for future. The current

part of security incidents, but not give the reasonable, fast, effective processing method for security incidents under spe-
cific environment. To solve this problem, the paper proposed an intelligent method based on case based reasoning and
description logic for network security emergency response, to handle specific security incidents automatically. First, we
used description logic to describe domain knowledge of network security emergency response, and then designed a good
matching algorithm of similarity based on refinement operator and refinement graph, gave the realization process of the
CBR in emergency response;, and finally used the specific examples to validate the proposed method in this paper. The
results show that the method has the characteristics of clear semantics, automatic classification of concept and good rea-
soning ability,and can get the current problem solution from past security incidents,and is capable of giving the han-

dling method of security incidents under specific environment.
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cident
Compiled virus incident JFile infector virus incident L Boot sector vi-
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W LTS FE AN R , A B ik & — SRR , X B 2R 44 AT BRIE ¥
R, BRATHATHmM SRR B I E AR RE, FRFEHS
ARECAAEAAFEHBR T REET  IMAHL LN ARER
BRI FBEAHROE A, LB HRR, FRRRE
EHHBRE.

B R B R P 2 42 B A9 (Measure) : TR B K &5
HZE, B SRR T —EEEN N E 2SS, WA E R
P4 b T 2B R 1y 2S5 X S B R S SR Y
T RAS LRI g b= 8

BEZEMEZLBHLENERZE T LUERZ
ALCO(D) Z4 18 & AR i — S B SORE A& 3 S AT
%I, 4% ESCR B AR, Mo MEZLF 4 (P)WE X
FIS A 6 FiR,

A incident= 3 has type of incident. Type of incident 113 has hap-
pened time of incident. = h year[13 has duration time of
incident. = { hour {1 3 has organization of incident. Or-
ganization 1 3 has information about attackers of inci-
dent. Information about attacker [ Jhas affected re-
source of incident. Affected resourcel13 has state of in-
cident. State of incident M3 has effect of incident. Effect
of incident 13 has taken measure of incident. Measure of
incident

Organization J(Commercial organization LJ Government L] Education

LJ Network service provider LI military establishment)

Effect of Incident J{money loss, fame compromise, important data

lost}

State of incident _){finished, ongoing, unhappened ,unknown}

Measure of incident J{close the affected host,disconnected network}

Information about attacker _J{attacker’IP address,attacker’ port num-

ber,attacker’ used protocol}

Affected resource J(Affected host LI Affected network LI Affected

network device).

Affected host J( 3 has type of host OS, Type of host OSM 3 has host

function. Host functioni 13 has host number, = m tai
M3 has abnormal sign. (System of host LI Application
of host U Hardware of host))

Type of host OS Jwindows U linux U unix || android LI ios

Host function J(client L server)

Server J(FTP server LI Web server L] Data server L} Mail server)

System of host _J System service of host

Application of host J Security tool of host

System of host 733 has abnormal sign. System sign of host

Hardware of host 3 has abnormal sign. Hardware sign of host

System sign of host J{system instability.system crash}

Hardware sign of host J{keyboard unavailable, loudspeaker with

strange sound}

B6 BUESHHEE

LZERMMAFTR(OWMHR., MR T M AALLH
A HEAT L A0 R 0 e R A4 O 220 T I B o 45 » B )
RL RS & 2 AR BRI S0 A7 B 2 ARBR IR A, Wl R SR
BB RIAT AR BT R4 AT AR SCEISR 3 73, o0 S L
B . XEHHREERA T XAREX.
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AEELBEHBUGHLERO MR, XERERTU
JEAFHIGESR BT LURINI R . SFRER, MR TR R
U, W LR SR 45 2%, U AR DR F RA 838, I TR #
Y, XESFHHBERA T HREE ALCOD IR,

W4k T 2 HEAA R 2R R B CA: I RAERR, A—1
RO

2010 AR SRR HE AL K AL LM R BT Quod
A EAR, BB A 1IE 0% Oday ¥R . W JUH: 5, 538 ™
B4 B & EH%, B Win XP.Win 7 R4 & F1AL 20
&. PEE ARRELR REWHBEE,CPU SRR,
B R BRI ; exe SUAPRYL, IE £TRE, 3
BB I rar. exe fl ping. exe B RIELE . MBEHEM
MERZBITIER . HEMERZAA R EEES, 80
B MERES T HRE .

Z2RANREMIR(P) .

Tiger virus incident= 3 has type of incident. ( 3 Program. (Self-Repli-
cate I Self-propagation i1 3 has transrnission method. (LLAN weak
password L] mobile memory media L web Trojan LI{affected exe file})
I {IE Aurora Oday vulnerability} )13 has happened time of incident.
=2010 year[13 has organization of incident. Commercial organization
M3 has affected resource of incident. ( 3 has type of host OS, ({win7}
LK win xp}) M3 has host number. = 20 tai M1 3 has function of host.
Client M3 has abnormal sign, ({antivirus software with virus warn} 1
{antivirus software unavailable}[ 1{CPU usage high}M{exe file infec-
ted} M{system slowdown}M{hard disk light blink fast}{IE abnor-
mal}[{process rar. exe and ping. exe cannot close})) 13 has state of
incident. {ongoing} M3 has effect of incident. {money loss}.

R ITRR(S)

X o SR R 1 AL o B R i A R R E LA T S
N ERARAA#H TR A ENRSHE ERATHR
T, RA IR WM windows #4E & GEBL R 7T E M T 8
Z2NT HRFEEH BEEHEMBR2M TN
BGRERBRE, ARERABRMERELERE, & E A
BEABRG MRS EER P RRE2ER.ABATEA
A SRR BB R,

2R 20 & EVUNREIME M4 FRRR ok &
B &R BIELE AN EHE SN, BIBRR
BEHRAEE, REEHNEMARRMG, SHERRSE, MR
ENERRIRERFTARERE BRAFELEEFHE
. WRERARI HELIFE Win XP Fl Win 7 RHER
B EERRAR, BREEEFREMKATRS, I LN
G emBEREME, BRTEHM . FREARTLEH
KE HREINELEEEANG, EFHEH.

EUUFEMHR L. TR EMATRM, KT EHRE
PESFFTIT I B4 B SRR, BRI S L 24 T 5 4%
PLAs b E BB S0 BB S AR RE A s N AR
H, REIEM TR, AR REMS, @FE M.

BHREH (O): Fhas outcome of incident response,
{success}

M ERT LA i, 11802 3 B 1R OK B R BE ), 76 20 1
SRz L ERRT, BRSO T X, BB 48 200 I SR ) Y AR A
2 A E R AR, BRI TEA 7 IR AR B4R
IARREE, SR At B 2 R 1 R - fEL X | B — %o R Y RRAE 1



WA BB R B, T X L3 DL RE| MR FE BB R IER
HEE

5 MERLEH DL-CBR &4

51 MERSEHRFIBELE

LFHRE L LFM4 I, DL-CBR R4 BRI E K
RALWEEEHAHRE. ROMWKRE CBR &itdK—1
KEHBLME CBR RGAMERERT. ERFAKKRT M
OLBEE ¥ AR 0 AR BE B EE T 1 U B R B Ie] iy AR UL 7R
EEE. ROKRWAREEEWEINREIKHERE,
T BT BB A BE R R TR . RTREELIES
HERERRMNA, AR RIRTAFZRRMERT
#. Cunningham"™ BE#E #2457 CBR S A [/ B F A1
TR ERABLEE R T, Sanchez-Ruiz A 5
HTETHESZRANETERENZAHFHREZERS. T
2 A ERITEE. Amailef 25 A\ P03 F F A fh A s 3541
JFEE H SR A5 8 TR P D7 B 1 S B B, R 37 R e B R SR B B
AFB R R B E R X EE FREK T8, 425
BT EMNARSHUEER T,

FERT A B RERE b, 22 308 388 8 ALCO(D)Y IR T
RE|, ATHE—BHH—FETHLE T MELEORE
6] B AP B R T B R B R 2 2 A Z R, 3
BT R A LT T RIS i B A o8 (e SCR[ 21, 22 /)
LAt A FHITESR— W T . BB TR
BHATEL. WFERGS,<OX,SB-INER,<E SHH
TERZEK ZILRR,S AF B REAMT &SR, R o<
B bo<<a, 4 a~b, B a F16 By, WABEFHIEXIT [0
THUET p B—PRTFHUFES, <OMERY, YVaES: p
(@S{bE S|b<a}; 1] LALE T v R— P RTFUFLES,
OWEH, Va€S: v (a)S{bE S|a<<t}, MTHLETFER
ERE/NH S FRTR (AR BHREER K E 0,
FAS L, 8] AL T ERE A E K7 HIITR (FE A SR D
HELRNE SO . BRTFEZRE TR T IR

—HUHETRETFERLY, R Y€ S: p(0) RHRK;

— FHEF p BFEEH, RV a,b€ Sla<b:aCp”
OF

—EEEUET v REEH, R Va, b€ Sla<<b:bE
v (a);

— BT REHEA, XY a, b€ S| b€ pla)=>a%éh,

XH o SR TRIEERAE. ERLEE, REAR
EWREHME TEATEN; EEHBWE RN LUET A
o MAFRA<ERSHTE o« TRERH S THWEETE
(BRTARLLTTRES o KD ; S M RIRE MILE T AT 8
S5FELEHM e TREESHETE « HENELR.

B/MAHEE (Least Common Subsumer, LCS) 44 88
Crveoe s CoIRABIB/NA S 5 — MM C=LCS(Cr»
w0 G A Vet CEC S HAMAEB MBS C HE
Vet G CC" U CCC AL

5t F gL B AREIKAAUE R RIIBREH CA.,
CA, WIRBHARRS 25K Pr=C MG 1C,,P;=D,
M D, e+ D, He Co D (i=1, 0+ yn55=1,+ ,m) ¥/ AL-
CODYER, TREH CA:,CA; HIARLIEBE L

Sim(CA; ,CAz)==q * sim, (p1, pz) +(1—a) * sim. (conr
(C,»D;) (0<a<<D) &)

Favsal
Siﬂlp(Plypz)ZA_l+i;+'\3 (2)
A =A(T>LCS(P,,P>)) (3
A =ACLCS(P; , P;)>C) @
As=A(LCS(P; , P;)->D) (5

HTROFELFHNEERRRS P AR EREHR
SRR, RO B AR Z R B AR AR LI sim, 34,
FEETUUT RS B 55, S EW-MEE CAMD,COD, #ig
BLFE T HALET o AR AL D BT gESE C 19, B C
Ep" (D). HK, HMALEFRAZIM D Bk C bk r
BI#EE C iE D ERAR, AT, B C Blik D #9148

ALK, AT AT R A(D >O)  tEB Cha &£/ 58
B D AR, BaR T ETH ML, KRR, 0

BB MM ACT-C) b it % BELA ST B3k C 1y
EEMCHEENFER. BE, FEMMEE, ENTH
BAAREERAEXHMESNREEEE. WIS
LCSHEHEMNFANEEGFR, HENGERBERAEN
MUK RERE. BERAEIH 3 N HATHAT LT
AWM AZIE CH D fHLUHE, BIEEE C 1 D wAREIE
AUAENH LCSEEMNFERRMENSENFRE K
UL C# D {5 EEM B (AIMFEE RN EE - RiERE
BEDRIEL.

T sim. BN FASR B2 A 8 EARUME, HTitE
FHIFRA PR AR B BB BE R N AR R
AR, 40 3 has happened time of incident. = 2010 year
F1 3 has happened time of incident. = 2009 year 22 [&] B4 48 )
., R\AXHEE, A8 D RERT —/MFE, AR
e, —MERAR, BENTRBIZ IF. dMVYE dH1E
.

ER(DF

& J—
sim, (conr (C;, D; ) =.§Ow,- Lldmdl

| max— min| 6

£
k ﬁgﬁﬁ70<wi<1,‘§)aﬂ=1

Het,o HNEHEF & HEBACHE.E RSB ABER
AWM NLE F =dF =do, W max M min YEHAET
THIERE d, . d, WERK.B/ME.

WA EH CA,CA, WRERRE 550 P, P, Hp

P
A tiger virus incident= 3 has type of incident. { 3 Program. (Self-rep-
licate [ Self-propagation [ 3 has transmission method. (LAN weak
password LJ mobile memory media L] web Trojan LI{affected exe file})
M {IE Aurora Oday vulnerability})) [ Jhas happened time of inci-
dent. =2010 year[13 has organization of incident, Commercial organi-
zation [13 has affected resource of incident. (( 3 has type of host OS,
({win7} |L{win xp}) M 3 has host number. =20 tai [ 3 has function
of host, Client 13 has abnormal sign. ({antivirus software with virus
warn} [{antivirus software unavailable} [ {CPU usage high} [l {exe
file infected} [ {system slowdown} [M{hard disk light blink fast} {IE
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abnormal} M{process rar. exe and ping. exe cannot close})) M3 has
state of incident. {ongoing}( 13 has effect of incident. {money loss}.
P;.:
A dummycom virus incident = 3J has type of incident. { 3 Program.
(Self-replicate M3 has transmission method. (LAN ARP attack L) mo-
bile memory media | _{affected exe file}))) 3 has happened time of
incident, = 2009 year Il 3 has organization of incident. Education M
3 has affected resource of incident. (¢ 3 has type of host OS, {win
xp}) 113 has host number. =100 tail 13 has function of host, Client
J has abnormal sign. ({exe file infected } [ {system with blue screen
and crash} [ {antivirus software unavailable} M {two process lsass.
exe and smss. exe cannot close} [ {system time is distorted} M {hid-
den file cannot display} M {security tool website cannot access} M
{system slowdown})) 3 (has state of incident. {ongoing} M3 has
effect of incident. {important data lost },
MEMMBRNIEE R

LCS(P;, P;)= J has type of incident, ( 3 Program. (Self-replicate "]
3 has transmission method, (LAN weakness | ! mobile memory media
LJ {affected exe file})))1 3 has organization of incident. Organization
M3 has affected resource of incident. ( 3 has type of host OS, {win
xp}) M3 has function of host, Client 13 has abnormal sign. ({antivir-
us software unavailable} ['l{ system slowdown} [{exe file infected}) M
3 has state of incident. {ongoing} 3 has effect of incident. Effect of

incident,

AR o« FEEY 0. 98, ¥929 0. 5, sim, =
24 \
AT =0 558, %4 CA,,CA, HIAE{LIE X 0. 554,

R T RAERTR BB A 3 » 2 SO B K 55K M g 20
R R EPUAREE T I 3 4R LhER SR BRI 20 BB HI#T
THUMEER, Il 7 FiR, P RE 1(CAD ~7(CADA
e IS B, ) 8(CAy) — 11(CAL) I L BB E
4, BB 12(CAL) — 14(CAw) A DDoS B, 6| 15(CAs5)
—17(CA) R AP R D H M4, 4] 18(CAl) —20
(CANMRERBEHF. NESPAIUEE, 5 CEIRAES
HHMUEREMEFRERERE 6(CA) —7(CANZ
l{,5 DDoS B&FHMUERB B HEHEFLERS 12
(CAR)—14(CA) Z 8, R AT RLE B, XM RE R AE —
SERPHEEE , BREEXT AR #9953 L % A DDoS 41T A 3K
X4y, RN 5 BRI RN EEEHRE, ATikE
BERMNBIETR BRAKIFETHELEMS.

0T 05

A AN

EREREEREE
e KM o WA
st DDoS A

—a— UYL &

7 RAIE S

5.2 MERLHEHRFINERNBY
REVERE RN RBWALUERERR R
HTHEER, A REEN SRR, X EES R
AR, 4 BRI H) SR AR TEBVFAG Z 5 A E T B RTEY RIS, BT LA B
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T R RIR RS B IR R B RN . REIWEAME
BAEFMNRER, XW I BEEER#T, BRI R
B . ROBRRE—MERFIERRISAK R
HUEE HATREN G ERRTREE. DEBFILMR
BB IE R 7 PR X 2 EBAT LIS 3 KK FHMB Y.
BB RIBH . b, B R A e e AR
K IHNBR T REF BT RTE RO HTESR
BB . BB BN R AR & (R (LR S Z AR B R)
B HE FREREEREREIBATR. YRRINR
BIEIAR L ARAR R T AL E I BUERY , R S R A ERB YA
T BHEAFEEERAHBRTR. FXETERAERE
BT R REHT B, BT RS R T e
WREIS Bir ARG R ITE, B2 IR FRNKRESE
RENIRJEE , R 0 A o 4 3 2 RO Y T 0 R R R e 7
FIEHBE, B R ES AN RO BN A AT E—E LT
B (B MBS, S e SRS R PP eSS, B
FREHRTEREL .
5.3 MERSEHRBINRFMLER

ROUMREFFRERFHERGQRE . MRESTHHREK
WA KRR R Z S EGTEERHMTT EUZEEHH
BT B LA B FEOT SR WA R R . (R R BN B R %
JBLRENRGIET R MRAENLE, FEROE, T
RREZLFHHMBR, MERE, REF. ROMNEF.EH
T RPIFERBIN TR R EFRHIE, RIERFBRRK
BEMER. RO OFEEMBNREA 2T EH M
FEEIEAR M, LR IRE P RIREEL  RTF BEH MR
25 EEMEGHIF E RS RN

HRIE A SCHRHA A DL-CBR #7535 S 9 M4 24 R
SRR #5527 CBR B 3 B 8 R H A R S0 o] o i B AR S
L. FIEHREE LA EWIE CARES IR AU R 1
By R, T EAM AR AR R B B R FR RG], AT
REAMM TP LEMERROE. AT RIE RGBS
R A SR BT T RS B2 T 400 B 70 40 4 P A AR R DT
ALB o, LAX S R G AR RA, LRI ERA RIFH
BOR . MREIHEBOTEMRF LR T IFERER. F30%
TREFREH— BRI TR SR REAZANLE R
EAMBEAR, LM &R BHROTEEORAEN &
k.
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