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Abstract A three-stage non-pipelined normal base multiplier was implemented based on an algorithm for GF(2") mul-
tiplication using Gaussian normal base proposed by Reyhani-Masoleh. On basis of the Gaussian normal base multiplier,
we presented a high-performance hardware implementation for the Lopez-Dahab algorithm of scalar multiplication over
GF(2™). The Reyhani-Masoleh algorithm can reduce the computation complexity of the multiplication through exploi-
ting the symmetry of the multiplication matrix, and the memory requirement of the Lépez-Dahab algorithm can be re-
duced by using projective coordinate, OQur architecture can benefit from the combination of the two algorithms, making

its performance be equivalent to the best architecture to date.
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Input: k= (k1 ,**,k; s kg )y with k. =1,P=(x,y) € GF(2™)
Output: kP=(x3,y3)
1. Xi=x,Z,=1,Xs=x*-+b,Z,=x2/ /%44, i+ E P.2P
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2. for i=t—2 downto 0 do

3. T1=X1Z2, Ty =X32Z;, T3 =(T1+T3)?

4, if (k;=1) then

5 X1=xT3+T1 T2, 21 =T, Xe =X} +bZ}, 2, =X;7}
6. else

7. Xo=xTs+T1T2,Z:=T;s, Xy =X} +bZ}, 21 =XiZ¢
8. endif

9.

end for

10. xa=%,ys=%(x+x3)[(x+x3)(x+%)+x2 gy
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Input: k=(k,;,+,k;, ko), with k,—; =1,P(x,y) €GF(2™)
Output: kP==(x;,y;)
1.Xi=x,Z1=1,Xe=x*+b,Z, =2/ /¥k4k, 18 P.2P
2.if (ke—3=1) then
3. Swap(X;,X2),Swap(Z1,Z)
4, end if
5. for i=t—2 downto 0 do
6. T1=X1Z;, To=XpZ,,Ts=(T1+T2)?
7. Xe=xT3+TiT2,Z:=T:, Xi=X}+b2},2,=X7?
8. if (140 and k;7k;_) or (i=0 and k;=1) then
9. Swap(X;,Xz2),Swap(Z1,Z;)
10. endif
11. end for

12. xg =% ,y3=%(X+X3)[(X+X3)(X+Z&Z)+Xz+YJ+Y//§Q$3—@§&
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