%8 BN
201555%\

it B oMM %

Computer Science

Vol. 43 No.6A
June 2016

—MBIEEINE 7 RAINER

T FWE E #
(REBFRFEBIEFER KXiE 15029

By
B
r

H

B F gahai ™M Waters = HBBEEINE  Attribute-Based Enm,ptiﬂn,ABE;Eﬁﬁﬂﬂ—ﬁﬁhnﬁﬂﬁﬁﬂﬁr‘i{
FEANE BEZITEEANAHZRE ZUTEECLSEHENZETTEENER BRESHNIGHEARAMAE
BEUHEERTEEZYP HEZHEDR ZRFJ|[HEBRTEANEY SEFANIZERERTREN BESHHREAL
FRZEZRER ZRSEFRAFREARBENERA—THEEXHLERER, FERPREPEHFELHREHLHN
HEERD AMABETHRESNRE REUSTHUNFESMERFFRUEMNATERZZNANSHEN

X BEENET ZEHE RERE

FEZESTES TP MR a

Attribute-based Encryption Scheme with Outsourcing Decryption Method

DING Xiac-hong QIN Jing-yuan WANG Xin
( School of Information Engineering, Dalian Ocean University, Dalian 116023 ,Chinal

Abstract Sahai and Waters proposed ABE ( Attribute-based Encryption) which realizes cne to more encryption. ABE
has extensive application value, With the continuous development of cloud computing.cloud computing i1s also closely
linked with attribute based encryption. This paper applied the rapid and efficient cutsourcing computation technique into
ABE decryption algorithm., In cloud computing ., the cloud server stores the clients’ ciphertexts, When the client decrypts
its remote data, the decryptor uploads the transform key to the cloud server. By using the transform key, the cloud
server transforms the ciphertext into semi—ciphertext and sends it to client. The client decrypts the semtrciphertext and

gets the plaintext, This outsourcing computation technique saves the clients” computation overhead, Through security

analysis and efficiency analysis.our proposed scheme is secure and efficient,

Keywords Attribute-based encryption. Outsourcing . Fast decryption

| 3IE

EFEMEBEOME o T Warers BH T BHE
MBS EREEMBRE G BASHE—REY
KRR HEApeBHH APEEREEXEERITER
£ yEHIR ERAPMNEESRS o MR f{5)=1,ﬂ3£1ﬁ
FEME  MARTUNEETRE REHASHE
RELHESEESRAAERAMBEES AR 7 HERKRE
M EME (Key-Policy ABE, KP-ABE) M & X R B BIEE N E
(Ciphertext-Policy ABE,CP-ABE)*¢) . # gKp-ABg F, A F
EERNBAGHNEES MEXSRIEERA% BEAME
BENNAAHAECOEERRES AHRE AR
BRI X E cp-ABE ¥, EXMBCIEMEES MEAS
FESEEAX HERBEBEESLZEAEE HEMEZRHTkE
ETHERAFREBNERITRE G FXHE kp-Apg
=l

EEF QB gpp FRD BHITE b hFWE
Rt EEERA EEHEENSROZREESHRS B
FEYRENNEENNTERES RS ERMIERK®T
i EARREMR ARASERANEELRES ME

TH go0— % MtE FEFRAMABEEME

EMRITNTREHSERERER XWBILREES—
RAMBE LTSN RRNERSY MESITE
MXE MERHNRKEOTHRT EERESNITE
0 TUBEUFHHESHABEEEERABHZANLE
EBEOTRRIETEHER BB LRERNEE
NOBZRES ZREBHITE NG R BLERH G
EXMBA EHFNARTRAPNRAETARE THE
AMEART EIGamal ZIAMBERERA , EIGamal % A
ERAAREN REAFECHE MEREARSSLER
58 EeTransorm kT HETETEMITEEN B
HERZEAREX AT ERNEANE LS RIBENR
P EARERAECHRESECOHEERN AHRET
REZMAE ATHEERPANITEERE BAT cpsw 7
G RHMHA BREMHBRENQAETEEB T Ko
AXRUHT—THERENREEEMELTR ERTITHEE
NERMBHERRENTERE BETHE

; TR

9 1 MR
EoMg, Eﬂﬁﬁ“ﬂﬁﬁﬁﬁ? H‘]ﬁﬂiﬁ,gﬂg B9 & B

« 357 -



T NERERS . oxo-0, BETRMER,

HATEE WEEN , ,cc, FEAUANTEITE

eluyv) g
HMEE EBH, pe., BHR (0, gHr=c(g.0”;
gﬁliiﬂftﬁ:ﬁﬁ H}ﬂEG,ﬁE e(u,v]#l,ﬂq: 1 RE

o MRNT,

R R X Diffie-Hellman ﬁlﬁ;
i’]’?i‘ﬁﬁﬂ*]iiﬁ{g,gu ,gﬁ,g{-}g},ﬂqﬂ a,b,cEZF ,ZE

G 75, =R EHRE
AN !{E'I—i&%ﬂﬁﬁﬁ Diffie-Hellman o] & = F ¥

H{]-:-

2.2 SMEBFEDZIH Liner Secret Sharing Schemes, LSSS)
MR—TREFZENE | FREN B4
DETSSENREREE ; N—THE,
NFE—T x0T, , 9 HEE A MEFESE

Bl FE—TEE TURFEEFOE—TAHEENS

S5F HTF j=1,.., 88 ,((HERS | THXNS5F

ZE—1T5 @2 L EEBSFEMRE HAP

D= 5s72ss"

sez, BEE, .. . ez AN, RXT g HBRE,

B, BaENEME RPREME \,) BTFE—-1T55F
(1),

’ Xihp1p i STAELREEXNRESZ AR
AR EERNER BE 2 1THEENE  NEERLE
REAR B A\ REEBMBRNES (1,2, BX
A I={ip(i) € S) R, R HNESREE, MEHSE
ﬂﬂﬁ_ﬁ#ﬁﬁi*{mEEPFEE;{E%Esz:h

9 3 WO EEHg -

(Py Py, PR~ TRERE &8 AcoinFry) B
WFyp.c.Z2BeAaABpBoccWACcea WHERG A HE
HE —PhEGHERERRTEASM, 2, p ,p,, .,
F,,}‘H(]_JPE"EE;E A, BD AC 2P PP\ (@), g8aF A
FHESARNES TE8E8T A PHESAHEREUES

3 MEBBEITEINGN kpApe FE

XAMAREBEUTFIR, Setup, Encrypt, KeyGen,,, ,
Transform,, » Decrypto » S -F:

Setup(.2)—~(PK,MK), MARZSH » BERy=
0,1+ BEHLEE—A hl,hg,---,hnEGﬂaEZP,ﬁﬂiﬁﬁ

ﬂﬁ PH:‘:G:F:E:F(E:E)E:hl .le !'---!'h':u) rMH:l::PHrH)n
Encrypt(PK,m,S)—~CT, MALQH px BB ,,(me

GT)#”E'EEE S,iﬁﬂ_’rﬁmﬁ s€Z, !ﬁﬂi CTZ(S,C,E',

‘:EI}’IE Sy, C=m + E"(g:gjﬂ :Eli:g’:{{:_::h;}i—e S.

KeyGenout (MK,A(M,p)))—~SK, BHAEREEZH
TEAMKEFEOLEMEABA RPEH | 5 ) EFENST

—{FH% RGN\ SAMNBENTER X %8
EEERE— I EE; € KEER Y

v=C(asyz a3
THEXHA HNF,en,n.Fi=7-M M =REFZF
EEE, THANENEE =T «, NER, BARZE
BEX—T p RRTEER PHNARSEES HE p=
4{;:3iE[1,g],‘ﬂ(i)=dhﬁﬁﬁiﬁﬁfﬁﬂﬁﬁﬁﬂﬂ.&'g“ﬁﬂ

SKJZ(K:!REJ?Q:]?EFF k' =g + Ky R/ =g, VdET/
. 358 -

p(),Q =k i€[1,0], BULEFR—TE o FEER

A 3

- 4
®#H TK=(PK,K.,R,Q), %P b =g~ - 3, . R =g~,

Q=h* . YdET/p(i),i€[1,0], MERBA s, 1K),

Transform,, Tk, CT—CT , HREEF S HEIER )\,
HEEMRBRER 1 WS RIEE g MENEL o7 FHH
A HRIFEE R E TR R EEH 4 B4 iE
Ik & < 1;4112...,g},ﬁﬁﬁﬁﬁﬁiﬁﬁ]_ﬁgggﬂqlpjﬂ'{]
TR FE,, ) ez, ERTEMXFAIL,

DEFHREM c1,,hes.

2) Zw; » M;=(1,0,0,++,0),

EX o (2, 3i€ T o=z}, R DA ARRE
BUERRNALTHES T\ RS XL TEEANTUR
SRARERS B p\cs,s=RXRMEEXNERS AcT,
PRAREALRANERE TR EX—IEH
O HEB— I BUERRAE CHOTE A= T4,

ERBZATERRBNE XHTRLE HF ¢ [ &
7 %

i { L
ki=k+» Il Q. .=g7f(A)~T

T AT

L=11C.,= Il ki =rCA)

o A zEA
SR AS FEORTF RIS (g, g
M M
e(C, LR ) e CIIRY L) =e(g", 1l P il A GLY Rt ¥
red il =
E‘(ng:wz;z ,f(.&):) =E(g!gjnsfz - F(g!f(ﬂ)j:&zg]‘rzwz IE‘(E:
=¥
£ Eri

griEfmi=elg, g
i % 3 Cfﬂ](ﬂre(g?g)ﬂ& ),

Decrypta (SK,CT)—>m, BW&BEBBRA sk, TK)
MEX or FHHA NEETRERBARE BLEE%
HT Transiorm.. . MBRITERBH S | BLREEEH
i | MBRITERBMER BABHEL 1 1,3
WE o REWHER ,,

| HERH

X—MoaH TRBEIEBRENBEE NS HF R IEH
M LR B BB AT
4.1 EfRE ot

B A R R BB R B A bR
BMHITRE RBEX 7, 1, BTiTE To/T= BHE

TRIES ,, H¥ Tﬁ:mfgg,g)g]ﬂl:ﬂg,g)f?ﬂE?—ﬂ-Fi
T, _ me(g,g) _me(g,g) _
Ti e(g,g)s's elgrg)
Bt XHMGTREZERN
4, 2 ZE2E g
EE 1 Fpppy BEME BARTEE S E

ATERBENNRGE
ALTRAFEREREATHNEERNHENR2E 7

AEEZRIER ®EFEE—THHESE A EHE N, 3 op,

FUAAZEANE FETHEX BE—TMEHZE R

SRS HRREE | LT TOROEE S BHT
Z=e(g, )* M 7=0(g, ), WBRT pppy EEE A 7



HFE FREATIHNARESZLM SRS SR ENS
BIBEAA (o A, B,C.2)=(g.g° " g g*)., LEAT,

Bk BELSH K EHBA RHAKLAESH G5
Gy .Gr Go ST g Lﬂﬁﬂﬁﬁ&ﬁ’te : Gy X Gy—Gip ?ﬁﬁlﬁ%
mmjﬁ&ﬂ'?b?cizez:- ,_%A:Eﬂ ?‘B:gﬂ !‘E:g‘rﬂ mlﬁﬁ%
P —HED SEENE . MR, ). T 7=
e(g.g)™ ,EEEGM ﬁﬁ,ﬁ"* u=1,¢ LZ=e(g,g)* ,ﬁﬁ
2 oM. EXBRMRERA

1)%‘”@&1}&5%& ﬁE—IT'E'EE g E%ﬁ?ﬂﬁ B.

HEIMB EURREE y—o(A, By =c(g. 0)*. %
a=ab+a W e(g, o) =e(g,g)%e (g ,g*), ERMEHE
trz sz €2, M TRERPAANEYE <. <y, F

PR € S*
hz=1: ;

lglzgu * I&S*
M, NEE SHBSBIATHLN

HEAME | HEE  HENE p #TRANEE
iﬁfﬂﬁﬁﬁ(M,P),MzEé‘_¢gxﬂ EE?{E'&E'EE o ol
TREA TiiE T,P(ijestjjﬁﬂuﬁﬁﬁ T . ER_‘?N
,‘é m =1 ﬂﬁ?ﬁ?ﬁpuje
Q* }ﬁ'{} « M, ={]’1:EE L.SSS ﬁﬁﬂﬂi%ﬁﬁﬂ{]}ﬁﬂ% o
$ﬁiM,mﬁlﬂﬁ(llﬂlﬂl...?ﬂ)_i$ﬁMﬁ‘l’,ﬁﬁm
SERATHETEA , MTF ,c01.,.88, =) .
Mﬂ ETieT,AEZD,Eﬂtﬁ‘fﬁﬁﬂﬁﬁlﬁéﬂﬁiiﬁ K=:R=:

O, FEAER ;e € =0. MW 3=, . a=¢, + (ab+

MARSHERAWEE A BT .

mﬂ{]fﬁli.ﬁ:(ﬂl yerem ) E EE*

_{.zﬂrﬁ'l —pli}

u”+1),¢R==g T r?'==—c,u"+1_"":’},%m"ﬁ& EE
7 ERBHE K

ETRITERWE HFAF e/, ¥ QM:;I;—;
HRNT,

hi =
, —y o gt
(= )e=g— = , € S*
. . e gL R _,_.zﬂr;+1 —plidtx
(g=)% (g )s =g = e g ® , r€&S*
BRBEESEESE 4

OB KEE | BEEIKERSOEY
£ELENE g MIERE—A 0.1 My BEME,
C=M,Z;C=g ; BBTRIEBEHCRAGEH y WH c, =
o G € VD B ., HBEHLE

M%vZD:M Z=elg,g)™ :jﬂ%é .':I:C:mll Y =(elg,
2 =elg, )™ ,C =g’ =g*,C,, =k, =hS, (w, € M), BN
LR )\ OEREHINE

ME =1,M z=e(g,0)*,C=M,Z=M,e (g, )", BT »
2, BHEEN HEEFEBERNEE

WMHEX 7= (0,0 ,C, w0, 0<i<n)) .

HERME, EXESE | MEMNIE

ﬁpﬁfﬂjﬂﬂﬁﬁiﬁﬁﬁﬂﬁﬂiﬁvmﬁﬂvfn HE%A%

H o, =y=0 FBEN pr[vf=v=ﬂ:|=%+a,ﬂiﬁ"g AR

Jmam1 S ooy = L WABNEES S

¥

EZERMFRBAIIAEESR . Ado, Z%(pr[ﬂ":w:{}] + pr

P 1 1
(v =v=1]) 7=

1.3 NMESW

ANEHT-HREICBENBELEEAE BEMA
FERITRENIRTEHMBRE XFPQ | ZERE )+
ARGREE |pj<;  BWH |p.jgp, ATENEXH
KE AYERBERBRAT \ TRHEME, FARANR
TREBTE 5XH o R BB TREMARE
AXF RS LB FROMELERME | FAF

1 1. 1 ¢
><(2+£+2) g~ g

%) AXHRSXM A RO EER

7 ABE EH ETEREN B XL MR BERIE TEELAT SOREEE
GPsSw-t] KP CPA |Gt |+ (1+3s) |G| =<(1+1)P+21Es — —
FLFE KP CPA < |Gt |+ 1+ |G << (1+1)P+21Es 2| Gt | Er

Hef REBUENKE | BT oo BEGEW,, BE
RETE p REHERMEMMBARME o REE +
HEERMBXME o RBE g, tEREM R AR
B R BT — R EM R

HRE MEAEBEASHENRSNTHLR DX
TAHBHA M EXBEAMENLE Bt ST
ARAEBNIE EENEBEISRENE 5 HNEE
midiEh EEXLURERA— I ERZENHRAS
ALRHT—HRENCBEOELESE ZHFEBEX
NEBEBEE EeTransform” FER TR HE S
YHH— I EHEANELABNRENAS BEARE S
BEXHARERLOTEER, AMRETREE NRE

HTHHRAPNHEERE ZRESHNTHE RETAR
EEREMBHREURARNNRE FFEOTRES
MMENREEFAENHNELOEL

5 & X Wk

[1] Sahai A,Waters B, Fuzzy identity-based encryption| M| // Cra-
mer Ryed, EUROCRYPT 2005, Springer, Heidelberg, 2005: 457-473

(2] Goyal V,Pandey O, Sahai A, et al, Attribute-based encryption
for fine grained access control of encrypted data[ C] / ACM
Conference on Computer and Communications Security, 2006 ;
89-98

(3] Waters B, Ciphertext-Policy Attribute-Baded Encryption ; An Ex-
pressive, Efficient,and Provably Secure Realization[ C] / Public

« 300 .



Key Cryptography(PKC 20113, 2011,53-70
(4] BAR HE RER ¥ BT S EIEHHR SRR NS

W) TEILIRE 5012,38(10)0:114-116

[5] Lai Lunzuo,Deng R H, Guan Chao—wen, et al. Attribute-Based
Encryption With Verifiable Outsourced Decryption[ ] |. IEEE
Transactions on Information Forensics and Security, 2013, 8
(8):1343-1354

| 6] Green M, Hohenberger S, Waters B, Outsourcing the Decryption
of ABE Ciphertexts [C] // Proceedings of the 20th USENIX
Conference on Security, 2011

| 7] Gamal T E. A public key encryptosystem and a signature scheme

based on discrete logarithms| M | // Advances in Cryptology;
Proceedings of CRYPTO 84, 1985, 10-18

18] Goyal V. Pandey O, Sahai Aset al. Attribute-based encryption
for finegrained access control of encrypted data[ C] / ACM
Conference on Computer and Communications Security., 2006,

8008
(9] BEE PR ML & SUNBSANETSELPOMN

ABE BE[]]. BRER 2015(2) 97100

[10] Beimel A. Secure Schemes for Secret Sharing and Key Distribu-
tion | D], Israel Institute of Technology, Technion, Haifa, s
rael, 1996

(LS 334 T
mMEAEENT L ERTUEN AXEEEEEERE
FHAEENEHLE RERBHEREE, o UL, ANE
ERBETEEMANE BERFNEENR
4.2.2 ETAAEEENAEHRHTEERARER
EFFMERT g FEESEEMLARRA—
BOESEERGITHRENESSELIRE MELNE
THESLSEMNENS HTRIECESSELANFEANE
RTEXHENERN R A puariooo B 1 3 BRAEHE
ARGEMESSSHEE S, AFBATES | WA
43 RBGERFIMBEEMN parpA2ooo B LLDOS 1.0 BB
SHENANFHEBESEHTNR XEERNAE T

1o

80

fill

LT HE (%)

il A (i iy B38| -
e 5 % SL0F B
—— kA

Bl ] 140 240 0} 360 A3

B4 B [ (s)
B, FAXBSEEELMMERNNEEE

ANFEEZFXRATRMNRAEE UEZERAEFTUR
HITLERST MNFAESEARETNEFAFUESEN o
par1999 1 3 BBBERIR EEXEFLRE, A g o BN
SMHEENERACREARITANFERERIRE MEHIE
FREANSTERUURESESSFSEMENIZ LT pDAR-
Pa2o00 B Lipos 1 o EEEHENAWFHEEMNS &
B g RESERE AN AEZEEZSARNTEERH
MESAELIESF—E

BRIF FLHHNAAENENRETSEBRARESH
CEHSEENE RHTRRBAETERERANBEEER
E HASESETEERAEZERFHNERE SUEMKE
HENFHRAFEENSTR XEERRH SEZEREEL
WEEHELE ANEZEFRETREREINERE X8F
FERE AREHEETETHE FUERTHEERE [
if AGEAXFERENSEERLERERATAEMERN

40

20

= 3R() -

EEAERERIE
£ XM

1] UL HEE RE —MAFR s FERAHEENRITAT
By, WEHNEA#R 2009,2601).325-330

[2] NERE \EENESSHUENTRESESEAM Hp]|. &,
PEMERARER 210

[3] Andersson D»Fong M, Valdes A. Heterogeneous Sensor Corre-
lation; A Case Study of Live Traffic Analysis| C]// Proceeding of
Third Ann. IEEE Information Assurance Workshop: IEEE Com-
puter Society, StuartFeldman, MikeUretsky, New York, USA,
June 2002.198-207

[4] WValdes A.Skinner K. Adaptive, Model-Based Monitoring for Cy—
ber Attack Detection C]// Proceeding of RAID2000 Conf: RAID
2000, 2000,204-217

|5] WValdes A,Skinner K. An Approach to Sensor Correlation[ C |/
Proceeding of Int’| Symp: Recent Advances in Intrusion Detec-
tion: IEEE Computer Society. 2000:197-201

[6] WValdes A, Skinner K. Probabilistic alert correlation[ C] // Pro-
ceedings of the 4th International Symposium on Recent Ad-
vances in Intrusion Detection (RAID 2001). Davis, CA, USA,
2001, London, UK : Springer, 2001 ; 54-68

(7] ER —WET gipmpash OXEFRBEEESE ), 56, 5K
KF 2014

(5] WEE BT gy WBEZERZE ;) HENIRE 503,34
(113:270-272

(9] HBH E2FE ps RENBHHRERAENM R p), R
L ERMBERF 2007

[10] Eilk HE KW —RMEBF g, EHBENRESEARE
B[ WBAREREM 2009,18(3).73-75

[11] Mit L L. DARPA 2000 intrusion detection evaluation datasets
[OL]. (2000}, http,//ideval. . mit. edu/2000 index. html

[12] Mit L L. DARPA1999 intrusion detection evaluation datasets
[OL]. (1999), http:// www. Il. mit, edu/2st/ideval/ data/1999/
1999—data—ndex. html

(13] =R ETHHFEXHHNBER P M ) TEAHZFE

2011,38(12) ;200-202



