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Research on Rootkit Detection System Architecture Based on Functional Separation in Virtualized Environment
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Abstract A kind of Rootkit detection system architecture XenMatrix based on duty separation in virtualization envirornr

ment was proposed in light of the problems of Rootkit detection technology being easy to be avoided and large perfor-

mance overhead in existing virtualization environment.which can improve the security of its own and at the same time

ensure the transparency of the detecting system. A strategy of adaptive adjustment to detect the frequency was pro-

posed, which can achieve dynamic adjustment of Rootkit detecting frequency and reduce the overhead of the system ef-

fectively, The analysis of experimental results shows that this prototype system can effectively detect known and un-

known Rootkit and has higher success rate of detecting and lower performance overhead compared to existing detecting

technology at present,
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