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Hybrid Intrusion Detection Model Based on Evolutionary Neural Network
QU Hongchun WANG Shuai

(Key Laboratory of Industrial Internet of Things & Networked Control, Ministry of Education, Chongqing University of Posts and
Telecommunications, Chongging 400065, China}

Abstract In order to improve the detection rate of the intrusion detection system and reduce the false alarm rate, the
misuse detection technology and anomaly detection technology were combined to overcome the single technical defect,
and the improved evolutionary neural network was taken as a detection engine. Firstly, the genetic algorithm was im-
proved to overcome the defect of the realecode poor global optimization, reduce the complexity of computation, and im-
prove the speed of genetic algorithm eveolutionary convergence, The combination of improved genetic algorithm and BP
neural network LM algorithm further overcome the defects of slow training and being easy to fall into local optimum in
the learning phase of neural network, Thereby, the capabilities of the neural network classification and pattern recogni-
tion increase, Using KDDCUP99 dataset as training and test data sets, experimental results show that the intrusion de-
tection hybrid model based on evolutionary neural network can achieve significant improvement in the extraction speed
of data feature rules,detection accuracy and recognizing new types of attacks,
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