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Abstract To solve the Web application cross-site scripting problem,on the base of the current study of various XSS
vulnerabilities mining methods.a new optimization generation method of XSS attack sample was proposed . It mines the
vulnerability based on fuzzy testing and genetic algorithms by analyzing features of XSS vulnerabilities ,ways of site fil-
tering , and methods of distortion optimization. First, XS5 vulnerability database was constructed, Second, the fuzzing
testing was used to randomly pre-generate a lot of XSS attack test cases, Then,filter and complementation principle was
taken to analyze,select and extract X55%s attack features, Finally,genetic algorithms was applied to search for XSS at-
tack features space to generate optimal XSS attack features test case through many iterations, Analysis shows that the
method can effectively detect XSS vulnerabilities in Web applications,
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