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Abstract

Z, using ElGamal signature algorithm, and presented the numerical simulation of the scheme, This scheme has combi-

This paper proposed a scheme in which A-EKE is formed on the basis of conic curve over residue class ring

ning advantages: A-EKE Protocol using a combination of asymmetric(public-key) and symmetric(secret-key) cryptog-
raphy provides security and identification for communication on computer network. A-EKE allows hosts not to store
cleartext passwords,and thus can prevent the attacker from mimicking the user to the host. Implementing the scheme u-
sing ElGamal signature algorithm also strengthens the scheme. The scheme can secure against active attack, overlay at-
tack, man-in-the-middle attack, off-line dictionary attack and password profile compromise. Comprehensively using the
difficulties in factorizing large integer and computing discrete logarithm with Conic Curve over Z,, the security of this
scheme is increased. For the facility of plaintext embedding and the computing of rank and point on conic C,(a,b),the
scheme has the advantages of speedy operation and easy realization, especially by using the NAF. These advantageous
properties of the schemes have pragmatic significance for the design and realization of secure and efficient identity au-
thentication and key negotiation system.
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2.1 ®Z, AL C,(a,b)

b EE AR R R I OCER (2, 3], ¥ Z, B
n BIRIRABR,Z, LRBEERLEC, (a,0) RFIRFTE:

y'=ax* —bx(mod n) ¢

T Z, b, IR, XH n=pe, HH p.q IFNARE
HIAER, @, n=0Gn=1,

B8R 0=00,00€C,(a,b). it C.(a,0) (BIFRKR DY
RER -

C.(a,b)={(x, ) € Z, X Z, | y¥*=ax® —bx=0(mod n)}

XER2IE LT N @, iEWHEH . 3F Z, LRl
(C.(a, ), DIMB—NFH BB,

ms, RO B C,(a,0)=C,UC,UC,UO, H.

C={Pi(®=0aE),btta—)  ,(a— 1, n)=1,
Vi€Z,}

C={P:;()=(pp bla—)", pp otla—#) "y (a—
2,)=1,Vt€EZ,, pp~'=1(mod @), (a— ) (a— ) '=1
(mod @)} ‘

CG={P;(0)=(qqg '0(a—) " ,q¢ ' bt(a—)1,(a—
£, =1, ¥t€Z, ,qq¢ '=1(mod p),(a—*)(a—#)—1=1
(mod p)}

BR,#C.(a,0)=|C | +|C|+|C|+1, |CI|FERCH
.

HFRFRDONBESNTFRATEY:

y=ax? —bx(mod p)

{ y*=ax?—bz(mod q)

B, X F C.(a,0) LB~ H M=(z,y») €C,(a,d FifH
PEERERBEE —-FRRE MMM ]=[(z,, 5,
g,y 1y HHP M, €C,(a,0),M,€C,(a,b),

2=z, (mod p) ,x=x,(mod ¢)

y=y, (mod p) , y==y,(mod g)

BAEXAFRIXR,C, (a,0) 5 C,(a,b) XC,(a, b)) ZIH
FE——XRXR. BEROTU-aFERMAE C, (@D
M C,(a, ) BI kB C,(a, ). BRE:

g} 1Le]
D 2% (2) (&) =—18%, #C.(a,0)=(p+D(g+D;
2 é’:(i—) (%)=1 if, #Co(a,)=(p—~D(g—1);

» Y (L)=1,(L)=—18 #GCGn=>(—D
@+ D;
D% (L) =—1, (L) =18, #C (@b =G+D
(g—D; .
(), (&) mRonban s,
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P (@), R, DEC, (.00 r i
(1LDE C,(a, ) s BioT
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LT C P ERR, TR AN SBERRERIT ] P
@) EC,Pi(t:) €CLI P: (1)@ P () =P, (t3) , K,

CaCa, by 38 3o BR 5 0 A A R S P o 3%

G=<

t1t2+a _
t3={—_—t1+t2 (it ,m=1
oo, t -+t =0
2.2 EKE{hiiiss

2.2.1 %X EKE #id

Steven Bellovin #1 Michael Merritt #7655 4 3
(EKE)hi™ . g REA R FEA BB EHN
g %R UK P B HAE, XA RPN HE
— O EERRESA, FHZODSEMBEEI A0 A
FEEH , SR 5 B AR 3 0 B AR Bk B X ) B
.

Alice 1 Bob(FILLE TP, — MR P A EYL, 84k
2404 P, HBRXANMML AT SR H e —A 2
HoEEmFEH K. ‘

D AFEE—MEIAFEH Ea, 308 04 P AERSTIR
FEHAGNEHRMBEAHEL BRI P(E)). AB X
#:A,P(Ey) . ARUBASOERIERY Alice WEF.

2) BEEXEHOS P.HREXMHEER/T PP
(EaD=E+ RETH—NTHENRETEY K, FHAH E. A
P 3+, 838 P(Ea(K)). BREAHA . P(EA(K).

3) AP 1D, BEILE AR K, RE =4 — %
W R challengea, 3 K MM EMBRIERZS B: K
(challenges) .

4) BREHBBE challengea , Fr-t 7= — M FEBE Y R
WGIH B challenges , SRIEHX B &N EAEY K #TMEHF
Kik#s A:K(challengea schallenges) ,

5 ABREBIHE B B3 challengea N challenges, R G %
challenges S5th2Z BT %L 4 B 1) challenges SEATHLEE, 11
—H, A A K % challenges R G K% 4 B: K (chal-
lengep) .



6)B #4883 5 challenges , 74 challenges 5 b2 Rij
K% A challenges H 47 L3R, IR AR, X AP SCHE 52 B
T o MR, R NE 33U 6 A i ST ua i i 3R
IHEY, 7658 3 B35 5 4 Alice IESET Bob HI3iE K, 46 4 7
2 6 3 Bob iIFSL T Alice 118 K, F R B T 405
BB, AT LU R R A G B K XSl A#H TR
P,

LR R FEPUR W B TR UM IR R .
BeAh B F Ea i K #GR AR 25 18] BE ML LAY » ZC
A BEAEER 04 P RN, B E 1RSI 048
FHYE.

2.2.2 A-EKE(¥ %4 EKE) #ix

TEE AR EKE i, 2 04— E R ESH B
Lo P28 1% 3 28BS DU 3R LA SO SR E B0,
HAENT R OSEME EZ R B Ui &35 % 418t , EKE #
BATLMRIP O SR ZFHIGE . ASCRE5, 6 48, iER# 4o
FHLLLHSOE R LR E MFE OB A S ERAEE
B, BIF RS 04 P BT A R BUE H(P) .

£ A-EKE #hl0h, RER A ALE D4 P, FHLERME
B, EHNFFR P S M % B H (P, T BoikEs H
(P)fEt P, EHLEAHEASRAN P HBRBINEH
(POIHIL GRS A AT LR I IF P A ESC M,
PR A H(POERALE EKE thillth iy P B354
.,

TEFEFHRBLRT HP) WP g 7Ef P 58
B EVUEATREEAEE S BEE W RAR T HP) , ik
MENEFEAF . HXTXFEN  A-EKE 0K P 055
BhN RS —&INENE K[F(P,K)IRY 75 EKE By, 15
WHEUMERB T HP Xk mENE TR, F(P,K)
B— A X O4S D FENSIEHA R Bl XME®E
F H(P) &R TH— R84 HE T(HP,F(P,K), KO
HipkBir AP mE . TOREYREEN DS P gRX
B H(P)F F(P,K)Rt A R F#,

A-EKEMUMET 5 2 H B¥ EKEHF M PR T H
P, Y xS AP AREKIF(P,K]%FEH B,BIK
B K{F(P,K) JRf@EH/E F(P,K), IBHHEN THP),
F(P,K), KOMENE AR B ER T -

SRR, IHHEMNEVBR HEP SMEE4 1 F
FEEEN.

3 EFHZ, LE#MHLA ElGamal ZZH XL
A9 A-EKE il

EKE hil R & & HBERFSHZHY , 4EEH K /A
BRORUF SR =4, H T s I B eh B . TR A e
BRFEYRLH A-EKE iy w34 AEW Sx(MH
BEEZKEH FP, K, 5 Y HTHFELNABERN X
FHM. TR KLIF(P, KN KLSy (K) 1, /T st K #
TRFERWAY S, BRAP AR B M. EHLKE KLSp
KO VEHEERB Sp (KD, ¥R Ve (K [KLSr (K],
KWERFE LB RERERT. EREENE H
RSA R ELUBFEE B RAREHT,

# ElGamal HFE 4 RGP, iTELAH Ve ITERH

P HERSZ, BB @M 4 PREREER
AAFE DI RE BT ZR AR B B AR AL, T AL B T BB
BT LU P AR ROZAE S R HEAT TG . Eib, ik 9L
B AP B TTRS 7 lREUE H(P)FIM P RIBRIAE Ve 28 H
B, it ERi. % EKE thiX B EEN T ERER H
(PIEANBFEZFROANG Ve, BIFT IR Ve=H(P).

Z~3C Fi Diffie-Hellman B SE B 34 EKE B34,
ElGamal £ 2 BN TS, B H(P) R
ElGamal &2 HEMAHA Ve,

F P Alice FEMAT, 4L Bob HEFFEMEO4SMAEME H
(PYFIAYH Ve, leht Ve =H(P) ; Alice %35, F§ H(P)i#4T
I B AL T4, FBH R 8 P P~ AEFAA Sp (LAWY P
REHERAHRIZEBMET . ARG S fT A-EKE th
WY RIS Ve WIAE R IIESE 4 .

3.1 ik

B et E — RN : v =az® —bx(mod n). HP a,

b€ Z,(asn) =,m)=1. n=pq,p.q AT ITKEL . WA

2rog+1=2s, 2P r, s A RE BRI KIEH C. (a,
0o GRERLEBN N,=rs 5 2rs,

TS Z, FEEHL E ElGamal 84 R4, Al-
ice FEMLIERR d € Z%, ¥E 20 ElGamal £ 2 RS WA Sr,Q=
dG JBBEBIENH Ve, d YT Alice HAE T4 P, i
PG =Q, M u=yoxgq' BIFIYF Alice #1 Bob X 04 A4
& EH{E H(P) ., Alice YeEUFENLEE kS Zh, , B =k —
1(mod N,).

KNI (asbyns N, ,G,Q , WK d.,

D) Alice #FEFEVLE Ra I & 1% %5 Bob:

A, RaG (mod n)

2) Bob @IEFEVLE Rs, 3318 K=RaRpG (mod n), 4l
7 — VLS Se 4R V5 K34 Alice:

E, ((RgG(mod »n)),Ex (Sg)

3) Alice f%IZIH BT — Y318 RsG (mod n) , 18 K=
RaRpG(mod ) , 7% Ex (Sp) 18 8| Sp. A F M= —4
BEALEL Sa» B KRB X P ANRENLEL ST R A 4 Bob.

Ex(Sa,Sp)

4) Bob %M B8 3] Sa. S, REMM Alice 4b15 U8
Se SIS 2 Bh &4 Alice 19 Sp —#F, MEF K Imfs
Sa, [FEHEZR KRS Alice:

Ex(Sa)

5) Alice % ZIH B, B E LM Bob B EIRY S SihvE
5 3 RILY Bob 1y Sy —#E, H 4 Alice i+ 8 2G= (a1,
)& y=x ,m=yxax ' »0=(m—dyi(mod N,), FE(y,
D EIK Alice Xt K % % ,8R)5 Alice X 3% 45 Bob:

EL(r:®]

6) Bob f##%H BB (7,8, B ws =7, u, =8k (mod n),
REHE U=uQ @ u:G(mod n), 115 U=(0,0) MFE 41X
NEZ BB V=mG(mod n). Y¥HNY U=V 2
XAEH. B8 BAEERA

U=uQ® u.G(mod n)=yQ @ 6kG = ydG ®(m—dy)

kG
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=mG(mod n)
V#mG(mod n)
LAY U=V, BZXME4L, TR BB TR .
3.2 WfEsRm
BB LR Cos : 7 =227 — z(mod 5809), Bl a=2,b=

1,n=>5809, WA p=37,q=157,$ﬁﬁ(%) = (%)=—1,

(£)=(5&)=—1. r=Grt1/2=19,5=(g+ D/2=T5,

FTLL N, =2rs=3002,

B F a—b6=1(mod n), BL(1,1)7E Css (2, DHEI K r=
19, A fl 3 A{RER G=P1(2).

THEHEMYA Z, FE#EHLE K ElGamal £ 8 R4, Al-
ice BEMIIEER d=11 B B € ZkfER ElGamal 4 REMAL
81,Q=dG HEZRWIEAY. 11 PisgE_#HHEs~HA 0 —
10 —-1,FE:

Q=dG=11P;(2)=(10 —10 —1DP,;(2)

=—P (2@ 2 (P, (—2)@ 2°P, (D))
=—P, (DD 22 (P, (—2)@® P, (33900
=—P,(2)@ 22 P; (24921)

=—P (2@ P,(970)

=P, (10)

d Bl Alice BB# 04,1 P(w) =Q, M u=yozo ' =
10 BpAH YT Alice #1 Bob 32 O 4-HaA1{H.

Alice YEERBEPLIE S k=1887 W k€ Z8, , FF1TE 1=k
(mod N,) =35(mod 3002),

A8H a=2,6=1,n=5809, N, =3002,G=P,(2),Q=
P, (10);

AR d=11,

1) Alice HEHEEBEHLE Ra =5, 311 E:

RsG(mod n)=5P;(2)=2!P, (2)@® P, (2)=2P; (2906)

@ P2
=P, (3390) @ P, (2) = P, (5102) (mod
5809)

R R 3% 45 Bob: Alice, P; (5102);

2) Bob ﬁﬁﬁm& Rg =8’#ﬁ‘§:

R5G (mod n) =8P, (2) =23 P, (2)=2? P, (2906)

=2P; (3390)=P,; (1354)
K =R4R 3G (mod n)=23P; (5102) =22 P; (4594)
=2P,(3105)=P, (5311)
A= — A BENLEK Se=1679, R )5 B4 Alice:
[Epr (RgG(mod n)) , Ex (Sg)]
= (1354 mod 5809,1679 * mod 5809)
=(4395,1377);

3) Alice %575 B BT — 48 43957 (mod 5809) =1354,
A RgG(mod n) =P, (1354) ,it 5 :

K =R4R35G (mod n)=5P; (1354)

=22P, (1354)@ P, (1354)
=2P, (4594)@ P, (1354)
=P; (3105)@® P; (1354)
=P, (5311)
MR Ex(Sp) B3] Sp=1377"" (mod 5809) =1679, R /5 i
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Wim e —ABEPLE Sa=2354, F K S X B A-BEYLE 3T
55K 2% 4 Bob:

Ex(Sa,Sp)=(2354"" mod 5809,1679™ mod 5809)

=(4395,1377) ‘

4) Bob &K B :

S4=4395"1 mod 5809=2354, Sy =1377"" mod 5809 =
1679
Hf,RIBH S SMbEIES Alice B Sy —#E,EH K i
Sa» RIGIGAR KR Alice:

Ex(S4) =23547! mod 5809=4395

5) Alice fREZE B Sa=4395""! mod 5809=2354, 5
eSS 3 i A A4S Bob 9 Sa —#, TR Alice 3HE

kG =1887P, (2)

=(1000—10—10000—1) P,(2)

=~P () @ZP(—DDPRP(—DD
2Pr(2)M

=—Pi(2) @2(P(—2) ® 2P (—2) D
P (4594)))

=—Pi(2) @ 2(P.(—2) @ 22P,(5344))

=—P,(2) @ 25(P,(—2) @ P,(2695))

=—P,(2) ® 25 P, (2209)

=—P(2) @ P,(1472)

= “P1 (4416)

=(3254,5007)

BU 7=z, (mod N,)=3254 mod 3002=252,m= yxzx
=5311,H% 6= (m—dy)I(mod N,)= (5311 —11 % 252)
(mod 3002)=2539, F £ (y,8 = (252,2539) B 3 Alice %t K
HEZ R Alice k3% % Bob:

E.[(y,®]=(2527" mod 5809,2539" mod 5809)

=(3573,4617)

6) Bob %N BB

(7,8 =(35737! mod 5809,4617~! mod 5809)

=(252,2539)

By =7=252,u, =8k (mod n) =2539 % 1887 (mod 3002)
=2903, REITE.

U=u1Q® u,G(mod n)

=(252P; (10) @ 2903P; (2)) (mod 5809)

wQ=252P,(10)=(100000~—100) P,(10)

=P, (4272) (mod 5809)
G =2903P,(2)=(10—100—10—10—-100
-1 Pi(2)
=P, (1174) (mod 5809)
M U=P; (4272)® P; (1174)=P, (5686) (mod 5809)
U#(0,0), FREIE:
V =mG(mod n)=5311 P1(2)=(100100100 —10
0 —1) P (D)
= P, (5686) (mod 5809)

BT U=V, T2 Bob #ZXME&, BTk, Alice f
Bob BLF &4 K=P, G31DBATHELE.
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