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Abstract

Billions of Wi-Fi assess points (APs) have been deployed to provide wireless connection to people with dif-

ferent kinds of mobile devices. To accelerate the speed of Wi-Fi connection, mobile devices will send probe requests to

discover nearby Wi-Fi APs.and maintain previously connected network lists (PNLs) of APs. Previous studies show that

the Wi-Fi fingerprints that consist of probed SSIDs individually will leak private information of users. This paper inves-

tigated the privacy caused by the Wi-Fi fingerprints in the wild.and provided a data-driven solution to protect privacy.

First,measurement studies were carried out based on 27 million users associating with 4 million Wi-Fi APs in 4 cities,

and it was revealed that Wi-Fi fingerprints can be used to identify users in a wide range of Wi-Fi scenarios. Based on se-

mantic mining and analysis of SSIDs in Wi-Fi fingerprints, this paper further inferred demographic information of identi-

fied users (e. g. »people’s jobs) . telling “who they are”. Second, this paper proposed a collaborative filtering (CF) based

heuristic protection method, which can “blur” an user’s PNL by adding faked SSIDs,such that nearby users” PNLs and

Wi-Fi fingerprints are similar to each other. Finally. the effectiveness of the design was verified by using real-world

Wi-Fi connection traces. The experiments show that the refined PNLs protect users’ privacy while still provide fast

Wi-Fi reconnection.
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Table 1 Location types in dataset

No.  fr#& %A AP/ % No. EXR  HFP/%
1 22 17.53 9 4 8 4.57
2 BT R 32.97 10 RE 2.66
3 EX S 6.66 11 5 R & 3.96
4 # Rk A 14.10 12 EX 3 4. 80
5 Fr N 78. 00 13 4 46. 25
6 HE 21.02 14 E 3 2.01
7 X 6.25 15 W JE 23.78
8 A 19. 69 16 % 0. 34




5 8 1

75 U MG ) Wi-Fi 8 8UE 4 AT 58 9

Hor B /NR IR IZ A 78,00 %6 I F R RS %
P A R AP (B 7/ XA fig R 1 2/ X B R R S
M) A 46, 25 Y I P B Wl b 1 AP, AR SCR
FH PNL {7 8 28 AL (1 2 0 ok 20 imi P 10 4R (profile) (1 32
.

3.3 EEWMBINRAITESN

LA HFSE AR 4 0E W1 . Wi-Fi #5200 L 5% Z) imi JF X
SR . AR SR AR B L — Bl A 4 e RN I R 0 D ok L BV S R
il SSID BRI F ) PNL. ST Wi-Fi #5409 B 4 1k

SSID Al g & + & 118 A5 B, t 41 HuaweiCompany-
1F F/R XA P AR IZ 2 W) TAE 3 3 9 B0 0l % A b 5 5
Tl F AR SR AT LU 3 JLAS SSID 3t 3845 AT ™ B4 4 1 (Le
WARE R AT A T IE) 3l J I a2 B0, 485 90 %6 i FH P 7
H PNL P & ARt 6 A0 B8, 54. 9% M9 H P AT 5 1
T2 A E SR X F A P G 2 2 R, LI
RN AR ST AR B #5 P PNL s
B SSID, AT L A= & Y w4, OF RO G S 4R 4
580 ER.

T b AR A BOR AR AR SCAR T T SSID i A Y B R i

o FEARICA M — A P Wi-Fi 48 205 R B A A AR 2E
IIEJHT,WFFWTLM&E%% 14T & . 54. 60 % (1
FURESS B Wi-Fi 58 80X 43 FF , B B8] A S8 4, T P s 23 0
B0y SSID, M S B8k X 43 1 H P B B FHZE 90,582,

Li LT RLE h, FH P B A I 2 CFH P ol 220 i BB X 4
I W TH PNL 22 54k, Bk, #5583 R m fh SSID i
AR P PNL 58 4 ), 0 380ty 3 498 J6 12 R FH 4 00 37 5K o
EEEA PR B AL . SRT, PNL B K 24 B L OF H &
BT B AR R R A AT

Un SRR R AR T P PNIL f 25 S5 o T I T ok G 2 S e
AP LR AR AR AR BN AT AT, e F 2L W i £l SSID F
FH P PNL rp ot 48 7 FH P 4% ok 22 180 A AR BLRE , A I % 5%
F#E WieFi $8 80X Ar FF R O TR IE R LB 1
38T T R T PNL AU B 5 H 4 Wi-Fi 48 801X 20 JT 19 #E =%

Z I FR . X B, PNL MM LB A FH Cosine-IDF™™ 3k &
7L\ JCQH?
Z (log(*))
C(S,.S)= 5N Sh)
JZ (1og(*)) JZ ( og(*))2
=2k 2

Horp,S, P w1y SSID &4 (W) PNL) L i £, 42 SSID s fi¥
WATEE S [U | 2 i o X P 1 S8 T UL | 2 ¥ 20 3 4 0
SSID s WP ECH . AR R E 82 B T RE M P PNL 1
3SR SSID WY WATBE . AnSR— A~ P 5 b AR i
] — A~ SSID, W & W3 — 2 A9 A0 RLEE K F 0, BRI “ 48 s 7
P WA % S AR BB A 4B R AR R L T T, X R
SCTEH 5 H LA Z A PNL AR .

90
80
70
60
50
40
30
20
10

BELHA P /%

01 02 03 04 05 06 07 08 09 10
Cosine-IDFA )l

1 P SHS P Z a0 PNL AR vs. FH P 88X 4 B9 HE R
Fig. 1 PNL similarity among siblings vs. probability of

being identified

P 1 PRI PNL B AR AL B R0 43 1 10 25, Mo,
0.1J%1[0.9,1], WTLAMEE], 5 fh AAT & m AL g 5
A5 5 w5 X A3 TF B P iy PNL AR B BE 5 HC % X 43 T 174 48 5%
ZIAG ARAC AR R . AR & T 6020 B, 21, 75%
B PR DX FF o T 2 AR AL BE IR T 30 %0 AL 73, 48 %6 i A
B XA IF AL BD 5 2w XAy EEA R T3 i, X R LA
TERE A P PNL A AR ABLEE e [ AT P 4 X 43 I 0 R 2 T
T, TWETENR, PNL i T - A gt g€ Wi-Fi f8402
XA IF oA Bk 3 8 R AR A i P i Wi-Fi 8 80
— B S M A AY L B B A PNL 58 4 — 80, H X R Ay Wi-Fi 45
QUL T RE A — R, R, WP A PNL AR L A8 4
Wi-Fi 48 208 F O X 43 B P ol 20 i F P 04 7T g M el AR
DR TR P PNL (A AR RE S R P e R i 6 1 R

PR AL S P 4 X 43 14 ABE 23R o 5 S 9 2 fh Al & R AR AR
Ve A, B B P B X 43 5 1] 3K 57, 86 % L 1 78 K 2 B P A
PR AT BN A 22.35% . X R, BT TP G
R 22 5 ARG S, DR I 7 S 5635 40 L 5k 1 PR AR 8 LA
IR B S [) g5 AT

FH P BT Bl R AR O, BT A LB A L R
FFFH P IS 33 N Y 2 3R (2R 15 8O Sk 4 B S U
FUH PNL ZARTATHY, BB 42 5 30 Bl A 35 i ok HL A
P A EE AR K, 58 F b, AR SCR A — A P b F 5
A S JE R P 0 05 B R R AT 43 AT B Rl A5 B L X
St rp e F H AR AE A A A R ) N 2R SR B
Wi-Fi #8 8 it —8. B 2 400 T R 55 5l 2
RS MM SC R, X B E L — A B U7 )
SSID (4 {57 & 7F o b doe 530 B 7 ] 14 b o5 . 7T LA M, 2 AH LR
KF 0.6 B FH 75% LB B R A BEES N F 2km, 58
] b 5 B 0 A P H: PNL A 4t 4l % A AL Xt ik B T A
JHJE EARALE /9 PNL k& B A P R PNL #9174

[

Cosine-IDFAH L

20
FEH/km
2 HE RS AH LR 1 R

Fig. 2 Relation between distance and similarity



10 N I

2018 4F

CHTFRER, T ARG ER ETREE FHEN AP
5 R AP 8 W™, i T GE O B AP
1 PNL Hfs i SSID, I 5K 5 w7 19 Wi-Fi 2 45 R 56, B
T P PNL s hnfh SSID A8 2 % F P 10 14 190 4 36y &
% AR

RTE Z . M3k 90. 90 Y By F P #8 AT LU i Wi-Fi 48 808

DX 43 FF 10T 5 40 & P EL A i A BB 9 PNL A FH P B8k X
43 TR Bt s 45 408 J P P A 2 ) R AT . DR R LA
B9 PNL SEBDH H AR P B PNL & 747 09, W) i 2 4875
JIRL A PNL AR 18 i o DA TAT 56 ALK Bt R Yk 2% 1) JXURS:

4 FTEBEARIPRE

AR SRR T AR SCH B R P Y R, B £ SSID HY i
B 0] L, 8K S5 B R IZ ) A T~ﬂ%?wﬂi;iﬁﬂ@%?ﬁﬁ
BRI A RSP W PNLEF'("MIE* 2 FuUNIL]
SSID, ZARTH W B B A AE R Wi-Fi i?iﬁﬁ:ﬁlﬂ BT,
4,1 44 SSID Ry 3% % 8] 85

AL/ R B T SSID % m ® 3 47 H A~ 69 PNL , Jf:
s KA JE A P R PNL ARARLEE .

maximize L L 51)}1(5 +A,,S,TA) (3)
€S v€ U
subject to /= UA,, (4)
uceU
A, <k, YuEU (5

H, A, ZEIMBIH P o 9 PNL f i SSID £ 4, v &Y
A DX AR N B AR o/ BT AT B SSID 4R A Y 4R &, T S J2

METHEA & U WA SSID W44 . BInE 44 P PNL

HAY SSID NN BE L T b A, LIk o ot 3 A S e
J TS SSID ZBIR LR F 3 AT —FUZE
MEBAL GV, VB EALHE PR T 8, 5 B o5 %R
MW N EFE AP ERESN SSIDWVO HP S

SSID 2 ] i 3% 48 e s ix A SSID H3AE T 3% 7 1y PNL
XS, AP o 8 %% HT 0 SSID 44 (B PNL) ,
M U, FR8 St SSID s (M P S, %6 & M 4%
WIS A P = DA — A R R SSID. B A il AT
PNL LR T o, BMEATZAHZE WS E AP . ¥ —1HFP

AR SR G AR N N HIR R &t h Db s R 48 T8 0 P
tetn, Ny R g 51w /03—~ SSID #9458

ity

V. A A
i 123 Q}//I
s VAR
!
/K<>\Z‘> & ossu)
K3 ET WiFi AT ERE

Fig.3 Diagram of user relationships based on Wi-Fi connections

T A R 5 SSID 2 Ja] 9 AR % ML A SRR of-idf AL
) e A SSID s X JH P o BT B

ol
FAK

o, £ SR P w % SSID s A, AR R, %
Y SSID 18 % A & AR B CEb A TAE 35 B A9 Wi-Fi) .

Wyrs = [y Xlog (777 (6)

b 33 B N SR — A FH P 0 3% 1 SSID, H % #2343 1% SSID
M P NEAR D CHe g8 B W-FD L BIGA J9 3% SSID X %
FREZE, BT MM o« 5HABRER P (G35 E %M E W
AP J 55 ) B2 AH I 19 4B ) I A DU AR SCAR T e X

C(S,,S,), if v€ N,
Sim(S, ,S,)=
Ave(Sim(S,,S,) XC(S,,S,)), otherwise
7
Hop e REEHP « So PR JET N R

FUE B AHTE W At ] 9 PNL (49 A5 {1 B0 2 Cosine-IDF #H {1
B 5 L PNL AU B i F P 5 sk [l ™ o 9 A DL RE
TR F-H1H .
4.2 ETHESENRIPEZE
B F DL AR AR SCHR T — A 3 [ 0 v B ok
M L P PNL EP el SSID J: 35 2] B 45 H i
PNL 1, Hp ) 58 S — b 56 b A9 2% 88 0 4 5K S P
HEATHREFE B B R L BIGE 5 22 S P #0255 A 2 A A B DR 4 11
HoA T P 0 R AN SR A B B TR 0 3 A s TE i A
L. PRt A S b 25 F P #fE 37 AR 40UF 7 /9 PNL A 1 SSID,
Sk K P PNL 2Z [ fARBLURE . K A 5 SSID (44 36 M4
S P SSID 1 3F 43, 3 ik dn R A SOk R & B — A
X lb 1) A 3% #2 4 B1 SSID 1 “PE437
Zv(wv..\ —w,) * Sim(S,,S,)
Ru, =o 4255 S Sim (8,25,

o R, JER T w S AR EE 1 SSID s P4 s 0,

FH P o X H A 9 SSID 1Y 3T 4y @, 4 B P w X li)'?ﬁ
SSID 34y ME . Z AR FEHEZ R T H P PNL MBS
SSID % F A i AR B . i iE S Y SSID, B 7 5 SSID
BRI R D6 P A g L X SSTD Al W 45 % 34 1 5 T O HL
SHPATREENRR WEAS MBS KWL, Kb
BHWREM M PNL ., X FREZ N SSID, W £ 4 5
VT4 I B9 SSID Bl

THEA S THEENEEPITSE., g TRHAPSHR
JEA Y SSID Wy AH &Pk K P 5 HAB I P oAU, RS,
FH P B S AN 8% % 432 30 19 SSID 47 3 43, 5 37 43 3 47 33 98
HEF IS 26 H P20 5 s B R £ > SSID 21 H A5 P i PNL
i BXCEL 9 B AR SRS 2Ok A5 B £ AP SSID. 4R H
Fou W EEAEE SRR P NG PR g8 Y SSID B A~ B0
AT ke WU Sk 3 D) AR 2 BT RS PNL AT IR 3] A, &
W6 7 Ne Ch=>D R P, A3 26T £ A4S SSID, AR 5
Wbl FH P PNL AR BT K F £ H, 46K 2 50k
10 3 5 i FH P AR N

BEAb  An R — A P A 19 SSID #8 A # M il A 3% B2
i, D) A PRI AR B PNL Aty PNL AR &9 B id o g
WL, X A I, B R B S I 2 A X 8 IR AT Y SSID
FIH M PNL . P w BB SGE /9 PNL 2 P R 1Y
PNL S, 5#usmigth SSID ££4 A, FrEE#,

P g — A B0 B o AR A SORE P 3 AR AR
B2, —2KER PN —A 45 B 3 3 5 — A ey (iR B
FIEERD s 53— R P R AR R AL TR 3, T SR BB 5% A AR
. i‘.%&%&‘i’rﬁﬁ)ﬂ@m#/\%ﬁmﬁﬁ b £ 3 Bh % 4 Wi-
Fi, 7E 3 72 o S AT iR B sk & UH P Y PNL,

8




5 8 1

75 U MG ) Wi-Fi 8 8UE 4 AT 58 11

2 P AR TE — A T I 5 AN W7 A R I, B ks 4 S 300 1k b T
DB PNL. B A S P JE A B SSID. HJ& 3 i th
SSID &AM th SSID, Mik# D4 %4 I Wi-Fi i), bkt
AN SRS,

5 LI 5IFfl

5.1 XWiEE

AR SCAE R B AR 3 5 R B UE S IR A st . BT R AY
3 AR 5y Al R R, X R AR
WEYRE P A B KA s S AW ER . X
I T A0 B T T bk R AT R A Ml g IR Ay B 2R S e 2
BESEAT AR . AR A TRk 07 Bk sirh R BT
— R AR IR T — S H W WiEF R D 5t
FPHEMAT R PNL, B AE T — > H ) Wi-Fi % 390 5 81 #1
PNL, X 3 s Ml A HE S N8l A 76,116 1
119, S2 0638 b % WA S 5 BT E PRk A 45 21 L 30 IE T
VLA B s W] B I8 43 B 7B Ay SSID A4 R 5 R A
PNL A BE n %S0 45 AL B 52 001 5 B 5 40 1 3803 X F B0
PNL &R,
5.2 LWHER

4 S5 XTH T AR SR L PR R 4R B
YAFRIY R R Y k=05 k=5 W F P 2 (6] (R AR DL B, 186 AR
P — S ] o A A R A, B 9 1 4 SR A B

TEREHLYE RS, A SSID & V, hBENLE 8 T
£ A~ SSID BINBI A F A PNL . MB0R 40 k=5 B, 76
R 3 AN A P S AT B A AR R A8 N -3 Co-
sine-IDF AL & M 0.11,0.07,0. 16 #£F+%] 0. 16,0. 11,0. 20,
ULHTZBEAL )y X8 T H P AL EE A 82 T LT 3 A . i AR
XE K ZAAHMEAR TR T 0. 23,0.15,0. 38, il Tk
LA H PR AR E AR AR ® £ 0 B K 2 R A U AR K Y 55 ¢
L FI S BT B IR TR R B

10° B . 10°
I e ? ©
I e i .
= B = »
& & “
ene o
= L = Lk
LS Y 210! .
<% X4 3 %%
a a8 . %80
=1 - H 3
P «KE3 E] ° « XKE3
Z o K% z ° K¥
© o2 Lk © 2 8.2
107 102 10! 10° 10° 102 107! 10°

Cosine-IDFAHY & (£=0) Cosine-IDFAH )l & (£=0)

B4 ACHERMMERTT KBS

Fig. 4 Similarity increasement

Wi AL 2 438 5 1 1 A AL 2 2 T
Fig. 5 Similarity increasement

of our algorithm of random-selection algorithm

Bk, Bom B A PNL Ay SSID Ry FBR A k.
B 6 4rHT T kX F P 5 AR R P AL A2 e, 2 & 3
T P AR BB 30 L T2 & N0 AR Sy 1B AL 19
KN d5e A 5835 L3 A b A5 0 S S A B A B T 53,8614,
69.39%.61. 06% ;4 £=17 W, FIMUUE SRS T
119.21%,140. 52%,147. 35% . M 6 ] LLE 1, KK
ARABLEE AR F H AP AL | 3% 5 B 58 A A5, 205 BF 58 & B, X 02
PN NN ERR P N (R DRl ORI = BN oY 1)
FH P AR IR BT 35 R 59. 81, 1 K 4236 5 7 37 1 P 40 B0 4y
Sk 16.32.9. 13, AT R AR 22 H 7 5 J8 L P 1 6 3R R

JEH KR 2 B EOF R B X R A SR S REPL
PPN R TR A B A I . SR B 7 45 T kX
PP RS F P AR ABLRE B 5 i, 45 2R R W] R LR T P o
0 A AR LR B A T T S B T R

05 06

* Xf’ié
oal |2 3%

0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7
k k

F6 & X BB S P Y
AL 14 5 1)

Impact of £ on similarity

&

Cosine-IDFAH{N
= R’ 8
Cosine-IDFAH ) &
o
<

o
o
@

0

o
1

B 7 kX P RSLH AP
AEARLEE F) 52 e
Impact of £ on similarity

Fig. 6 Fig. 7

between users and their neighbors between users and their siblings

B8 45 T PNLAHRLUE 5 P By PNL K » Z [
MR RIE n RN P BTN 3 4 0<n<<4,4<<n<38,
n>8, H—2h,3 A gAY 2 ] ST A BLBE 43 B A
0.19,0.09,0.27,24 k=5 I, 4F B4 E T 95.57%,139.17% ,
103.41% ., 7Eft)G—4 (n>8) MBI S T 154. 86 %,
166.75%,200. 97 % . m LA A1, PNL K 09 H P il F H
W AE AL AR 3 % S B R A W) A R

10° T 10° T

T
0
S . — k=1

N

Cosine-IDFAE{ i
15
v I
L B I S
}
(N
||
oA A
&L
Cosine-IDFAH L JE
1=

._.
O‘
&

5<7 <8 n>8

Ca) K G0k

0<7<4 <24 5<n<8 n>8

[P N:S

s
I

Cosine-IDFAH &

0<n<4 5<n<8  n>8
(W%

B8 X P B4R P 0 A AR RE 1) 52 i)
Fig. 8 Impact of n on similaritiy between user and their neighbors
K9 iR T PNL A SSID Ay 47 B 25 B 48 1k, DL o
LBt P R RS, NI 9 i DL L
k=5 B, I PNL b 47 5 35 8 7 34 B 3. 03,2, 70,
2.39 #IME] 4. 28,4.02,3. 13, W B T EHR 1 244K .

T T[—#0 T
i Pl—ass)
H o to

8

KE3E K¥ EE]

L5 R WA

&9 FF PNL sy & 28 1) A5 4k

Fig. 9 Changes on location types in users” PNLs



12 ARG I M =

2018 4F

ST 2 PNL S MU A7 S 4— T+ 7 F ™ 5 8 Bl
W9 PNL AL 33 3 WA 78 K [l 3 86 F 7 i 220 i a8 2 4 X
53 FF B A R AL W/ B K ALBE Ik T G T P B

GERIE fE Wi-Fi B, EshA#as SR
PR BREL . R T B Ak — n] BB AT RE A Ok 1Y E A B R SO A
P& H0E 7 Wi 38 390 s BE 58 B T Esh B4
Al BB 1% B Y SSID Mt &8 UK . A< 3k B A o #4> PNL gk
A LA 1 90 Y0 i F P L A F SSID 43 55 1 i A B Bt
HHEUMSFIHPERSEEX ENRIMGE. N TR
FH P BRRA  BEL 1k ety 25 % P AT R0 R i, SC AR T —
ol T P [0 AR RLRE 0 P8 [ 5 3 9 SSID R SIS . 1% 3R W%
RN O SSID S BRI i B 5T PNL, S F P Wi-Fi
RO E 2 Ak . HIE T 5070k B R AR 36 i HL S )
SEH . AR SO BT P B R R TTREE L U T
PSS B, N IF S A A, SO TE 2 AR
[F G50 T HEAT TASHISC 8 78 R 0K, F T8 &1 %0 A5 P A b s
A 20 R O A B ok 1

£ % 3 W

[1] DAI Z,DINO A,MACAULAY S A. Attacking Automatic Wire-
less Network Selection[ C] / Proceedings of the Sixth Annual
IEEE SMC Information Assurance Workshop. IEEE, 2005:365-
372.

[2] FREUDIGER J. How Talkative is Your Mobile Device?: An Ex-
perimental Study of Wi-Fi Probe Requests[ C] // Proceedings of
the 8th ACM Conference on Security and Privacy in Wireless
and Mobile Networks. ACM,2015.

[3] CHERNYSHEV M,VALLI C,HANNAY P. On 802. 11 Access
Point Locatability and Named Entity Recognition in Service Set
Identifiers[ J]. IEEE Transactions on Information Forensics and
Security,2016,11(3) :584-593.

[4] FAN Y C,CHEN Y C,TUNG K C,et al. A Framework for Ena-
bling User Preference Profiling Through Wi-Fi Logs[]J]. IEEE
Transactions on Knowledge and Data Engineering, 2016,
28(3):592-603.

[5] XU Q,ZHENG R,SAAD W,et al. Device Fingerprinting in
Wireless Networks: Challenges and Opportunities [ ] ]. IEEE
Communications Surveys and Tutorials,2016,18 (1) :94-104.

[6] CUNCHE M,KAAFAR M A,BORELI R. Linking Wireless De-
vices Using Information Contained in Wi-Fi Probe Requests[ ] ].
Pervasive and Mobile Computing,2014,11(4) :56-69.

[7] BONNE B,QUAX P,LAMOTTE W. Raising Awareness on
Smartphone Privacy Issues with SASQUATCH, and Solving
Them with PrivacyPolice[ C]// Proceedings of the 11th Interna-
tional Conference on Mobile and Ubiquitous Systems: Compu-
ting» Networking and Services. 2014 :379-381.

[8] LINDQVIST J,AURA T,DANEZIS G,et al. Privacy-preser-
ving 802. 11 Access-point Discovery [ C] // Proceedings of the
Second ACM Conference on Wireless Network Security. ACM,
2009:123-130.

[9] KIM Y S,TIAN T,NGUYEN L T,et al. Lapwin: Location-ai-
ded Probing for Protecting User Privacy in Wi-Fi Networks[ C]//

[10]

[11]

[12]

[13]

[14]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

Proceedings of IEEE Conference on Communications and Net-
work Security. 2014 :427-435,

PANG J,GREENSTEIN B, GUMMADI R,et al. 802. 11 User
Fingerprinting[ C] // Proceedings of the 13th Annual ACM In-
ternational Conference on Mobile Computing and Networking.
ACM,2007:99-110.

DESMOND L C C,YUAN C C,PHENG T C,et al. Identifying
Unique Devices Through Wireless Fingerprinting[ C]// Procee-
dings of the First ACM Conference on Wireless Network Securi-
ty. ACM, 2008 :46-55.

CHENG N,MOHAPATRA P,CUNCHE M,et al. Inferring
User Relationship from Hidden Information in Wlans[ C]// Mi-
litary Communications Conference. IEEE,2012:1-6.

BARBERA M V,EPASTO A,MEI A,et al. Signals from The
Crowd: Uncovering Social Relationships through Smartphone
Probes[ C] // Proceedings of the 2013 Conference on Internet
Measurement Conference. ACM,2013:265-276.

LUZIO A D,MEI A,STEFA ]J. Mind Your Probes: De-anony-
mization of Large Crowds through Smartphone Wi-Fi Probe Re-
quests[C] // Proceedings of the 35th Annual IEEE International
Conference on Computer Communications. IEEE,2016:1-9.
SONG Y,YANG C,GU G. Who is Peeping at Your Passwords
at Starbucks? -To Catch An Evil Twin Access Point[ C]// Pro-
ceedings of IEEE/IFIP International Conference on Dependable
Systems and Networks. IEEE,2010:323-332.

CALLEGATI F,CERRONI W,RAMILLI M. Man-in-the-Mid-
dle Attack to the Https Protocol[ J]. IEEE Security and Priva-
cy»2009,7(1).78-81.

SKINNER K, NOVAK ]J. Privacy and Your App[CJ// Apple
Worldwide Dev. Conf. (WWDC). America,2015.

Android 6.0 Changes [EB/OLJ. https://developer. android.
com/about/versions/ marshmallow/android-6. 0-changes. html.
WANG W. Wireless Networking in Windows 10[C] / Windows
Hardware Engineering Community Conference ( WinHEC).
2015.

VANHOEF M,MATTE C,CUNCHE M, et al. Why Mac Ad-
dress Randomization is not Enough: An Analysis of Wi-Fi Net-
work Discovery Mechanisms[ C] // Proceedings of the 11th ACM
on Asia Conference on Computer and Communications Security.
ACM,2016:413-424.

VANHOEF M,MATTE C,CUNCHE M, et al. Why Mac Ad-
dress Randomization is not Enough: An Analysis of Wi-Fi Net-
work Discovery Mechanisms[ C]// Proceedings of the 11th ACM
on Asia Conference on Computer and Communications Security.
ACM,2016:413-424.

ZANG H,BOLOT J. Anonymization of Location Data does not
Work: A Large-scale Measurement Study[ C] // Proceedings of
the 17th Annual International Conference on Mobile Computing
and Networking. ACM,2011:145-156.

XU C,TENG J,JIA W. Enabling Faster and Smoother Handoffs
in Ap-dense 802. 11 Wireless Networks[ J]. Computer Commu-
nications,2010,33(15):1795-1803.

TERVEEN L,HILL W. Beyond Recommender Systems:He-
Iping People Help Each Other[ C]// HCI in the New Millen-
nium. 2001:487-509.





