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Web Browser Vulnerability Exploitation Attack Test Technology Based on Code Overriding

MENG Chen
(School of Electronics and Information, Tongji University, Shanghai 201804 ,China)

Abstract Based on the proofs of concept for vulnerability exploitation attack, we can find the characteristic of the at-
tack through reverse engineering using WinDbg and write test code according to the characteristic. We then encapsulate
the test code into a DLL and inject the DLL into Web browser through remote thread. The injected DLL will hook
browser’s API by means of code overriding, so that the browser will jump to the test code. By visiting a website and ac-
knowledging the return value of the injected code to judge whether the webpage contains trojan horse using the vulnera-
bility. By deploying this technology into numerous virtual machines, we can analyze webpages in bulk,and then provide
high-quality webpages blacklist to antivirus software companies and search engines.
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¥ Security Focus 2t RFSE #12] hml STHEH, #y
B— AP, i WinDbg J& 35 IE7, ZE4TFF i) IE7 H
YA R I, ARG FE AR 1) TRV, Security Focus $#2
LEERIEHBHE 2 http: //www. securityfocus, com/bid/32721/
exploit,
2.2 FEANCIEMTE

L TR, R NFFHAE R Tea8lde0 BYHLTT, 7
¥E call dword ptr [ecx+84h]#5 4.

7ea81dd6 0£84dd000000 je mshtml! CXfer: : TransferFromSrc+
0x111 (7ea8leb9)

7ea81dde 8b08 mov ecx,dword ptr [eax]

7ea81ldde 57 push edi

7ea81ddf 50 push eax

7ea81de0 9184000000 call dword ptr [ecx + 84h] ds: 0023;

B [ecx+84h1FTH8 1M M N A B HE A o 25

0:001> dd ecx+84h

{8 F Windbg K BR300 28 ThAB18 A1, X BAVAS R THR
3t mshtml. dll B, it Windbg 258 BB A, msht-
ml, dIl finERZE TR BAL B 2 76830000 = 7eb9£000 FLEIPN

ModLoad: 7¢800000 7¢91c000 c; \windows\ system32\ kernel32. dll

ModLoad: 7¢920000 7¢c9b4000 c:\windows\system32\ntdll, dil

ModLoad: 7e1e0000 7e7a9000 c:\windows\system32\ieframe, dll

ModLoad: 7€830000 7eb9f000 c:\windows\system32\mshtml, dil

B E I FERS ecx BY{EN 8b087¢04

eax =0a0a0a0a ebx= 00000000 ecx= 8b087e04 edx= 7¢9086ed
esi=052ee7a0 edi=052cf{70

eip="7ea81de0 esp=0184{c98 ebp=0184fccO
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ENBRA: z RAMARERS:
calldword ptr [ecx+84h] dword ptr [ecx+84h]
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jmpdword ptr it dword ptr

[LAMP _HookOLE ! newCVE_2008_4844Proc [LAMP_HookOLE ! newCVE_2008

©(1009409¢)] _4844Proc (10094090)]/

B1
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7ea81dd6 0f84dd000000 je mshtml! CXfer: : TransferFromSrc+
0x111 (7ea8leb®)

7ea81ddc 8b08 mov ecx,dword ptr [eax]

7ea8ldde 57 push edi

7ea81ddf 50 push eax

7Tea81de0 £9184000000 call dword ptr [ecx + 84h] ds: 0023:

FEAEHAE:
7ea81dd6 0£84dd000000 je mshtml! CXfer: : TransferFromSrc+
0x111 (7ea8leb9)
7ea81ddc 8b08 mov ecx,dword ptr [eax]
7ea8ldde 57 push edi
7ea81ddf 50 push eax
7ea8lde0 fi259c400910 jmp dword ptr [ LAMP _ HookOLE!
newCVE_2008_4844Proc (1009409¢)] ds:0023;1009
HEAE R call HASBHE X JUMP 154, Bi% 218
BIES &
AR 2 R T R B
DWORD WINAPI GeneralHookProc ( DWORD Address, char %
szHookModule, DWORD HookNewFunc)
{
DWORD dwResult=0;
HMODULE hModule=NULL;
hModule = ; : GetModuleHandleA (szHookModule) ;
if (NULL == hModule)
{
hModule= LoadLibraryA(szHookModule) ;
if (NULL == hModule) return dwResult;
}
DWORD dwOldPermission;
dwResult= VirtualProtect((LPVOID) Address,
100,
PAGE_EXECUTE_READWRITE,



& dwOldPermission) ;
* ((char * )Address)=0xff;
* ((char * )Address+1)==0x25;
* ((DWORD * ) ((char * )Address+2))=HookNewFunc;
return 03
}
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73X B B 2% 8. 0xff25 HookNewFunc, 0xff25 24 CPU
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__declspec(naked) int newCVE_2008_4844(void)

{
__asm{
pushad
cmp [ecx+84h],0x7eb9f000
ja Vuln
cmp [ecx+84h],0x7e830000
ib Vuln
jmp real
Vuln;
lea eax,szV_newCVE_2008_4844
push eax
lea eax,szV_newCVE_2008_4844
push eax
call SendMessageToParent
pop ecx
POp ecx

real:

popad
call dword ptr [ecx-+84h]

mov eax,dword ptr [esi+1Ch]
jmp CVE_2008_4844_FuncPointer_ H
}
}
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Fi LoadLibrary 8 ARAMAEER DLL. B FARRES
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FEPATHRARTE MR . 8 Windows #9 CreateRemo-
teThread RAFE IE7 BT AR —MNEE, ZAEEL A
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LR FERBENT -
char strDlIName{ |="LAMP_HookOLE. dlIl";
bool InjectIntolEProcess(DWORD Pid)
{
HANDLE hIEProcess=NULL;
hIEProcess=OpenProcess(
PROCESS_CREATE_THREAD | PROCESS_VM _
OPERATION | PROCESS_VM_WRITE,
FALSE,
Pid);
if (NULL == hIEProcess)
{
printf("Process Opened failure! \n");
DWORD dwError=GetLastError() ;
return hr;
}
LPVOID p_RemoteAddress=NULL;
HANDLE p_InjectThread;
DWORD ExitCode;
p_RemoteAddress= Virtual AllocEx(hIEProcess,
NULL,
100,
MEM_COMMIT,
PAGE_READWRITE);
if (! WriteProcessMemory( hIEProcess,
p_RemoteAddress,
(LPCVOID)strDlIName,
100,
NULL))
return hr;
FARPROC ptrloadLib= GetProcAddress ( GetModuleHandle
(TEXT("Kernel32. dll"))," Load-
LibraryA");
p_InjectThread =::CreateRemoteThread(hIEProcess,
NULL,
0,
(LPTHREAD_START_ROUTINE) ptr-
LoadLib,
(LPVOID) p_RemoteAddress,
0,
NULL);

return true;

}
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