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Abstract A dynamic multiple cluster key management model based on identity was designed in wireless sensor net-
work, The key management in the model is cluster-based, Every node in the network is just required to store its private
key and the public key factor matrix of the cluster that it belongs to, which consumes little storage space and can resist
the collusion attack. The key distribution is secure and effective. It costs little during the node joining and leaving. And it
realizes the identity authentication independent of the third party and has no use for infrastructure to sustain the key
distribution center. A secure data aggregation solution based on the model was proposed. Security of the proposed solu-
tion was analyzed and some attacks that can be resisted were listed, The energy consumption during the handshaking

process was discussed, which indicates that it is feasible to use the identity-based cryptography in the wireless sensor

networks.

Keywords Wireless sensor networks, Data aggregation, IBE, Cryptography

1 3]

T BBMERAABEN UKL SHE S HF
PRMISE, Bl +0E 6 THE RS, A MR EHE. &
B KW M EERES S E. WA
I RIE L AL BRAR MR B B 2R F TR B LI R E
BEHRBAGRE, R—AEERE. SHAME R, TLRMER
FRENZ et ERARE U T I E80 TELE ., 7L
P RN BBERRIE. BT ERE PSR E R,
HEIXeRL BiR, R FAYUEHA .

FTREERR N AER TR ERENET LD TZIED
ot (Bl Do ity OB R B B ORISR 45) A

il

TR 9. 2010-10-19 K45 H #8.2011-02-01

B (PN 50T GEE R . HIR ARSI S, 10
MBINE T , ARSI BA R BARY, TR ES
MR RIEA U 58k B M SMR KB BB, wRL %
BERAMEET AR PR E . TREBFME D, 0%
EESHFERF, B —BH0W S RB T EA-PE R A
WEE, BT LR T R R E 2t L ARBMETEFHALH
LEEHSHRERENH. B, XEABRENEERH KX
BERNERETAMEMR. B THARSTIRREER,
—HERRFR ERET T, HI e RaEM g it
MR R RDT E AR S A , BT AT & AL RS
BBELEITRULIEETREME EEEGHRER.

HAE % R T HB N ISR ET R RS R &

A2 EF ERBEES (60903175,60903196 F1 60703048) ¥E B .

BRZE(1980—) , %, W+, EEHAF A A A TR AHER R4 H BB E S LS, Email: 4485179@qq. com, BE (1979, 5,
FERNH S ERAS A (1980, B, TR, FERRFMAERELE: K R8I, B, HiL, TEHRTANERER

& EWNY RREBENE.
o 36 o



%, BTPETELDHMEEITERS FHEAEMERFR
B, MEESEY A REE R EZREH %, A TR EEIFN
EXTHEEARNEES EIEHNER. ETREHEBRE
HH D BOHFERE R HRE U E2HHITHEA» R BT
AR T M B S B B L M4 B O 1 B B iR
B EHAFTEREZWITE FEMERGETH. HEK, — &%
TEBMUHUR AT AR RIS M, CR1, 2]4H33 4
HRERBMERE TIIINBHBSY H R, R B4
HR, By S mm s B niE B BN AN B R
A AELMARAN ARG AR, B Z G B INESE BT
R, X348 E TRAMBEED, ZINUERZ IR S
ATRMBE AMEAFTREERBBED ARHELFIE. H
MEREBRBENENRLWARIFBEEPENKREBEE L,
{HRTE—NKEUE AR P& S, B T HRER L, WA TR
PR ESEX . I TR RS, & TFEHmAEILE S
M REHTHANEHASRYES . BILBSEFRAE
FkE e, HREAF LS . — BN RAIARRRIER 2%
B EEEESTAEATHE PR IRE,; — 26
AR T KBTS, W SR, TR
5 BEBAERB BT RER T RERABHEIESH,
BB SRS ; = R—RAFMNT 3T Z AT
8 &EES, FBEH PR, A —& S HARFERR
FH, AN EEBRI2EEH.

1984 4, Shamir $#2 H} T & T & 7 1 51 8 77 R (Identity-
Based Encryption, IBE)™) , 471 44 sh#H1 & & {k E-mail R4
FHAEEH. IBE FRAWEMERFEN T ELERF, AT
BEHEAARTULERELWRIE, M ZFRATER
FEHEF AEBTENE = RMAERS. 2001 4,
Dan Boneh AR THE I RTFERHLAREZ" . X8R
[(81F 2003 ‘R T —FET BE WEHEHF LK, XK
[oJdR s T—Rhdexkt B 5t F A% 2 IBE HE. X#k(10]
BET—#2%%M IBE &%, BE REATEESEMR
HEEY 1%, 20T ASEBIR L F PKI R 2% . (HE IBE R
A 1 i R O R A BRI T, HRTMBFR AR
Rl W M R s, MR F SRR R Xk
BHEHTHEBRRMYE,

XE1IJRETHEHEZBIERSG L. CPDA #
SMART., RTXBFF RELERKE RFHERYE, CP-
DA X FHEM XA R ER B RABEERR N 3~
540, AR RTNELEMERNEGHE, —HF
AR, REWRA R ITEF RSB LA, k@ F R
WA AR MY, SMART MESHIESREER . B
FREE A 2R B B FEATAE 5, N TTARAS B 255 , AR T i
FREREERES 5 R 2~4 R KB R FHvE8E, P E
Bigs e B E S B, SeEk(12J38E T —F
FEAHERDYU—ET 0N REHD Z ST
R FR—2ERE AT LN T RBEMERERE, &
Z . FEEBREHE T HOREEREBRE, HIRBE S
ER RREREELRS XABEEMBHEIE I BHYEF
LHEEFERE .

AR TETHHHHSEERATEER, HFET
BULGRE T —MF N ELBERETR . EHTREET
REWSHAATLABBME . SEFNELBERETR
A FFREFUTRA: (DREETHHRHTEES
HHEEL, FELREUFARE DL, AARFNRBEANE
F ARG ERE. QOEFRERKBTAEARF
=, MEERABENEREMED, B RATARE
S REFHEE RFEAARE TERE, BT REBEMT RHA
FHEHA. OBGRETHBEN SOMATRE, 4—4
RINABGE 1, HHEHFHRD . (OBITREAXFRE
PHENSEES, MEAET S BN EBEGR SEEH,
EREFIR. OEFRAIEBFERE=ZFETRE S
B IAIE, AR B B R R R 3 .

2 RUMISSEBATEHED

BT, £ F 20 nE RS, SR REEUSRE
¥k, ZAXRBUASAENEBR, BETETFERNHS
EEBYI TR , PR I8 — 5 B R, KA B P %
RS REANE, FEXTYFARG PO, LT TEE. 3
SEEEYERENELAMRA. —REVEAREBAHER
MRS AN A FERE, R A T BHEEMES
TRANRGETERESE, MEELMRS B FERE
B ABEEHRZENLA/AGETERE MASEBHEE
RS KR E s = REVESRBEME P T A3 B
PR FEREAR SR DR ES &M FE MR T A
EH RE LA,

ZehLEEEHAERP O BHNET L FHS R
FLAEARET LR . BENERNEERLETN.
FRERPOFEN/RARFEE. GHAEROSEE
HHAIE.

2.1 BHER

FEAMRIG, h T A A, R ERCE, R
FHE L B FEREERA /AN . REMERET S
& BRE, APBETEEAT. NTREERLME, BHER
OB MR AR TR .

LUF R A/ R R

4 T={g,G.q}»g IKEHK ¢ HEHEMERG R
BRIT. BHAERTOERA/RGIEFER, HAGE FERE
B, MASEFEEAT. BiRA/RHETFERER mXa
SERE, IAAGT R F4ERE SSK MIAYIE F4ERE PSK 11 F
k1,1 AR kl,n
SSK=| : : :

km.l e km.n
kl,l g e kl,ﬂ * g

PSK=

km,] s g e kmm v g
RPRAHBE—RRFRE., REA/AARTFER,
AURABSHEETALA/BHANT. Bt IDs RRAT A
A HME—IR RS, (Hy» Hy o  Ho ) n ARE S A B
REBBREENE R, A ViE{l, - n)HE
« 37 o



map;=H; (IDs) , 3 RERGAE T SSK 7T LIBBIFAHA
SKa=kupy 1 Fhmpy 2 T+ F oy ) mod g, I FAHETF
ERERATFH EATTLIE A A,

REZLUTE, BRAE L g Hh e Z FNLE
B, MB¥ G MR R RET TR & RARTIATH . BAEAY
EFER RFLE TR RAREFERE. 2FROEEHE
FEBRTRPEFER, RRIERASAR FEENZ2MESE
BEE, FTHEASHEIGE ETHEFERY IBE #gHH
PEMFUNFAGERE FEBER TR BE mXn RHER
B, B P B <<mn., B ECC-160 i, 24 & 45 P 80X 3 100
TAet, B AP BEEL 20MB MAHE TER. BREK
BEREEME D  HHE TAYE FERT AT EEEENA
TINERE.

2.2 PESHEBEREY

EETHEFERER BE RES X F mXn BrERE, AP
B <mn, A BB B G RBGE. BT FAHFBEM,
HEEMIL AR  EERIE LR BB GRS BT
BB ERER AR % B A T E
RAEHE, LL100 TRE T A0, e RENES, 8 TH
M EBRAR AN EXFER P, BN EET A
BREMAPEEARFENAT-MUMITE. BEER
T REAEM 100 AP BAAR FERE, WHs R AR
FEREBARITUAR . ST W A2 RS W 45 3 RS A R 44 (b 3
P BB E R R RENE, EBEA BT HA/RAAR
FERE S AYBEHRE SO, AREEABRANFSE, T
BMERBY R AT FHMEAERN ASE FER, B/
TEMEAT HABEFAHNAHE FERE, T REGEA
MR, BTAHRFESNERERER KT R
W,

DS, FTA P RS TRI 4, B A8
PRI 5B r M F (G, Gy, C),Ca GE L, oy RANER
X, F(C), GE L, NRAR—NE, ik G RUFENE
PRES L. 4% FCOBA/RARFERR SSK;/
PSK; ,AFFB¥ k. PubP; = {g,G,q, PSK;}. # F(C)),
GEL - NIEEA v IMRAFTH. 2Vi€L v, RAKE
R YRR AN TUDs )= {IDa ,+,1Da, }. &
i IDBHEE B RSAE FHR: T(SKa, ) ={SKa, »SKa,
=, SKs HHh BBV R A SRLEPLZRAMESEERR
ka,s EHE B 5EETOHSEBHNES AP RS
T(EnCSKAi )={{SKa, }ka .5+ {SKa, }a,.s5°**s{SKa }tka s},
4 r MEXMASHEE N T(PK)={PKi,-+,PK.},

DHHINE. BE—NT S A BMAZME, BT LE
FAEME—FRIRAF IDa, 281K, B HHAEF OREBI HEE,
RIEHSMER, BV RE®, NEHG P LOBR SR
—AXFREH ko s BB BN EY HAS R SELDOE
REHREEA.

DEERE., BMERBNHUMR p BE A CHE
KU G HERBER. TEERHRBIERRL £ BiK
R A, YERBNEHEE, R A D ARRE:SL, WmA
S MR AT AL, BARRA — M RA M mAZE.

» 38

FEXA RGP EF TR R AR LRI £ Bk, BR %
SKETLARL ¢ Ry BlRe b B O R RAER (P 2
WiRH R £ BATRER S, W 2B E R .

OEHS R, BRSRES N 4 E. OFHARE SO
G AR R RME— IR IRFHR{ TUD) ke, 5, 3%
&P LEREBRABHIE. QRLPLELSHE
B M 2. 1 WHHKNERALE RSN/ FAE FHERE
SSK;/PSK; , 38 T(Encsc, ), 2%/ FGIE THERRHIBT m X
n>v BAAE R EARFIIRUEFHFREMA. @2/
MEAEFEEERE, Z2P OMBEZENTAMLGE LA
{T(PK;),PubP;, T(Encsx, )Yk, s M RAHBEHNE
Ful Co @C; AHABNTFBE PubP; , PR ABE R 5 K FL
PR B {SKa, Yeu, s ¥ RE B L BRSSP kas BT
KERH, A 1 FiR,

E-3
A ke
Jii SK, K, 5 ke,

broadcast : (PubP,)

{T(ID)}kc 5

(T(PK), PubP,,T(Encg Yk s\ |

M1l wHASERER

BIMELFERESEN AR FESEMSELNA
H, 80T SUFEAEEAYPMBERNAAE FE
2

S) AP ELE - LMEN A FEER P EE. 4%
PLEER, P IREAEE FEEMA TSR A ERTER;
YpEsEER, S A BB B KB RER IDs AAHE
MEFREF.L CHC Bt B FiEERSAREP.OKEB
MAAER A FIF B WAL REEETE.
2.3 &F

HTFAAEBRERIEERRRE, AP AE R R
FEERIEZ MR, REBAHEBREH, &%
SEBEHEN AR, NEF S EALHABBEH. Rk
FRAMYEBBERLSERY, WHEBFLBUT.

DA 4 BBENLFRINE B4 ko » B B AN ko
FEAE DN E XSS B REEREY A B K
B RAHAREN B MME—PRIRRF R AR FERTE RS

DBWIFSA )G MEHB k. Bi)A REBINMEE,
Zifs BERASETY ks HITME.

B, AMB A ENSEEYH. BR BXMEN
REETH AR, BN A IREAROLESY 8T
8, B REHEHI A G R A BGES) .

3 RUMETHSSHEEATERIHBERS
AR

LEFHARYE BV AT LEYE B HaEmEY
HATERE NI ERBERE. AT BERGHNUE=
AR AL : PR B BRI A R RIS AR R B
AFLRH
3.1 HANKRENERS

A% E BREL, R ARENKRR. 5 AEKLB
RRBR RN, A R B 22 [6] B B T BB R O BBk



B s BB . R —BAEM AR AHYAHAZT R
B ME— AR IRAF B AR A SR TR ERSE .
3.2 EmEERE

LB SERBRRES, RERBERS B RR
BERAEFL., EEEREREEEMED, HPH AT
REEREIR—FE, T HEARIOFR, WA R
EE.ELIALERSBRAGRETRENES. F0P#EL
AT AR 4 AR AR R R R AR BB, 18 IR R & BOR K R 2
HIRBHEATIIR RS, R A A B ST B o, BR h B R 8
B, EEE DO ER AR W] DL E BT E RIS T /A 8
fF R BRI AER— RN, R 2.2 TR~
[BLEF B RN 0T R AP HATHERLESS .

3.3 FRmMAFRY

TEAEBARERYLIA R, Frr@ ER RS A 2F R
T84T AR SRR 18 2 B 55 M R 5T, I, |
EREFOTIABERATTR. FHRETHAGIWAR
B,

DI RIA. SR A AR, B2 L BiEE &
7  FNEERTEEH ka5 HHMABRANRE  LER F
(CHGEL - NWEXL C MELPLEBEHAARRFE,
ZEPORERBEOFAE T ERE . XA O — 5 RA
IDs RIRAFE (Hy, Hoy oo, H ) HEF P8 0 AR E
mapy=H,(IDa,),** ymap,~H,(ID,) , R 5@ F(C)
HIFAGH B FAERE SSK; HEREA SKa, = Bumpy 1 Fomap, 2+
+kmup,,,,n) mod q’#%{SKAi }kA’.,sf?if?%Ai o FHARRIM A4
LA HEEN AHRE TER T ERN, AR TFER
LY.

W RBRH . BT RFETEIEE, HHRME T L
HARFABHEFRET SR ATAEUETREE . FE
BB, B5) BWMHEHE

S—broadcast: { revoke, cert, } K5

HRTBAERY R AEERNE PO, KR 2.2 FH
MMEHEEFHEFARE T L. ARFTEFTHAEHE. B
HERARAE BRF BWEREARE PO RORE @
EFREFERL/ AR FERE.

4 REUSH

FELRERSTREFTREERS RN T, =Y
BRY. HESHREEER.

ERGHHET, WA REAERNERREREIE
BER. NTRIPIEREBOR S, FETERERERN
FHAKEAHXTINE. TEHETEZLBRITRETRNE
2.

BAEOUE AR, A AAE BRI SEES,
REF AT BRI B L 20, R 5 68 R X R E S S
BUREE . “BEIE BB REREBREME TR
B, BFELSEREREER , BEAINEEAS, &
A R BIF AL KA R D AIBEES. AP
1 3 SR AR R BB 15 B AR Bt B B M B B/

B A ph TR RS P R AR B S 0k

FRFAURGHEEET ARFANE P, XL AN
FERBARER BTIR, Bl [ BRERBMBEABERB.
EXEABETHBINERNE LT R AR INER LA RIE
EWREATREABRRFR., ¥AXyREEBHHX—
sk, N EEIRAIZR B .

Yol se R  BOE SE R M CRHE SR A A T R P A
FE T B KR IR R A R R B TR .

BOERTE  BEF U RARER SR TFER. F
SO R e RV B R B R A IR BT

BEENRAEE  EEARNEBRBNETETFNE
BRI &R EET S .. BBERFHTR BF-KRBE
HRFRENT AN RBASBRENPERZ2ME., &
FRE B FEME FC), AEARFEEB PR TE
R G A R B (mn>0) , EMEFTA ¥ LR, IR T &R
BUR S T AR - o LR R — A R R, A
MRLWAARFTLIMRIE. HHAR T R LA BIRE B R
i} vl

“LRBEE"D (AT ENEREN S RTER
MELEREMERSHTE . BT HEERMEL AT
DARH (R SRR EQ “ S AR B i, A S 8 S Ak ) T LA BEL I SR B PR
B BB, A SCP 3 s BB R AR T SR N A
FOEHDEEANERASEEANERNFERRE, TLR
B2 o991 g

5 RS

FEIEMTHE: — X BRI T AAEHEH T
BRI T A AR PIAE R I, 72 8-bit SR 38 & T 07
HTHFRPAHAELEHNERNEE, SRER, EF R
HESAESREATERUT  FRERSTRPEANL
HEBARHETE AAEEE T HRELTH.

FLAEBIAEPETTER S RO EREHENE
PR BEURE TR PRI 24 T A AE R T LA B F 4%
IR . BT REEBASME R B RERZ A FIEDAH
FERMBLE , BET, LPBA AR EBERE A TRUTKER
BREHELGIED . R, ETHHREHNEBRELE
RUESLAFBRABRNE LM . AEHE R B, 43
ROFTRABLSBROAGAFMSE. BETRATRITE
FHMBERT MR THRANITRNBIE. EFRHTRAR
& TE 8-bit IR BT AREBEHNETEFHER
AATEDY . XMI191HE T HE T AP BB AH ) HEHL B
MMESBHRWERITH. A7 bt WERMBFET
HTHE. BTHTRRETEON, BN RBAE—1F
WAF, LI M — AR R AR A/ RA AR, A 3R AT
BEFHAZ RGBT HRE, BAGEBEHUITEAX
But AR —2 . AR A B dh R RS, B it 1
BFELET BEREREE . AHTE EFERNERN
Bl AR U R BENBCE L R AR AR EEF
H, RRREETFH.

BB ARN— AR TEFLR, ERAEhE R
TRBGERAEF SRR B ERTUMTERR

e 39 o



HREEREMETNAAAEBREN TN, AMAR
8 5% 102 I FEFH TR EFREUNE 2 B,

12000 -
" 10000 |-~ ——
X 500 —e—Battery5%
® eoof- —8—Battery10%
W 4000f—— — —
2000 }
% 60 125 175 220 300 800 1000
2 AEE(mAD)

B2 mARlsXR 10 %ATEFRNTRAEFRE

BF I RAGEEEREIE TR RN B 3 B
. BETESHEE AN SEERAEN, BT IR
BT G L ERMAEH TR, LS ERERET 64kB I,
FRBNOBEREAELLTLUZBRART. FRESSHENE
T BRRIET FRESW, NERBAH I EAABRE,E
BERTRREBRFNENA.

100%

= N

0%
8 8 8 %% 5% Y% %
BRETZIE F 8RR TH R (Byte)

B3 EFLBRARMEHERSFRNER T

HRE FARBTETHBNHSEREATER
B, ZERNSNEREENER BN, R EAR
B AREBEARANAARER FHREEIANE. T
BRA KR A R A HEE, B AT EERERR NS
5.8 ZHDHSEHEBEATTY M2 I RE D RR T
FABAS R FERLAATBERHELEFNIRERK
SWEEH, TLRELHEAN RMNERS S ER AT
RATHEHTSERZLSPLHLEEN. A CHAIMAE
WARBETFER Bk (BAREP L BRFEHARELH
AHER . BRBEAMENA/DARTER BB
TEFFMHE A LLEI S PKIER ML 2N EXTER
2 [ AR B .

ETHSEEFHERERRL T -HEZLRERE T
R, NEARHLEN: EH R ER SRERRFHSETE
AT HITREE 24, BRI T 8400 LR B, 2
W TH T REERFTH EHAAATEBRAELRKLBESN
BB AR TITE, WAy RRAEHKEER ECC AN
EHAH, ERETHRNETFAARTEATE, ERTR
BN T REMEBBEME,

$ £ XM

[1] Eschenauer L,Gligor V D, A key-management scheme for dis-
tributed sensor networks[ C] // Proceedings of the 9th ACM

Conference on Computer and Communications Security. Novem-

FEHARH BRI S A
&

o 40 -

ber 2002.41-47

[2] Liu D, Ning P. Establishing pairwise keys in distributed sensor
networks[ C] / Proceedings of 10th ACM Conference on Com-
puter and Communications Security(CCS03). October 2003 52-
61

[3] Girao J, Westhoff D, Schneider M. CDA ; Concealed Data Aggre-
gation for Reverse Multicast Traffic in Wireless Sensor Net-
works[ C] // 40th International Conference on Communications.
IEEE ICC, May 2005

[4] Castelluccia C, Mykletun E, Tsudik G. Efficient Aggregation of
Encrypted Data in Wireless Sensor Networks[ Z]. Mobiquitous,
2005

[5] Ren M. Random Key Predistribution for Wireless Sensor Net-
works Using[ C] // 8th Central European Conference on Cryp-
tography. 2008

[6] Shamir A. Identity based cryptosystems and signature schemes
[C]// Advances in Cryptology-proceedings of Crypto’84

[7] Boneh D, Franklin M. Identity based encryption from the Weil
pairing[ C] // Advances in Cryptology 2001, Lecture Notes in

"Computer Science, Vol. 2139, Springer-Verlag, Aug. 2001, 231-
229

(8] ARy, CPKAFYUAE[M]. J63X . EB Tolk th fsiat , 2006

[9] #p, EE%E ERFE FENEEMRS T —FELAHMTIERE
421 IBE R HENBFE S5 KR, 2008:1687-1695

[10] Waters B. Dual System Encryption; Realizing Fully Secure IBE
and HIBE underSimple Assumptions [ C] // CRYPTO 2009,
2009.619-636 }

[111 He Wen-bo, Liu Xue, Nguyen H, et al. PDA, Privacy-preserving
Data Aggregation in Wireless Sensor, Networks[ C] / IEEE IN-
FOCOM. 2007

[12] Carmen D,Kruus P,Matt B, Constraints and approaches for dis-
tributed sensor network security[ R]. 00-010. NAI Labs, 2000

[13] Bandyopadhyay S, Coyle E J. An Energy-Efficient. Hierarchical
Clustering Algorithm for Wireless, Sensor Networks{ C] //IEEE
INFOCOM’ 03

[14] Stajano F, Anderson R. The Resurrecting Duckling: Security Is-
sues for Ad-hoc Wireless Networks[C] // 3rd AT&T Software
Sympostum, Middletown, NJ, October 1999

[15] Hu Y C,Perrig A, Johnson D B. Wormhole detection in wireless
ad hoc networks [ R]. TR01-384. Department of Computer-
Science, Rice University, June 2002

[16] Douceur J R. The Sybil Attack[C]//1st International workshop
on Peer-to-Peer Systems(IPTPS ’02). March 2002

[17] Perrig A, Stankovic J, Wagner D. Security in Wireless Sensor
Networks[ J]. Communications of the ACM, 2004,47(6)

[18] Gura N, Patel A, Wander A, et al. Comparing Elliptic Curve
Cryptography and RSA on 8-bit CPUs[ J]. CHES, August 2004

[19] Wander A S,Gura N,Eberle H, et al. Energy analysis of public-
key cryptography for wireless sensor networks [CJ // Third
IEEE International Conference on In Pervasive Computing and

Communications, 2005



