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Secure Data Aggregation for Sensor Networks

ZHANG Peng YU Jian-ping LIU Hong-wei
(ATR Key Laboratory of National Technology, Shenzhen University,Shenzhen 518060, China)

Abstract Secure data aggregation aims at realizing the end-to-end confidentiality and authentication of the data, which
is collected and aggregated by sensor. End-to-end confidentiality is usually guaranteed by the privacy homomorphic en-
cryption. However, the homomorphic authentic schemes are not multi-source and multi-message. For the contradictions
between the end-to-end authentication and the data aggregation, a secure data aggregate authentic scheme was pro-
posed. A secure data aggregate protocol was constructed with the proposed authentic scheme and a homomorphism en-
cryption scheme, Security analysis result shows that the proposed data aggregate protocol can obtain the end-to-end con-
fidentiality and authentication of the collected data.
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