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New Data Preprocessing Method for Privacy-preserving Data Mining
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Abstract The Apriori algorithm is a milestone in the development of data mining. A number of other algorithms, which
generate association rules by producing frequent itemsets, are derived from it. This paper proposed a data preprocessing
algorithm based on item closure, which is an absolutely new method for privacy-preserving data mining. According to
the characteristics and the processes of Apriori-like algorithms, this method transforms different items in various ways.
So the data mining applicant can only obtain the information of its own products correctly, but cannot obtain useful in-

formation regarding its potential competitors’ products. Hence, through the application of this method, the cooperated

data mining between the data provider and data miner will benefit both sides,and obtains a win-win result.
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ai R AR AN B 4y B I 4R T 5K R s, AT LUHE M SRR,
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ik AR EREARXTECHMWRSNEERFS,
NRERY B AW, T E C RN D AR SF5ARLE A 3843
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R BAHESEVBIEI 1y HF 5, B UUTE X S5 55
Wbk I BARITH. AIEAFTEERMEE A WES, AN
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BAR—NIE, TS TATALGHNEACST, XBAN
RIEi A=B WA=, X ACI,BCI,3H ANB=0,
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support{(A=B)=P(AJB)

con fidence(A=>B)=P(B|A)
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B2 HER—EH 100 KFEFio 78R 0B F, K
PEBEATFRNESBSETER B-RMNEEE B
60 %, Bl P(I.)=P(ly)=60%. MR &%H A.BHEFHK
K30 4, Bl P UT)=30%, iR/ NZHEBE A min_
sup=25 , /N EAF B R{E K min_conf=50%., FRELE
¥ R T 5 AR I .

buys(I4," Production A" )=>buys(Ig," Production B")

[sup=30% sconf=50% q))

{ERHEE BN AE, HAERA WL A =R
40 %xFBHP,H 30 £FHEESHE BAM., IE, T A
A REFHA SR .

buyS(I_A, " No Production A")=>buys (Iy," Production
B")

[sup=30%,conf=75% 2

HHERAN., EMERXFET, ROEBRDOKE
FEEE . WHRRRNQOERX(OAEFESHAFEE. H
BEWAEE, X A 7= 5 R MR T 83K B 7= &8 88
M. Bk, TATSIHRFES .

B 2 AN AR FE (ift) B — R S5 B B (correla-
tion) , FLF AN T - BISURIN L, Iy BORFHE R

. LT U T
Lift(la,Ip)= ((IAA)g(;B))

RFAFEEAW O MBI EE Life(La, In)<<1 B, Is
W BRAN T B L B0 SUREISEBY , I A 75 1 A S TR 100 I B £6f 5
RXFEMBEE, RIS lift(La, Is)>1 B, I
Ip RIFMHEN, BRE - THHABERES — OB Y
Lift(Ia,Ip)=10F, I #0 Ip ME S, B FRIVERER
PSRRI PGB /NT 1 R T RN, B A TE B
MEAE/NTF 1 BT,

JEHA .

li f(In s Iy =-LdaUTs)
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HERAR.

PIs)=PIs | 1) PUD+PUs | IO PIOFRA L Rk
ZHR.

=PI | 1n)<Ps | IDOPUD +PU5 | 1a) P(Ia)

=>P(I5| 1) —PUs | IO PUD<P | T) P(T)

=PIy | 1) P(I4)<P(s | 1.)P(TD)

=PI | IO<PUs|Ta) .

ZRER T XHENES 7E I, BB, I; B
S LLAR LR A 1o HELA R REML., IRABR, X%
LRAFUNETRE . FTLL, AT LUE 5 S0 B0 48 7 B 3K g 7 —
BB R, XERUEMURKEXRE-BEE
MESREY, SLhr E R .

PUsUlIy)
P(Iy)

<1= < P(Ip)

BT U EME B B, A4 & MR 54T
YERBRERAE Y, B S g CBERE, AL A A F
BAZEAIXTFACTRNER, M XAHBBAXTFES
YE B, CHEMFEE. WHREN, RIENBEIEAN . EFX
FRAE-THERAF.

B A FEFFES RIFMETIR T, S B H B N T RGN
BiEE D EAATUHEERELHNELR. MREESHE DK
KA SIBWIREK, RiZ#H B RFBAAF 7 & w5
I FRERSWF =50 I WRETH IS REE, IR0,
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MESIIRPMATEE. THEHSBXTERBEIERN
R RS 3 THRETHENTHRE,

A2 Apriori Bk BIFE S W ERAVRPE K E L
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48 D #1 D' P B AN 4 BN R IR (HBEE
[RXF RS ITTE r 8 - SRR 1 b 2%
F). B4, LBEBFH R T Z e RAITAR R T RABR
FRESKR.
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r=r' (Conditionl)

Condition 1 & & Xt F 1R — & 78 TR 098 I 12 4
FERLN r, 25 r UM E RS A M6 R R R 3 O B
WK, RA—EFE—FHN F SHIR ., Wi, A nl
DIIEBZHACHELR.

VreR,1=UgernUUcENUUpER,--

VAER I=LEHDUUTEHDUUpEF Do

r&r (Condition2)

Condition 2 WiZ&/R FLIE 15 #4757 I0UMT & MBI, » F01 +7
AR, ABRER A RAELHZEIE DR
EXMFHEER.

3 EiEpHER

AT BORITE, BT 145 B AR BOE IS BT BT R i) £
BRAROUN TR . BB SR 7 OB T T, i
BABITANTRERP SN BARIRKA Lo L, L, 3
IC L = {25 I35 L} B Lo N BT A R BRT B BRI

I
o

BT .
BABYBEE D, FFEEHRE LRI L, HEPHEIET L2,
Isyoors Iy .
W REERNEIRE D,
e
(1) caleulatelee ={Iz, Iz, -s I }. / /B E R R BIET L, I, -,
I BIIEEE L o
(2) initialize It =1 ==} =Q;
(3) scan database D,do
(4) for (i=1;i<|D};i++)
{
&) HUT;NLee={Ly s Iy s I 352D
{
. 167 -



6 Ly =i UTss /S SREA B R .
7 for (G=1;5<m;j++H)
® =1 UT//REATIAE,
}
(9)  else All the item closure remain the same;
(10)  return(4);
}

(1) for (i=1;i<|D|;i++)

call Procedure_Transformation(i);
(12) return D';
(13) Procedure_Transformation(i)

{
A i (TiNLee=A{L, 2 Ly »oe0 I }F#0)
{
(15) i (heT)
{

(16) find the nearest j that satisfies i<(j and T; N {I1,Iz2,+*,
Ly =0;//BREABEH—HMNTF LI 1 L.HFES.
a7n for (p=1; p<m; p++)
{
(18) if (lift(Il,LP)>1)
(Ti=Ti= 1, s T,= T, + L, )/ /AT 1 MR
Hish#,

}
}

a9 else Tir=Ti+Tic 1y, » — D13/ /ZBTREY else ¥f B F 25 58
A5 Hiy i,

}
(20> else T; remains the same; // Mt T; Nl =@, TEDH ., %
ST else X R R (1) PEY if.
(21)  return(11);
\
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4.1 BESH ,

BAEEHFEAEPAREIRE, 25102558 (3) #1 Proce-
dure_Transformation Fid #. H FAAA N EHRIT B A E
Procedure F REC A 52 i, R B EFE H 4 T Proce-
dure Fid . XN FHE -NFHFILF T, WREHM L. XZE,
WEE T AR SERRI BRI, A4 XA 5 AT M
A, XFFRRAES TR, MBS T, dER/RED
FIR S, AT T: WS T Ay RN .

D A3t T PRESIAI L B, XM ENER
BAE I MR, TR A BB E D KR
HEH FX AR BRI WSRE.

2 P L FNFEFBRE . (DBEBET—8E L
MESRP I #1 L. BEEFWIRER; (2) 41X Apriori
BRMSHEE AR EEAR L EMEETHRE I, HES
igR.

4.2 EAEE

BHM (D — A0 RR T — & T, RILEITE H
T Procedure FilBRFENHBIAC, X TFIELBPE
ERE N HREFCASE 2 THH, B LI M E S AR EE
Procedure Fid #. 187 A8 BAR B , LB RE A IF B X S48
FER A MBS T XN RS, —E R RANE S
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transaction) , B FE RS AN LR 0 EEINE M4, i B H
X R R BRI AL & TR B L 3588
Bt P AR AN —2EE, TR RER S
L AXMFER, FH e LFH AR,

LR IEsH L ARG L REBT T Xol o g
.

E—REN BN EEGENES T BSHEE
PRI, XEHF LRI, RIOTMEBOREN T, /9 1,
REEARAE, BB T T, IR L. B F&E. BEHOT LA
B 2MWENER.

(DAEHE L MBS EREPTOIN . EHAE
A BRI R T AR B AR T AR AL, BT DL
MEANBAEE D MW ARE, £ 2 Apriori BIEEHER
R AR K L. 05 BT IRA 2 3l Bk w] LURE
5 I, AR B AR ORI A AL E #4548

(DB EA L WEANES FEATEMEE T HR 892
b BOVIEX — & P R BT R R4 9 T 1, 18 T 3 3l
BH—AFHE R AR X TR LRI L L)
INF L EELE . SRR R AT R BRI R i T RERATA W
1,508 (B S HEINE I SURFF AL MR B4R PO AT P
L O RFEAREE Wi PCL UL, TERBE /N BTLL G feC L )
AR/ NEE T 0. (B R\BEENSE, Y L1,
LOBR/NT L ATERSNE T . Ok st 3 T3 8 78
T, F8y 1, D& R LPRAER T /NT 1. BRI 5
AR X L ML BRBER BRI E T
IZEER. X EdRELSRAD— M,

BOMEN BRYAEALHMESFAS L, XBf
BV E EE L R FERT, $5 AR 3 B8 5
£, FRIE 248 I, SXAEABORT LK K B 4% 9 35 5k 4548
SHEFEE [ ot IR A 2 7 BT B st R o S N B 00, Xt AR ATE
T HSEMEIRGE RSN, SRS A A6 M B %
P PERIAR W T JC 3k 44 e BT, BV R MR &R
AEEER. FEAAPH L AFERERTHRIE L B8
B BRI % B WS BRI IR. B
R ERAELTRAD,

25 L RTR  IE B R AP S — P L A (LD R A TE B B gk B
Wi /& Condition 1,%5— F {1 Y (2> B 43 FiI 8 — Fiig ot W IE 8
THEEH R Condition 2, FFLL, BILRERBIRATITERK
XU B 7

5 HEIERHIRMREEER

ZEEHNAF B GRER, T UESHAHFR AR
WREM. AGEBREERKAMBEENTR. €48
(O, KL ST B AR BAEE, H X it
EBHAGUREE, HE% KL Procedure_Transformation +
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AT LASE 4] IFESE (3) 5 P 88 — IR 4 4 0 ] — Sh R % () o
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Wk, R %I ET £+ E. EE B Procedure _
Transformation F3if #2 77, 25 B (16) (R A H “find the nea-
rest j that satisfies i<(j and T; {1z, , I, } =Q; 7, F 5L
XA TR R RTIR A AT BRI I R VLR YRR D
FEZAFEMM T L UL WEBFT. IHEFHLLERE
ARER A (HREATAS 2 TR THRET AU E X CETE
BT RRRSEE, B I H BB, W FH—
KRN SRR, AFERT T ENMNHTESHRREMT
Higw., BRE—-AXMERENELET  AIRBERTEME
ZREE R, X R — S E R AR,

SHRIE ACRBOETEREITIACHRERESES

%, BB A SR AR B AR (D BRI AR LFEE

AR O, (B XA S a4 A S B R R 4 0 4
FKARAT e F) 25 5 (2) B o X O 7 15 4 5 R o 4 R A R 2K
Apriori B, HE 5 H/KFE# R (horizontal data format) i3
SWIBEE, SUCFIN 5 FHIRTH 25X — B AR A A LS
FATEE T W BRI UL (R T . Hon, BE B B
$ s 2 B O AT PP A0 4B, BRS04 R e P T AT
MRS, R SRR EE. B, Ni%E
B RE A AT X B4R O B R i, B B BT B A v A
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