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Abstract The criticality of software vulnerability is the measurement of the potential risk of which the software vulner-
ability may be taken advantage for attacking the system. Based on analysis of current evaluation methods and their limi-
tation, an analysis framework for evaluating the criticality of software vulnerability was proposed, according to the im-
pact severity and probability of vulnerability. Based on fuzzy theory, the quantification model for evaluating the criticali-
ty of software vulnerability was proposed and the hierarchy of fuzzy evaluation factors’ relationship and membership
was established, The fuzzy set-based indices quantification, the fuzzy relational matrix-based indices weight value and the

general evaluation method for software vulnerability criticality were emphasized. At last, the application and implement

of the evaluating model were given.

Keywords Software vulnerability, Impact, Criticality, Evaluation, Fuzzy theory

A5 HE —RABTER G TR AT B SRS ANE AT Y
BAFTER IR, YR AB TR A PSS , o] LA R
FfEERGEMELY . REKRBHHEREENFIREEATH
Atk BRERFUERSBAERSHERMN ERLFHFRR
B, ABERFRBUFE B—EFAE—MREZHH
PR EEs = e E A R T vk . PR B SR 4 TT LA
KREEBERM AR E LN — P RESANTE AERE
MORE SRR AT IR B AR S,
TEESS I E R R BE , LR PP R (EHE S VX R K 2 fE
(o4

RS A R T A AR RGN 2, B
F— PN R T2 AR, B
eSS AR AT S BRI . —BOR UL, VRAS A E HE A

SERPIRAT B, AR I —FE TR ER RS EE

R 2R o B AL AR

FIFE B #H.2010-07-20 &M B #.2010-11-07

1 BERESEEREEITFSEGTEHRRAR

Hil, —~SZ2HAMBERE BERRF — L&KM
P55t U B TG G R, A R A B R TEN R ST
PEHREESE . TR B E R IS, AR, R
EEMREHEZER S TF 2004 £ RN EHRBIEHRS
CVSS(Common Vulnerability Scoring System)1. 0 4, 2007
FBBUR KA CVSS 2, 0 JA, Bl 3 S48 BB FIIRHE
BN E BRSBTS BB B EREME.
HTCVSSHEZERMHELARNE FEERFEFZNE,
CVSS v2. 0 BB A B RIS i i S 3, TR PP Al ek
EARR K B ABRRED .

XEEZWEHHE NVD. X EM AN A US-CERT, %
EZ LB SANS, B EEZLHRALN FrSIRT . ISS A H
) X-Force J3k /" 7] . Symantec 2 &) . Red Hat /A7) % X1 a5

A0 863 EZKIEMT (2006 AA01Z44T ¥EBD .

#F E1964—), 7, HE%, FTEU T A NRIER KA R4, Email. liyil221@263. net; ZEFHAR(1964—) , B, #8, T B R 6 M

REENERTC1986—), 58, 14, TEWRF A EERL.

+ 169 -



TR B SREE —ERERTR, BEA ARz AL,
FIetthF S F B . MBI AE SANS(the consensus
Security Alert NewSletter) FIfHE 2 B BIfE S 78 B AL ik .

SANS ¥ HEss M EmBES R 4 MER R ..
&M Hrh B A7 R I8 e 55 1 00 R F AR A DR I 46 B 45 B A
BT A P RS R AR, R A H R B s WS
ERL ARG RSB RS RESHMER ™. W0 samba H
call_trans2open(O) BREFFTE R X %5 I AESS M “ B " B I
SENRAANESERFNNTE, ZE WK TEERE
SRR 4 I — R LB BRI RIS SR B S B P
¥ . W0 Pam_smb #H PIELE YR RDGE oP X 38 tH M 55 1 “ R
F e e 5s v A X RGBS SR AR B, BT
BEREMAR, 10 apache P H N AFFER I RWELIRSF
Bt s “IR” R AR WE 5 M IR R MR AR, R — R s
BEARMK P RTEYEEMARS, AASGRESENE P 5N
L e BB IR & L S ARG A E R E . RF W
A5 MEHMINEE LA,

WA E A N i R e F R R SAS(Security
Rating System) P13} Windows RZE 098 — M HESS MM &
AR EHATIE . TSR 4N EFRE EE P E,
iR, “FE"RIFBEFERRE B IHEBOESHE EE”
RAG AR 18 R A SR P R T A e Rt
PR SR A AR MRS P T RIE R FRABR B S F
REBCE WA e 554 IR R M A R s RS
MBS/ S

AL PR B 55 PR S GO AG A0 R X 55 T A R R B S I
VR4S, BA A0 BOR M VA4S 25 BRF0AR M , B M 89 v A i
B AR TA ABALAMFIA.

2 BRI MEERREETMEIESR

A B 55 B S B 2 R X G 55 PR PR R R AR
ZERANTERENER, BRBEE SRS RS
B EREE IR, HIRAH - ESERER
BB 2 09 S T B ) P B 55 T LA s AR B B R
R ZBEH R R R BT LUAKHBAR. BTLL, R 55
T fE I 72 B R 5 55 MR R B T BEME S VIR OE . R
BRAERBETUAARRRY:

Criticality=Severity X Probability
1, Severity RS0 i E A2 BE , 45 e 55 1 45 B R R e X
RER2ERN HER WM™ E R, Probability 2 7l #] H
P, FE AR I 55 1 e B P R B T BB
2.1 HYEHERETERE

R 55 P e B 2 5 55 1k B o LR e i T R B AR OE
b, S R S, R AR K.

MmN mERES N EERE. FEEBH %S
RBFFAE T E M R 2 B RS L I Wenliang Du %A
ETRHRESENTIAZIE R EaEBRE T =41
DRERFET P BEIRBR— o TR ATRB %
e 5508 ; Matt Bishop #t %t ARRM ARG T — 1 %
FERIBE TS 3250k , Horh “ B 3l — 4 X Jie 55 M R e A SR R
PAT TS s Krsul 38 H T — N 5004 e 55 0 8% ) 4 D 44t
Srek, N RIXT AR AR B  SEER A Y vk I i i R

+ 170 -

AR 4 N5 TEU BE 55 4 R R AT R T s Power 484
— T B 55 P T A U Y 43 2T W 4 S T R A
AR SR A Perry BN E THGEE B WK 454
B Hh R — 44 I B IR R AR s — e S IR
HHEE & B BUBE S HE R N i 4 2 1, I K2 ) CER-
TAS e 55 M 35008 B ¥ 3% w40 i 1 1) 04 . AT A & BT AR
o A RS % 4 KDY,

ERETEREEWERA - MHTREZ. HREMNAR
FE Brh &, 88 & 8 HRRE, REBEFAL Ui, R
MEELHDY  EREN . & BT REFE& AT
4%, Wenliang Du 53807 84 44 B H B W 0 MR 2
S, A AT E . Matt Bishop 4333k B4 +h
ERFENEEMNEE L EXEmERNMEHERLE.
Krsul 432 5:00 Bt B B, 3 R 0 B b 82 L SER 2 W 6
BEHTTHERNHR AIMHEEFeemEk B,
W R % 7 @R AR IE., CERIAS [ 55 1 #4026 75 w0

A SCEF R T B A GRBE SR 4B M 55 P A A e R
FRERE, WK ESNENAREVNT LA RER
BACHH 3 AHA ERFR AW EZN, B AE RN
R,

Hi, ZAERNEHEREFHENERESRN, REN
A SR EZ BN RE L WBNMRERABNREN
TL, RESMEZWBEE T4 BKEEER SRR,
RS EEEX G R AZEE TR RAGFES
KR, XNRAH BT A waltp PR CVE-1999-
0081 M5 55 ¥ . Abyss Web Server H # 4t B P FEHE# CVE-
2002-1079 a5 . Linux 3% i1 28 s 7276 89 CVE-2003-0244
e 5514 . apache TEFER) CVE-2004-0263 a5 1%,

FF R B v 2 R WA 3 B PR R S 6 B P BB B U 5
PHRA, X B A PR GREE SRR K oot B P Z SN T
FRF. APREWEE R4 BB 28R . E K
A AEESC B P AR RSO W A P IR E A AR
RAPERERAY, XIMRFIAMESE A Debian Linux 0. 76
MR PAM 7778 CVE-2002-1227 BEF5H: .

SR MR IR RS R S R AR TR E
BISC I BEAL B SCEE A4S B SR P R R . Web T,
M4 RS 4 IR D AR OSSR, X
A% 19 5% ) TR B T R 43 BRSO SO BT RS B B ST R i
BOCHSER,, XA BNMMETS I waltp BRSFEF P/Y
i 55 ¥ CVE-1999-0075, Redhat Linux 7. 1 H Xinetd
umask BIAMEET 0 B HE.

xS, B AR SR E RS
FEFL BRI , B S M e S v R T E R B TR
2.2 HERESEMERTR AN

55 P AR IR AR B 5 4 R R VT BB L AE B, R I RT B
PR/ BEESHE, AR R B/,

SCERL 1314848 F WL T A A VLSS & b IF
fERERL, SN2 T 12 KRR SR WE R, i His 1P 4
hE TR R BAT ) B R IR T AR R %, AT LU S
KB ERETEHERAFEE.

S5%EESEETHAESIMEEHERRANELTIL



Fift:

DECAZ RO, W05R HBENE 55 1 i B B BOA & 3
9, MG SV TR 5 B R G B R B W, IATIT i M 5
PR A AT BRI ER .

DREBCENBIER . KM E R — R h — L
AREE N L IFF R, W0 SRAEAE ST XTZ e 55 P A AR B T
E AT RUE 2V N -

DEHARRBFR ., RE - HEF R RRE &
i (B ARAFIE — SR8 E B ARG, SR A 73R8, A R& 48
SRR A A A BE AL ST T )G 55 B PR Y T
BK.

ORFAE R MRS FAAFER
shUCE R, T ELF B 20 5 2 A 20 TR S o A R R B
BL AR 2 3 BB 55 P ) T P T B T BB PR AR LL /)N

SBARYTRIGIEL . WNRA XM HERHEABTIRE
5BEL B 2amE B S ABUR SR £ i F
FRABESSHER AT REMERE K.

YR Z B, TR B P RS
FIFH BT REHE AR KH X — R ETEEFR P B BIER , 0 XF
Windows R &R AU REAL AT L

DFIRRRESL . I FALBR AT L 43 A A P G H
PR 3 F. AR EE B E A KRR
HYiH BARHL R P BARL LA ik P B R iR
Vila BARHLE R P — A P a6 7E B ARl E Btk T R
REEEA RSB R B P, B 3 AR A KB/ HE
Fll» F) PR 55 M e B AR R K, 12 G 55 1 P P Y T RE A
BB/,

8) FIRAMRELL. FAMESEREGHEEZHIMEM, I
RERESHEIVNNDRRME, ETRELERES X
BRI F AR R RR 25 , 55 P ORI P Y 7T BEMERTEE/ S

9) MR KESL . Moss A A B9 7 AT Loy S 3
Bl FIER F P IUER P, WEEME R
F T By b Ak B AR AL BEF R e 55 1 EHURR—
R WA eSS AR 7 2K Bk J7 & P AL BEBGE 7 0 AR
Fans B P WU S YU, o 07 9 i 55 8% BBk
Ti B P, SR DR R b iR 45 AR . 7T AR B AR 55 A%
REBEERSH RS FREXRE LSBEE N TRE G
XA EAE LR B AT DO BRI R

RESSTERT R AP B R & LR TR IR . BIFHES
i Y AT ) P MK, FOR T ME 55 M M) R B T R ER B
HR RS FURB T R . R, AR R, R
BN PR P R T BEAE AR/ R R AR R A B T 2 A
FEYJT SRR X .

3 ETHEMELAORGRSEEREETEERD

2 SCHE T ROBI BRI 1R 3 T R B A AR R A SR 14
MesstEfap e B IP AR,
3.1 BORIVERE R KBRS B RS RME
BAHES A AR B BRI R R R B R R X R
KB BERER, E 1R, 5B R B, G
Mt amEE, RGN R, B R NIFMGE

bR, FIRte E & MR R RAS RS, BIK— 28N

W E RI8HR, A FBH B0 THEAHBAESMEE

Bl . SZRAIETE, & RIS .
BN

|7m£ﬁwWPgﬁE‘][’ wETARE |

W A

R
% AL L
e &G e AR || "
X
® & % & wllw |
A LAIEALR AR
A %

KR |

Bl BROEMESS AR B PP AE BB R RS 1

3.2 EFEMENAERRL
TG RSB R R TR R B E M E RIS X S B ISR
WRBEHFTRRMME. RANTEERERNERIERRY
M, B8 XL VR 3R, SRR B L 18] 4RI R BGE R 7
®OTEEGELE,. SERANBIREERSEEE™
HAR AN TR R O EmE 3 10 MUE SRS
Fro T LUBR A 22 5% 0 00 K 1] U6 BRI S 2R 46 A X B AL 7
BHBRIA BT L BB R R R AN E
RAR RIS 4 PGS, IR 1 FT51,
#1 BRAZEBERBARER
BARERR BRARE ¥HLE ARER RI%XK
FHEEME X1 X2 X3 X4
M d;(G=1,2,3, D)5 BIFRRR 4 MHEES A o £
MRAFHIES d; MRS E. A R ERSMEE. -
L RPN LR E LRI R B TR TSR

d; KR E; =1,2,3.0), D =k WK FHIRIAZ5H
BLAVBA A B o MORIRIE ) G0H AT

="t o)
BE, BSR4 R ER N EE D:
D=3 (r; X,) (2

3.3 ETHMXREEMNEFRNENRE

TEHETEMERE W RAOEZ)S RIS
RREEH THE AR, BN B R RN EE
M. EMESEAEREEE T, ERENESR 34,84
1) [ 55t T 1 44 s 5 e DX 17 G 55 4 T 0 R e B PG AL
HE; 2 MR wg M B R N 5 AR R PP A A E
185 3) Jie 55 14 PO R R M A WG 55 M FE T AR BE B PP AU

LA 555 44 T ) e e e X7 B 555 1 T R R o A O
FEALEE R B, R R E B E ik . .

55 1 7T R M PG TR AR R FE IR R AR R
B REBGERISIF LS 9 MR, RR R

Z={21,225""" 129} 3

B—4 HMBERE ZHETEN LEERNERYE,

o 171 »



HIE 0 B B M HE PP AR B SE RS E

€n e €19
€n €t ey

E=1 . . . €Y
91 €92 °°" €99

KA, ICHE ew (ky1=1,2,+, 9 AT LLEME 0,0. 5 F 1,43 Fi%
Rz bz BE.2 52 ﬁ%ig 2 WH . BE,

B4 XM E ST -BERE, RUEE ST
B AR EEASLBTE. RBAHR.

if e >en, then ep ey

{if ew.<ew» then ep<ley 5

if e. =€y, then ep =ey

K35k 1 2R, SHERR 2 RUL MR 2 b2 WEEH
KT o bz BOEEE, WA LLHIRT 2 —EWH 2, BE.

KK IR NRE 2w S FAEEE, Wit 5
z WRSEE, W LHE z 52 WRSEE.

EHAREWE R LR B — BRI &0, T BT
WELCEESE M2, ‘

BEH HRER ERSTIRZM, K/ EER D
WE THRBPEEEMNEEHTEXR. BetirREEE
5 HMIEIRE — AT oA b, MR AR, B —HE &
it 0E | Rt Y1 18

BNL WNEEE—, BB — kISR & .

w= (w1 rans*** san ) (6)

o SEOHERRECH 9, B D=1,
3.4 HFEBUHEREENSS TSR

B REITFNER, KRBEERNEN SR, EEEKES
HAERBRENSRS, ETERRE SIS, 4 3P M55 1
BE:Eot) L e oF 3

e 55 T R B ALE D T B A AN A R I
EARRMBLEA, ITEARWNT .

P=3 (W, XT,) %)
A, P BRI, s M A N WA T,
W NEBWEETF s BRE, T, IEmWET s HBIE.

RAFRaSS TR AR W B AL B 0 M55 PR i T B RE R
Jfe 554 AT Al R nABL@ AL T E AR R .

C=W, XD+W, X P ®
KA CHREEBERERBRE.D VEHEE N ERE,
P st nl F R B, W, , W, 2031 B 55 5 o 7=
EREMBETETT A AERE.

4 IHERBAH

R B 55 i A B 2 B DA R BN 7 AR S M 3 3 By
BREET BRI L. KAEREE PR f— MU S
FFE I FH U R LI R 2%, M 48 BB SR P IS L A
FoFHRA— R RS SIERA . RETHERTLL
B RS SR R A T SR 3 . RS
B 2 B B A GR R 5 R (e 55 Y A B 7 B PR A AR SR B
Zis

o 172 -

] A1 ]
& | AR X B | N
) [)

2 BEAET G R "
—) Ty AEEE S A & —
1 SERPERN PR Rt g 1

R B

[} [}
P OO #
TT.

™ T

BAER . Y R ERIR

B2 KRHUER SN EZ B R G451

G, LR AR FH 5% T8 I 56 % AT . K 38 15 K I . DDoS
Kl A BRI, 3B T B AW SE LR F B, Lt
W48 7 AR EE IR R RS AT B VA . KU TEAG Y
HAERITR TR AN NI INER MG LR B %M
BREEE. HPRSESREFELRE—- RSN T
BER, ATROMEBUEETER HXNEBRRE FLE
BA SRR & LAH#R HEZ RN X RE J, HILE S
PR R TR R RS G R, HiM
EREASREARGER REBEEEMLERFELE 3 HS H
e R {4 B 55 e W R R R MR ER R TR B A B MR AY
Mess R R E A mBE WA 3 fiR,

ERTITR

B3 s B P v R e A B

SRR A 2 X 45 R BCHE HE 47 R S I 43 070 g S
L RASSES S MBRILRRIFA T ERLH, LREE
W

DB MaSS P R B P

OKIEA AR, R F B R E RS ERE
FIATFI P05 0, R 55 o f R R B AT VA 5 R e e
YIFIA A E AR S AT ALY,

DRI L F O TAFIE S , 0 W 45 5 2T B AR,
KA.

DEAZBEHNE L SRS GBS ITHEE, B3
75 KUK B SN , B A R B O SEE 6 2R, ST 24T I
42 A KUK RAL TR

GERIE AR A 5 R R R {2 B 5 A )
K RENBERRNER. SRR EERBET
ARG REB M REBREAZ —, BB MM —
TR IR, AR R, B WA R . A SO M
f B TR BE (O B AL IRAE AT T BT, 3R 1 T RN S5 M i
72 R UG 55 TR PR SR o B 5 e B R B AT VA 10
AHTAESE , 355 T ROM SEIR 4R BRI 55 M S R AR B SRS 11
BALMER , AR 7 KA AR 19090 = 3 B A 2R 45 0 R 3T

(FHE 216 )



X2={(A,day,D}
Xy ={(A,day,1),(B,day,0. 4),(D,day,0. 8)}
}={(B,day,0.4),(D,day,0. 7) , iR,
Xt={(A,day, 1), (B,day,0. 4), (D, day,0. 7), (C,
day,0.4), (E,week,0.7)}
Y#={B,day,0. 4),(D,day,0.5),(C,day,0. 4), (E,
week,0. 5) , MRS
t={(A,day, 1), (B,day,0. 4), (D, day,0. 5, (C,
day,0.4),(E,week,0.5),(G,week,0.5)}
Y#={(B,day,0. 1), (D,day,0. 5) , i » (F,
week,0. 5) ,(G,week,0.5)}
+={(A,day,1),(B,day,0. 4), (D, day,0. 5), (C,
day,0.4) ,(E,week,0. 5) ,(G,week,0.5)}
F=X3
AR / B 2 e B AR PE 44T, WT DAAE BRI/t AR
BRI B PR BRI L LU RO/ S A
SRE N THAERIN S R BURKE A B A3
VR, R 20 r B ) RSN i 25 58 Y 4 R R AL ) R
FTFD )3 58 2 it e 2000 B B 250 7Tt ARSI 8 i ) 4K gt 5
RIHE . BT R EE A R A A SRR K
£ BHELELEND L MRS S, 152 T8 /8 515
BHFHEMR, M E ML v E ST TIE. Fg
B AR SR i 2 T =R ] RSO b 2% 8 B A AR A 25
AR B9 RO E T R R

2 % X W
(1] R MABBEONE HE5REAY

B AR

HEREEZ )], BB, 1999,26(02): 27-30

[2] Clifford J. A Model for Historical Databases[ C]// Workshop on
Logical Bases for Database. Toulouse, France, 1982

[3] Jensen C S, Snodgrass R T, Soo M D. Extending existing de-
pendency theory to temporal databases[]J]. IEEE Trans. Know-
ledge and Data Engineering,1996,8(4) :563-582

[4] Wijsen J. Design of temporal relational databases based dynamic
and temporal functional dependencies{ C] // Proc. of the Int’1
Workshop on Recent Advances in Temporal Databases, New
York: Springer-Verlag,1995:61-76

[5] Wang X S,Bettini C,Jajodia S. Logical design for temporal data-
bases with multiple granularities, ACM Trans[J]. Database Sys-
tf;m, 1997,22(2):115-170

(6] #m. WAEEEERITEEIM]. Jbe B2 AR, 2009

(7] b3, 2 iR, B 7 o B 2 (EL AR VR - 48 A1 L 68 1) R
FLIL WHENBIR S KR, 2006,43(7):1267-1272

[8] Fan Wen-fei, Siméon J. Integrity constraints for XML[C] // the
nineteenth ACM SIGMOD SIGACT. 2000.23-34

[9] Tian Jia-shen, Liu Ji-xue, Pan Wei-dong, et al. Performance A-
nalysis and Improvement for Transformation Operators in XML
Data Integration[ C]// APWeb. 2008,214-226

[10] Vincent M W, Liu Ji-xue, Mohania M K. On the equivalence be-
tween FDs in XML and FDs in relations[J ], Acta Inf, 2007, 44
(3/4) :207-247

[11] Vincent M W. Detecting privacy violations in database publi-
shing using disjoint queries[ C]// EDBT. 2009:252-262

[12] 37 H, DS R, BRI S8R B RARBHB MM A4 . A
RIS R B YL ZR S5, 2009,30(12): 2433-2438

(LB% 172 7))
EPRBEISCEMN . HETRER S — ST B, AR
sl AR R BRAHL S ER AN ENTES.

2 % X i

[1] LiYi,Li Xin-ming. A New Taxonomy of Linux/Unix Operating
System and Network Vulnerabilities[J]. Journal of Communica-
tion and Computer, 2006,3(8):16-19

[2] Piesses F. A Taxonomy of Causes of Software Vulnerabilities in
Internet Software[ C] // Proc. of the 13th International Sympo-
sium on Software Reliability Engineering. Annapolis, USA, 2002

[3] EBKHE,KEF. —FERRREEE %] RN TR, 2008,
34(19).:133-136 ‘

[4] Cima S. Vulnerability Assessment[ R]. SANS Institute, 2001

[5] Microsoft Security Response Center Security Bulletin Severity
Rating System[ R]. Microsoft Security Response Center. 2002

(6] B, %K. &EEHES 2R BEHTRD] HEN TR, 2010,
36(1):184-186

[7]7 Du Wenliang, Aditya P. Categorization of Software Errors that
led to Security Breaches[ C]// Proc. of the 21st National Infor-
mation System Security Conference, Virginia, USA, 1998

[8] Bishop M, Bailey D. Critical Analysis of Vulnerability Taxono-

+ 216 -

mies[ R]. CSE-96-11. Department of Computer Science at the U-
niversity of California, 1996

[9] Krsul L. Software Vulnerability Analysis[ D]. Purdue Universi-
ty,1998

{10] Song Guang-feng, Mandujano S. CERIAS Classic Vulnerability
Database User Manual[ R]. CERIAS-TR-2000-17. Purdue Uni-
versity, 2000

[11] Bazaz A, Arthur J D. Towards A Taxonomy of Vulnerabilities
{C]// Proceeding of the 40th Hawaii International Conference
on System Sciences. Hawaii, USA, 2007

[12] #H&gk, Skdk. —F Web F-Z RIS E T L] HEN
TR, 2000,45(25)10-14

[13] E M, Rigk B THEVL RN K& M4 55 v B0 ipfmrsc ] ). HE
Pk}, 2007,34(10):74-79

[14] Miao Jia-jia, Wen Yan, Li Ai-ping, Large Scale Security Log
Sources Integration: An Ensemble Method{ C] // Proc. of the
Second KDD Workshop on Mining multiple Information
Sources. Las Vegas, USA, 2008

[15] Cheng Wen-cong, Su Xi-shan, Jia Yan. Network Dynamic Risk
Assessment Based on the Threat Stream Analysis[C]// Proc. of
the 9th International Conference on Web-Age Information Man-

agement. Zhangjiajie, China, 2008



