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Abstract At present there are some worm intrusion detection systems which detect network worms only by using
worm propagation properties and have high false alarm rate. This paper analyzed worm non-linear propagation models,
realized the optimization of worm model, and proposed distributed worm propagation model. Then a distributed worm
detection technology was designed according to the distributed worm propagation model. The system uses rule-based de-
tection method to monitor network worms, and the console side manages and coordinates detection work of the client

sides. The experimental results show that the technology is a good solution to worm warning and worm detection, which

can give an alarm with high detection rate and low false alarm rate.
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Alert tcp $ HOME_NET any—>> $ EXTERNAL_NET
27374 (msg:" MISC ramen worm"; flow: to_ server, estab-
lished; content:" GET"; depth: 8; nocase; classtype: bad-un-
known;sid:514;rev:5s)
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Alert tcp $ EXTERNAL _ NET any — > $ HTTP _
SERVERS $ HTTP_PORTS (msg:" WEB-IIS CodeRed v2
root, exe access"; flow: to_ server, established; uricontent: "/
root. exe" ; nocase; classtype: web-application-attack; sid: 1256 ;
rev:8;)
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alert udp $ HOME_NET any—> $ EXTERNAL_NET
1434 (msg:" MS-SQL Worm propagation attempt QUT-
BOUND"; content;: " |04 |"; content: " | 81 F1 03 01 04 9B 81
F1|";content; "sock”; content; "send" ; classtype: misc-attack;
sid; 2004 ;rev:7;)
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Alert tcp $ EXTERNAL _NET any —> $ HTTP_NET
$ HTTP_PORTS (msg: " Web-1IS ISAPL ida attempt"; uri-
content; ", ida?" ; nocase; dsize: 239; flags: A+;)
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alert udp any 4000 — > any any (msg:" ISSPAM/Witty
Worm Shellcode" ; content: " |65 74 51 68 73 6f 63 6b 54 53|";
depth: 246 ; classtype: misc-attack; sid; 1000078 ;rev: 1)
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