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Abstract In recent years, Internet traffic classification using port-based or payload-based methods is becoming increa-
singly difficult with peer-to-peer(P2P) applications using dynamic port numbers,masquerading techniques,and encryp-
tion to avoid detection, Because supervised clustering algorithm needs accuracy of training sets and it can not classify
unknown application, we introduced complex network’s community detecting algorithm,a new unsupervised classify al-
gorithm, which has previously not been used for network traffic classification, We evaluated this algorithm and com-
pared it with the previously used unsupervised K-means and DBSCAN algorithm, using empirical Internet traces. The
experiment results show complex network’s community detecting algorithm works very well in accuracy and produces

better clusters, besides, complex network’s community detecting algorithm need not know the number of the traffic ap-
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plication beforehand.
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No. Abbreviation Description
1 pkts Total number of packets between service and client
2 pkts_c2s Total number of packets from client to server
3 pkts_s2¢c Total number of packets from server to client
4 byte Total number of bytes between service and client
5 bytes_c2s Total number of bytes from client to server
6 bytes_s2c Total number of bytes from server to client
7 psavg Mean packets between service and client
8 psavg_c2s Mean packets from client to server

9 psavg_s2c Mean packets from server to client

11 psvar Standard variance packets between service and client
12 psvar_c2s Standard variance packets from client to server
13 psvar_s2c Standard variance packets from server to client
14 psmin Minimum packets between service and client
15 psmin_c2s Minimum packets from client to server
16 psmin_s2c Minimum packets from server to client
17 psmax Maximum packets between service and client
18 psmax_c2s  Maximum packets from client to server
19 psmax s2c  Maximum packets from server to client
20 duration Duration of the flow
21 iptavg Mean inter-arrival time between service and client
22 iptavg_¢2s  Mean inter-arrival time from client to server
23 iptavg_s2c Mean inter-arrival time from server to client

. Standard variance inter-arrival time hetween service and
24 ipvar .
client
25 ipvar _c2s Standard variance inter-arrival time from client to server
26 ipvar _s2c Standard variance inter-arrival time from server to client
27 ipmin Minimum inter-arrival time between service and client
28 ipmin _c2s  Minimum inter-arrival time from client to server
29  ipmin _s2c  Minimum inter-arrival time from server to client
30 ipmax Maximum inter-arrival time between service and client
31  ipmax _c2s  Maximum inter-arrival time from client to server

32  ipmax _s2c  Maximum inter-arrival time from server to client
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