F 38K W

1 R

Computer Science

w
N

Mar 2011

an

2011 4F 3

BT R 1428 A5 W 48 05 B i AR

At EF XEKRE PREE
(B FRBAFITENAFEE THEER KA 610054)

i E SERMSERAANFRSYEARIECGeARE R LA EREE), FACELH Mk, AR T 5018
B F S BRLATR, GHEE, KON EZREMAE R AL EBIFINT, s F Mg Loy iE & (7 P2P 5§ %)
A LB MRATT Ao, Aibhax b BB TATREMS R 8E L 45480 # K (PAIFDP) , 3 5t i%
SR oh 4 2 KB T e vy S B M B GG S AR AT T mikit, A Peersim 45 B F & o A Ak, 33 A A R B M 44 A4
THBEHERAERYEEARTT FR0H. 2REAW XA TENS 6) P2PIE E 0 A R A AR S A [ b, 1
BRRFHHY EERRENE,

XEH B AFRNBER, FERNL, BRI R BHEE

hEESHES TP309 XERARINES A

Anti-worm Based Defensive Scheme for P2P Worm

ZHOU Shi-jie QIN Zhi-guang LIU Le-yuan DENG Yi-yi
(School of Computer Science and Engineering, University of Electronic Science and Technology of China,Chengdu 610054 ,China)

Abstract P2P worms employ the distinctive features of P2ZP network, such as the local routing table, application routing
mechanism and so on, to quickly distribute them into the network while holding the covert characteristic. Contrarily, the
common internet worms generally rely on detecting the victims” IP address to spread. Therefore, the lack of hidden fea-
ture and feasible promulgating paths make that it is easier to detect and defense the ordinary internet worms than PZP
worms. Consequently, the P2P worm can do more damage to the network if lacking the effective defensive scheme. In
this paper, the P2P worm, especially its transmission mechanism was analyzed synthetically. Then,an anti-worm based
scheme for the defensive of P2P worm was presented. The principle and functional modules of this new scheme were ad-
dressed as well. By using the Peersim P2P simulator, the performance of our novel scheme was evaluated experimentally
in various system parameters, The primary experimental results indicated that our anti-worm based defensive scheme for

P2P worm has the features of fast convergence, low overload of networking resource(including communication traffic
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and computing power) ,and high adaptability.
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