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Detecting Primary Emulation Attacks Based on Energy Fingerprint Matching in Cognitive Radio Networks

PANG Deming HU Gang XU Ming
(Computer School of National University of Defense Technology,Changsha 410073, China)

Abstract Spectrum sensing is an essential mechanism in cognitive radio networks, While so many works have been
done or being carried on upon improving the efficiency of the sensing process, there is no appropriate scheme to realize
security sensing in untrustworthy environments. We proposed a mechanism based on Energy Fingerprint(EF) matching
to address a typical attack in CR networks, the Primary User Emulation Attack(PUEA). Based on the distribution of
their positions and through energy detection, the secondary users can create PU’s EF which is used as an identification
of node to analyze the spectrum accessing mode of different users, and finally detect the PUEA. Through analysis and
simulation, it can be demonstrated that while keeping the probability of missing the return of the primary low,it is pos-
sible to detect the emulation attack effectively.
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