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Abstract At present,more and more cloud platforms begin to use Linux container cluster to provide runtime environ-
ment for cloud services. But how to build a stable and high-performance network for a user’s Linux container cluster
under multi-tenant circumstance is an important technical problem. A networking approach of Linux container cluster
for multiple tenants was proposed in this paper. Compared with that of Kubernetes, the proposed approach simplifies the
network architecture and introduces network isolation. The network can meet the needs under multi-tenant circum-
stance. This paper described the design of the approach with a small and large scale of clusters and users and explained
the implementation of it in a virtual cloud operating system Docklet. The source codes are open source on GitHub. Be-
sides, evaluation results show that the performance of container network of the proposed approach is close to the origi-
nal network. The TCP export downlink bandwidth is different from the original one within 0. 4% and the TCP internal

bandwidth gets about 3. 39% loss. The batch job and long service applications are also well supported by the approach.
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Table 1 Network performance test
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Table 2 Comparison of network performance in simulation situation

N s HETAHFE/ ABAREEE/
LR R AR (Mbit/s) (Mbit/s)
5 AN FLAME 3.47 307. 28
KA 6.88 532. 87
10 INFLAE R 1.85 115.53
K HAME At 5.04 245,73
20 AN FLME 0. 94 55. 26
K AL 2.52 166. 63
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100 AN 3T 0.16 *
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Table 3 Network performance test with different OVS bridges

and GRE port counts
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GRE 3% 2 % % A By B R /s 3% 0B R /s # % /(Mbit/s)
0 0. 080 0.041 911
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300 0.407 0.406 910
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500 0.963 0. 881 914
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Table 4 Running time of distributed quick sorting MPI program

on different networks
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Table 5 Page response time of Apache2 server on different networks
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Table 2 Airborne flight monitor software artifact

LR LR LEEEE:
PSAC PSAC 42
soil B & AR —11.2 B F R I SVP 78
8 43 it X SCMP 74
JREARE X —2. 2QA R A SQAP 42
B iE R —8 % iF Bk SVP 36
RuFEXIFE—2.5FKBEHK SRS 18
it AR 6.7 A SDS 44
(soil) % 4 47 e SCS 27

GERTE ARSCER T 1) AL R AR R A R T R By

B0 UE 2 S o A R A TR B R ) O 1 A N TR AR L L O
20y Y IE 4R A AR i E 418 B0 4SS R A B 45 AR IR 9 AR B A A R
PUREIHE 178C HARIESE AR B H . ARSCIR M T 3 M
B, 43 ) S o o TIE 45 A5 AU | 15U [ o i A5 AL A0 I AR O E 4 A
BB T PRI B B A R B R EEE bR, TR AR B
FEBD S UL 5 800 T 38 B A BRI T — Rk AR, mJE LU
HIE Tl SIS TR I AS SCAR R 9 3 S e AR A Y 1Y 5 X
o i 58 TE R R R A AT AT PR . e R R i AR R AR TR A Lk
o ASE R A 7 Y5 7 I B 3 AL o A Y A LA B BEAS T SR 48 Y
E 3l b 5 B0 B0 B AR A AR

2 % x o

[1] BOZZANO M. VILLAFIORITA A. Design and Safety Assess-
ment of Critical Systems[ M|. Auerbach Publications,2010.

[2] RTCA DO-178B. Software considerations in airborne system and
equipment certification[ S]. Washington D. C. :RTCA,1992.

[3] RTCA DO-178C. Software considerations in airborne system and

[4]

L7]

(8]

[10]

[11]

[12]

[13]

equipment certification[ S]. Washington D. C. :RTCA,2008.
ZHENG J,HUANG Z Q,XU B F. Current progressand pros-
pectsof airworthinesscertificationstandards[ J ]. Computer Engi-
neering and Design,2012,33(1) :204-208.

FAAOrder 8110. 49 . Software approval guidelines[ S]. Wa-
shington D. C. ,2003.

WEAVER R,DESPOTOU G,KELLY T,et al. Combining Soft-
ware Evidence; Arguments and Assurance[ C]// SIGSOFT Soft-
ware. England,2004:152-160.

CUI L J,REN B, LI Z. Airborne Software Airworthiness Review
Based on DO-178B/C [J]. Journal of Command and Control,
2016,2(1) :84-88.

ZHU Y M, JIN P,SUN Q Y,et al. Research of airborne soft-
ware plan phase review [ J]. Aeronautical Science &. Technolo-
gy,2014,25(8) :5-8.

STEINBERG D,BUDINSKY F,PATERNOSTRO M,et al.
Eclipse Modeling Framework[ M |. US: Addison-Wesley Profes-
sional,2008:62-210.

NAIR S,DE LA VARA ] L,SABETZADEH M, et al. Classifi-
cation, Structuring,and Assessment of Evidence for Safety — A
Systematic Literature Review[ C] /2013 IEEE Sixth Interna-
tional Conference on Software Testing, Verification and Valida-
tion(ICST). 2013:94-103.

FALESSI D,SABETZADEH M,BRIAND L,et al. Planning for
Safety Evidence Collection: A Tool-Supported Approach Based
on Modeling of Standards Compliance Information[ C] // IEEE
Software. 2011:849-860.

PANESAR-WALAWEGE R K. Using Model-Driven Engineer-
ing to Support the Certification of Safety-Critical Systems[ D]J.
Norway : University of Oslo,2012.

STAHL T. Model-Driven Software Development: Technology,
Engineering, Management [ M ]. New York: John Wiley &
Sons. ,2006:20-50.

(E#% 51 70
3 B0 B A [ (9 Wy AL L o DT 8 v A P 3 £ 1) 1 249 98 L e 5
LiakiN

2 % x o

[1] FELTER W,FERREIRA A,RAJAMONY R.,et al. An updated
performance comparison of virtual machines and linux containers
[C] // 2015 IEEE International Symposium on Performance
Analysis of Systems and Soft-ware (ISPASS). IEEE, 2015:171-
172.

[2] SEO K T,HWANG H,MOON I,et al. Performance comparison
analysis of linux container and virtual machine for building cloud
[C]// Networking and Communication. 2014:105-111.

[3] VERMA A,PEDROSA L,KORUPOLU M,et al.Large-scale
cluster management at Google with Borg[ C] // Proceedings of
the Tenth European Conference on Computer Systems. ACM,
2015.18.

[4] BREDSG FT T GBI & T 6 224 F L LEB/OL]. (2016-
11-18) [ 2017-07-11]. http://www. infoq. com/cn/presenta-
tions/platform-architecture-and-combatof-zhihu-container-plat-

form.

[6]

L8]

9]

[10]

[11]

[12]

WANG H,SHI P,ZHANG Y. Jointcloud: A Cross-cloud cop-
peration Architecture for integrated internet Service Customiza-
tion[ CJ / IEEE, International Conference on Distributed Com-
puting Systems. IEEE,2017:1846-1855.

CUI W,ZHAN H, LI B,et al. Cluster as a Service:a Container
based Cluster Sharing Approach with multi-user Support[ C] //
2016 IEEE Symposium on Service-Oriented System Engineering
(SOSE). IEEE,2016:111-118.

BERNSTEIN D. Containers and cloud : From Ixc to docker to
kubernetes[ ] ]. IEEE Cloud Computing.2014,1(3) :81-84.
BURNS B, Grant B,Oppenheimer D,et al. Borg,omega,and ku-
bernetes[ ] ]. Communications of the ACM,2016,59(5) :50-57.
MARMOL V,JNAGAL R,HOCKIN T. Networking in contai-
ners and container clusters[ J/OL]. https://www. mendeley. com/
research-papers/networking-containers-container-clustersl.

The Kubernetes Authors. Kubernetes OpenVSwitch GRE/Vx-
LAN networking [EB/OL]. [2017-07-08]. https://kubernetes.
io/docs/admin/ovs-networking.

MERKEL D. Docker:lightweight linux containers for consistent
development and deployment[ OL]. http://docs. docker. com.
Docker Inc. Docker Documentation [EB/OL]. [2017-07-10]. ht-

tps://docs. docker. com.





