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Static Analysis of Soft Errors Effect in Register Files for Program Reliability

XU Jian-jun  TAN Qing-ping
(School of Computer, National University of Defense Technology,Changsha 410073, China)

Abstract Subsequently to the wall of performance and power consumption, the dependability of computing caused by
soft errors has become a growing concern, Since register files are accessed very frequently and can not be well protec-
ted, soft errors occurring in them are one of the top reasons for affecting the reliability of program. To access the effect
of soft errors in register files, a static analysis approach for program reliability was presented based on the assembly
codes, Firstly,all possible live interval of registers, which may degrade the program reliability, were sketched through
the data flow analysis techniques; then the execution time and frequency of each live interval were analyzed according to
the expression of execution path;finally the program reliability can be calculated under the occurrence of soft errors in
register files. Experiments show that the analytical results are compatible with the AVF methods’. Moreover, the exe-
cution time and frequency of all involved interval have been presented, which are in favor of implementing the high effi-

cient fault tolerance methods for soft errors in register files,

Keywords Soft error, Register file, Program reliability, Program analysis

K45 TR (Soft Error) , R 4 #UK T 8% SEU(Single E-
vent Upset) , /&2 F iR B b i — R RS ER SR EH 2
AN E R R AR TR R K sh R TSR T
MR AR AR — R R R B T e A B R B
WLz — W AR SR B A 3R 5 R AR ORI T2 7
MBS Bl & gy Rl 8t , b BRES X T i AR R M AR T
PG E IR, M E RS E RN KN
AR R 1R % SER(Soft Error Rate) fUiE 4, STk
[T 7Es: T3y 20 4Evh, kb B2 SER ¥4I 8%
RIBERE eI, FEARPERERIDIAE MBI 5, AR B BUNITE
H{EHED B 28 Al B s,

W, B B AR B R TR W S A A B R BB AR 1 SER
A H AR AR B /MR 25, T INAE AT Cache RZ#H ECC 4
e E BRI ERHAR, HZ 3 B IEY HRHEFSE T
e E, B AEEETHERSBIEERIRELTE RS,
MR % F 2 E THEE AP BE T 45 7 AR R FE M, (18 & 77

FES B #8.2010-02-05 R18 H #.2010-04-23

ARG R MRS BN XBREZ -1, ELEE
AR P IR M R AT S B R WA T A A e — 2 R
BEENEEBRAAEER L,
BREIS SR R R TR W, R B
FEABLRERBE SRR, WEEAMER—FEHRE
AT A E AR, EREFARRM T RER ) Z R
B ST AR, R AT B WS RIS ER
FRE G A KT A B B, TR IS A R ST R
MR . HRLHFECUAETIRA IR B
BWELLEREZRMNEE, AN TREFRITEXNE
BB ARSEEESTRERNLE., $FRSRMAE
S3Hi B2 Mukherjee %48 H 19 AVF(Architectural Vulner-
ability Factors) MHriEt . #EZ ik . B4 # I REA
IR £ WA R INR B IR R, WK HAR R A ACE
(Architectural Correct Execution) {3/, B Se&F Xt HAR S E-&
FE R 2347 ACE RIfY Lb B, SR )5 e 5 i 30449 AVF {1

BREERA980—), B 4, FEPE N 0 NERFSIMAE S, E-mail: jun. xu@gmail. com; BRF(1965—), 3, H 2 LA JIF, EE

BEETTIT 10 g 8 W AR R R A A R TR,
e 290 -



REH AL ISR R BOERNE T 5 RBRZ
L R4 M TR B T ELAR (R - M BB AR 1T . Lee
SHMHF AR RERRBE T MR EENBS T
W TR AR R AR B W A A7 A AR A R 4 B
AP AL A B R 4, B S A5 B IR W R AT &
PR A T R (BRI R BT E — E R R RS .
SCHRE8TER th— P AEZ AT 30 2 Hh sh 25 100 &5 A7 4% B AR IR e
W 2 JELR B AL 2 5 SR B P 2 1 T I BE R T FE R T4 .

2 SCER P AR BE U R B Y — T ) A A AR RS IR I A
a4 PR Er S 40 87 7 % ASER (Analysis of Soft Errors in
Register files) . ZFIFILHI0AS, ASER B Sofe BUH BT f
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}i—live interval—-bldrdead interval—bl

B A ar A

ASER ¥ F 785 R WA & R RE SO — A Tou4 (def,
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B time fHF freq fH. ME 1 ALK IR, BRI [E] B T M2
{15 def BIBE— WG H & Read s Z IR EETIHAER, H
FEUMEAE F-3X P 43 BT 52 BE 42 SRR 19 (path-sensitive) , w41 7% 18
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HAL,REG H#E S EA, W T — A8 A B block, GEN
(block)RIR block MHEEH EHZAT W AN FHERE
B KILL(block) R block FAEBI FAZ AT AW EH S HNF
T8 R DEF (block) Fm T A 4 block EAEMI T HBES,
FrLIA V block € BLOCK : KILL(block) S DEF (block) ,

TEMCEERY b 55— NS AR RO RARA
A O A BB E S PRS- 3E UF | 4 4 RE.

DEAD,, ,DEAD,,, : BLOCK—%#BLOCKU{ D

END,, ,END.,, : BLOCK—~#BLOCKU{_ 1)

DEAD,, (block) #1 DEAD,,, (block) 53 Bl 7R it A block
ZHIFE I block ZJGTEAEMIBI R ZHT4X R EEKN &L
A4S, END,, (block) Fl END,, (block) 4y Bl 32 7R # A block
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SUCC(block)=¢ ARE (S gp, $sp,$ fp,$ra}
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otherwise
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. prob{a) = Pg(edge) , REAE o« REEN edge;

o prob(a * B = proba) X prob();

* prob(a+@ = prob(a) + prob(B);

« prob((a) * Y=1/(1—prob(a)) , prob((a) * YRIEHA
AL BIBATRERR , SEBRAB R A o TR MBI R AV TATIE R R
prob(a) X prob({a) * )= prob(a)/(1— probla)) .

SRJE > ASER #4037 H- B B M BAT B[] time:

PATH—>Real, .t COUNT(block) FmIAIk block &

TR
« time(a) =COUNT (source(edge)) , I BB o« RALE
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« time(a * B =time(a) +time(B);

o time(a+ ) =time(a) X prob(a) / probla+p) +time(B X
prob(B) / problat ) ;

- time((a) % ) =time(a) X prob(a) X prob((a) * ),

BE I ME A def FIGE A E end TE Bar Fl Bou F1H)
LB X time (PATH o ) AT V88 , 13515 A= A J 31 1 15 BR B
el

E 2 RGIRBFE . 3 bscod Fl e HIPATHER 435104
0.25,0. 75,1 F1 0. 8, FTAF IR b - dsc Fl e » (b« d+ O HIIN
FTHESRSF 54 0. 25,0. 75 F1 0. 8, fH1BFEIF (e » (b + d+0)) %
BB EPITEN 4. BEEB N EARAE —5£IES T
23t BB a (bedtc) s (er (s dte)) * « hiftime (R
12. 25 A,

2.3 itEHBRm=E

SR A A B — R, B A B BTR freq
HEETHRERPAR MFPRATHR, RAEMAHY
GEH A end FFET 5 dead JB T AR FEA B, W] ) B4 A
Sfreg (AR STRERX Rl AH 6, T B 530 T- X iEl#H>e, WHE 3
AETFEFR,B; LAY B, AR 1E KX 8] 45 51 5, %
F B, RHHLH SR B; . FTUXFER AN B LTS R
B, WA R BR UL, AT B R R Ay R — =
B B, ZIER . 2, MRAUHE IR B fude i = 2 6]
HIEEL, 24 B, KRG EE AN B MR, FAREZITER
SEEW SN B BTN B, R,

[ EntryEdge
______ ]
f |
B SideFxit
B, |D. B, | L T J
ExitEdge

B3 A AR R

[FI#E, AR SR BEAE R A S RAB M end Bl dead MIHR4E
PATHuu »RIG B X TE G AN BRI E (PATH ) -
(PATHuwa) . BER PATH ja Z B, 0 0] 38 13 B B end #1
dead FITEREAYSNIE X B R 7880 2 EMTI I EE
Hedpiein, IR B s R

(PATHw) « (PATH ) 5031 F1 & 38 B0 5 A5 ok il
SRR R R B — AL A 2 P BRERERT
asbedto) (e (bed+e))* » R BSBRATHE., WHF
BRI B, (PATH,) « (PATH..) ¥ F
BT PATH . FIA1GEN EntryEdge) F PATH g4 (31
GEA ExitEdge) .04 885 Al GB R SideEntry) #1558 H i1

(BN SideExit), MK 3 #7 F B iR, AT (PATHp) -
(PATH ot ) FIRESE N % F M EntryEdge #E A BIBEZRIR LA
ExitEdge BHWBR, BT FEHMITHESE T Fe(En-
tryEdge) + Fx (SideEntry) » Bt (PATH j )+ (PATH gead ) Y
PATIRR Y freg fED B%% T

Fp(EntryEdge) X Fg(ExitEdge)
(Fe(EntryEdge) + Fp (SideEntry))

Bl 2 XTI R R EGmESY SR AT S
HBTE Bs P9, LSBT a s (bedto) « (e (b d+
) * o h, ERFEHRE S ZEERRTEE AL o
R, HHAL g, FTUPATHR SN Fr(a) X Fe () /(Fela)+
Fe(g))=8X10/(8+2)=8, A% A4 FIHIK) freq HN 8.
2.4 LMEERERLESH

TE LR W ER b, SR AR 2 BTA. BT
6.7 B NEAYN GEN,KILL #1DEF Fi. Ri54
AR RSN BB dead Fl end RE
9.10 4, FEMEA FRAITE LT R WL GAR, K55
R MEREY, 1 def B end | end Bl dead HITATHAZ
3R IR IE BRE [R) A B ER (13— 16 28).,
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1. PROCEDUCE ASER(CFG,REG)

2. INPUT. CFG the control flow graph, REG registers list

3. OUPUT . ACEy; the architectural correct execution bits of registers in REG
for the target program

4. BEGIN

5. ACEp; <0

6. FORC(each block in BLOCK) DO

7. KILL,GEN and DEF functions analysis for block

8. FORC(each R in REG) DO

9. analyzing the DEAD state for each block through fixpoint analysis

10. analyzing the END state for each block through fixpoint analysis

11. LIFESET<calculating all possible life intervals for R

12, TFOR each interval in LIFESET DO

13. PATHjiye <finding the path from def to end

14. PATHgead < {inding the path from end to dead

15. time<—calculating execution time for PAT Hiize

16. freg=—calculating execution frequency for( PATHu ) « (PATH.
dead )

17. ACEp; = ACEy; + timeX fregXR, length

18, ENDFOR

19. ENDFOR

20, RETURN ACEu;

21. END

WA b NEAY o Kl FHT r MFFES. B
M 9.10 BRSNS T E LM EE RN OB - o255
11 B BEMERRBHEE R O ), 8 13.14 B AR SPEE
BRI PITRARRENFHNBEEEREN OF « o, fTL
B L AERRANBEIPHEEERER OGP - o, BIFLEH
BREEENER O « e ), PHREBEE. Thk L
B FEFEV RIS, 7 4007 B K PATH . M1 PATH ot 5F
W BRHI AT AR K Bk, R RSB EH
B RIS — DR T R SE s P, P
ARt A 0. 3s.

2 4 o A P R R A B R B R A 5 R = TR OC0”)
B%,GEN,KILL 1 DEF BB FFESHE O« r),
dead R end AWM Z R HEIRE R O, % 11 BB A4
T A 24 17 405 4 2 P 1 T R0 I B RE PR SR B9 2 IR R O
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), BT S R R A O6*) .
3 XWESH

AR Java i H BARSLI T ASER ik FRL, 348
6 AN R R BT SLBA LR 2 58 2 SIDHEAT T 4040
L. JoM GCC 3. 3. 34BRRFF 3 L4 AL MIPS32 4% AT
HACHS, B T RT3 75— MIPS32 #4088 SPIMDV iz 17
BRIRBTHEFRHEFT 7. ASER BT H bR R Si 5
P RBI BRI SR AT RN R 3 A,

£3 SWrEBsR

. Torog ACEi¢ RVF  1—Pprg

program description Ceycles] [hit-cycles] (%1 [x10-14]
bsort EE R 6,892 937,430 60. 52 5.17
qsort 73 &1 3= 3,053 402,974 41. 04 2.22
gauss B T % 7,237 1,085,454  57.94 6. 00
mm 4 1 ok 466,253 80,632,518 60,04 445,09
shuf LS K 1,269,524 183,942,016 50.30  1015.35
monte  ¥HFFHkn 1,314,121 191,463,584 50,59 1056, 88

3 IFRBF—RBIT LT 5 4 30 25
g Bl & fr28 ACE M50, BB P BT B £ A 7EX
¥ bit-cycle MR KSR E B W BB IF AT, 5 551
RVF & ACE,. 5878 F I 77 72 48 I A vl 68 & 2 i R 4h
R LE, BN R R ZFAHRE RO M/, o
‘qsort’ . AR F A, FREEIRFE A B 5. 52X 107 P er-
rors/bit-cycle, BAH 2 F7E 3558 26MHz BJAL 3R 2% P & JK 5L
W— RN EE—RKEER. &4 6 SIG BRI —RIITH
KGRI 1 — P » tH FRETHER A BUER /D, LR T —
WPITH R EE R, — I EANER . BN ER
R FE A, AR 1R AL AL 35 AL 23 R R, W 5 7 U ALK
4l “monte’ ,

B 4 s B FFRAEX 6 M REITPHFEE RVEF{E,
AVGHEE HFHRWTLE. B TFHFESRENRELT
= RS, IR R EFF AR FRRERA IR
Friaf5 (AVG HIE R 48. 26%) . Wi H{ENFHAEZ WAL
HEXR, Sep b & RIBEFER, EMARFWETT
BPREAEEEF SR, S /FANEE S FaAGEH
AFERFEHEAHE, B3 FRFRMEA B, FTLL
$gp f1$ fp 9 RVF L% F 10006, $9 BAFRIFH
FRBS A &8 P B i B 38 A2 2%, TS BRI R 8 4, B RVF
fEE/N . BTLL, B2 1285 W R I AT S 44 09 22 i A2 B JF R 40
Al iR SCHR 7, 8] 48 SR B 43R " (Partial Protection) &F
A8 TAEM A 0, BME Se (R 330 2o % o] S P S i K (W B A
BN $gp).

100%

80%

60%
£

-4
0% H

0% (f

00, LU .
V0 Svi $al Sal %a2 O Sgp Sp $p S AVG

Bl 4 74569 RVF{E
ASER F 8 Hridi St — 5 45 BE L 0] RE 2w B2 ¥ IE
Wt AT B A AR I EL A A 1 A B0 i v BR e TR A b B 2, |
53T $vl, $a0 F1 $spiX 3 NFEE A H T EMREE
BRI AR A B BI7E S B RVF AT S 9 LB, s — 8 B
e 294 -

BfE, ATRUR, BARIX 3 AR E T RVF EM Y, H
TR PP 2 18 B0V BT IX 55 i ELELAA A= i B 34 0 % B e Je)
MR Z FAFTEIR R 225 . $ vl IR IR 15 BR A ] 4/
F 5 A $ a0 MRIRAIIE BRI E # R T 5 AN A BTN
20 NFA (B S sp AR £ B BRI A1 7E 200 A JRIBILL L.
BRLL, AT LIARYE ASER B9 5347 45 SR AR S8 53 W K ) S5 2508
R X R0 S8 3R BBUN (51 #8562 » 4614 § sp KT 200 AN B RO 8 BR
XJa]o AR RVF $5 45 & 5B xF § vl #EAT 4R 37,
T vl SPE T AR R ECC HfS %5 Ak R4
LI S R BRI SIFE AN P RETT 4, I K ASER K S 47 45

S8l 8 808 81
Bl 5 OR[Ea 06 BR X ] 5953 1R

RIESHTES R S0 AR A SPIM #EH) 85 bt
177 AVF 415288, AVF 423458 5 ASER M5t H
WE 6 iR, AVG SR IE, FTLLRI, B ir s R
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