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Abstract In order to face the new challenges caused by the deep integration of control system and Internet technology
and resist the target attack,such as shock virus, flame virus and BlackEnergy,aiming at the technical lag of industrial
control system vulnerability mining,repair and control,and the problems of “difficult to detect,difficult to monitor,dif-
ficult to protect”,this paper researched the theoretical model, key technology, equipment development and test evalua-
tion of industrial control system. Besides, through taking the research of vulnerability mining and utilization as the main
line, taking theoretical system architecture research and test verification platform construction as the basis, taking dy-
namically monitoring protection and active defense as the goal, taking test example set attack and defense verification
and typical demonstration as the applicationl, this paper proposed security technology solutions including industrial con-

trol system vulnerability mining.depth detection,dynamic protection,active defense,and designed the integrated securi-

ty technology system including vulnerability mining, verification and evaluation,dynamic protection and active defense.

Keywords Industrial control system, Vulnerability mining, Validation evaluation, Dynamic protection, Active defense
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Fig. 1 General framework of security technology and application in industrial control system
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