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Research of PE File Information Hiding Based on Incremental Link
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Abstract Adopting incremental link aims to boost compile speed and make debug convenient. By analyzing PE file chara-
cteristics after utilizing incremental link, this algorithm was designed. Concretely, it hides information into padding bytes
between adjacent function codes, which integrates hidden information into program instruction codes to guarantee con-

cealment and attack tolerance. The experiment results show that the algorithm has a large hiding capacity,and PE file

size does not increase after hidden,and there is not any impact on program performance.
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Offset () 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

; helloworld.exe 4k 400H-631H 22 8] ik Hlgksg:4, HI ILT .

00000400 CC CC €C CC CC E9 56 1F 00 00 E9 81 1C 00 00 E9 11111éV...é....é
00000410 10 OB 00 00 E9 C7 0D 00 00 E9 02 2C 00 00 E9 F1 ....é2...¢é.,..6&?
00000420 2B 00 00 E9 44 OB 00 00 E9 13 20 00 00 F9 E6 OA +..8&D...é. ..é&%.
00000430 00 00 E9 E3 2B 00 00 E9 F4 OB 00 00 E9 OF 1D 00 ..é?+..6é2...6..
00000440 00 E9 3A 1C 00 00 E9 15 OB 00 00 E9 92 1F 00 00 ’
00000450 E9 AD 2B 00 00 E9 38 2C 00 00 E9 81 21 00 00 E9 4.+ .68,..6.1..6
00000460 F2 2B 00 00 E9 9B 22 00 00 E9 F8 0A 00 00 E9 23 o+..¢é?"..62...¢
00000470 25 00 00 E9 20 2C 00 00 E9 23 21 00 00 E9 A4 2B %..é ,..é#1.. e+
00000480 00 00 ES 8B 0A 00 00 E9 24 1C 00 00 E9 9F 09 00 ..é?...é$...69.
00000630 E9 FB 08 00 00 E9 74 03 00 00 E9 69 03 00 00 CC é2...ét...&i...1
: hellowortd.exe SCEHBAE N 6401 B 86FH 2 ILT £5B—Pe&%

00000640 CC €C CC CC CC CC CC CC CC CC €C CC CC CC CC CC iijitiiliiiiingi
00000650 CC CC CC CC €C CC CC CC CC CC €C CC CC CC CC CC 1i1idiliiiiiiiiil
00000660 CC CC CC €C CC CC €C CC CC CC CC CC €C CC CC CC iitiitiiiiliiing
00000670 CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC 1iiiiiiililining
00000680 C€C CC CC €C CC CC CC €CC CC CC CC CC CC CC CC CC 111111iiiliining
00000690 CC CC CC CC CC CC CC CC CC CC €C €C CC CC CC CC itiiliiliiiiliii

00000850 CC CC CC CC CC CC €C CC CC €C €C CC CC €C CC CC 1iiiiiiliiiiiiini
00000860 CC CC CC CC CC CC C€C CC €C CC CC CC CC CC €C CC 1iliiiliiililill
: SCEHaHEA 870H B 9BAH Z (8] % tWinMain() e BUAITE S

00000870 55 8B EC 81 EC FO 00 00 00 53 56 57 8D BD 10 EF U?1.le...SVW. 2.2
00000880 FF FF B9 3C 00 00 00 B8 CC CC CC CC F3 AB 8B F4 92?1<...%11116%9?
00000890 6A 64 68 00 72 41 00 6A 67 8B 45 08 50 FF 15 CO jdh. rA. jg?E.P?.a
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helloworld. exe 88576 575 115 2190 1960
hideinfo, exe 245248 4540 908 19170 17354
inforemix. exe 254026 315 63 2651 2525
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