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Entropy of Characteristics Based Anomaly Traffic Identification Technique

XU Qian CHENG Dong-nian ZHANG Jian-hui CHENG Guo-zhen
(National Digital Switching System Engineering & Technological R&.D Center, Zhengzhou 450002, China)

Abstract The existing methods build a model describing normal flow characteristics which is used to identify deviating
flows. However, building such a microscopic model is challenging due to the wide variability of flow characteristics. The
distributions of packet features (IP addresses and ports) observed in traces which can be described by entropy reveal the
presence and the structure of a wide range of anomalies. A novel method named Entropy of Characteristics based Anom-
aly Traffic Identification (ECATI) was proposed. It utilizes entropy of characteristics to detect anomalies and analyzes
trafﬁé in anomalous time bins of which detector iteratively removes flows that seem normal. We measured the accuracy
of ECATI algorithm using manually labeled anomalies and anomaly injection. The results show that ECATI accurately i-
solates the anomalous traffic with only few or zero missed flows under over 89, 5% of average identification rate,
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1. Input; C={x;,%,,"**sx,} //the set of flow records
2. k: the number of reference time bins
3. i: the flow feature selected
4. Output; AH //the anomaly score
5. {dj }=E{x,}//Feature Extraction

%
6. Si:Azldij/ /the sum of packets with feature i
e

N d "
7. Hi=—421%§-ln(%i'-)// the entropy of the feature i
=

8.  compute ﬁl; //use the function EWMAQ)
0. aH—|H—I|
10. return AH
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16. end if
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