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Abstract Currently, many video surveillance equipments like cameras, DVRs,and NVRs support RTSP protocol, and
the number of buffer overflow vulnerabilities caused by the RTSP protocol is large and harmful. Therefore, the research
on the RTSP protocol has both application value and theoretical significance. The number of test cases generated by di-
rectly using the fuzzy test framework is huge,and the test process takes a long time. Aiming at the above problems, this
paper took the RTSP protocol of video surveillance equipment as the research object,and proposed a method which re-
moves duplicate sample set of the protocol basic block, uses the constraint relationship and state transition between pro-
tocol states to construct protocol state diagram,and dose deep traversal based on protocol state diagram. This method
reduces the generation of test cases and improves the effectiveness of generation. When the RTSP protocol is tested by
fuzzing method, the method of sending a TCP probe packet is used to determine whether the test target is abnormal. The
redundant part of the recorded abnormal test case is removed, which facilitates subsequent playback and reduces the
time, thereby improving the efficiency of vulnerability mining.
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9. Device_Alive=Device_Moniter(S_Device)
10, if Device_Alive==False:
11. Vul_Fuzz_ Testcase. append(Sequence)
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14.  end for
15.  Execute(S;. edge)
16.  Depth+=1

17. if Depth<<=Max_depth:
18. continue;
19.  end for

20.  return Vul_Fuzz_Testcase
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PLAY rtsp://192.168.12.143:554/playl. sdp/ RTSP/1.0

CSeq:6

Authorization: Digestusername= “admin” , realm = “8¢ce748c0316b” , nonce =
“10b0807bb13e63e07{81b1{de2866¢3f 7, uri = “rtsp://192. 168. 12. 143:
554/playl. sdp/”,

User-Agent: LibVLC/2. 2. 4(LIVE555 Streaming Media v2016. 02. 22)

Range:npt=0. 000~
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“data” .

“pieces”
[{“name”:“action”, “value” ; “PLAY" } .
{“name”:“*,”value”:* 7},
“name”:““,”value”:" rtsp://192.168.12. 143.:554/playl. sdp/”} ,
“nﬁn](‘” T i . ”Vﬂ]u(‘” T “ ”> .
“name”;““,”value” ;“RTSP/1.0"} ,

“name” :““,"value” : “\r\n”} ,

“name’ ,7value” . “CSeq”} ,
« »owi » » o« »
name” : ", ”value”:*:”},
“name”;“*,”value":6} ,

““value”  “\r\n”},

“ »
name :

{

{

{

{

{

{

{

{

{“name”:“*,”value”: “ Authorization”} ,
{“name”:“*,”value” . “.”},
{“name”.““,”value” : “Digestusername=""} ,
{“name”: “username”, "value”:“admin”} ,
{“name” . “*,”value” :“* ,realm=""},
{“name”;“realm”,”value”:“8ce748c0316b "},
{

,” value”: “’, nonce = "7}, {“name”: “nonce”, “value”:

“hame”, “*
“10b0807bb13e63e07f81b1fde2866¢3f “,”hanlder” ; “nonce_handler”} .

“name”: ““,”value” :“¢ ,uri=""},

name”: “uri®,”value”:“ rtsp://192.168. 12. 143 .:554/playl. sdp”} ,
name”:“*,”value” . User-Agent”} .

name” : ““, ”value” : “:”},

T
T
T
T
T

name”;: ““,” value”: “ LibVLC/2. 2. 4 (LIVE555 Streaming Media
v2016.02.22)"},
“name”:““,”value” :“\r\n"} ,

“name”;““,”value”:* Range”} ,

« , » »
name” ; value”:

{

{

{

{“name”.“*,”value” ;" npt=0.000-"},
{“name”:““,”value” : “\r\n”} ,

{

“name”;“*,”value” ;“\r\n”} ],

“name” ; “response_handler”,

“parameter” ;

L
blocks[ 2]. get(*data’). get(*pieces”)[0]. get(“action”) ,
blocks[ 2]. get(“data’). get(*pieces’)[13]. get(‘username’) ,
blocks[ 2]. get(“data’). get(‘pieces’)[15]. get(‘realm”) .
blocks[ 2]. get(“data’). get(‘pieces’)[17]. get(‘nonce’) .

blocks[ 2]. get(“data’). get(“pieces’)[19]. get(‘uri’)

3 Adesab 3 (play)
Fig. 3 Block processing(play)
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AR T 1
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R
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