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Abstract To solve the problem that the identity of information services entity(ISE) cannot be revoked immediately in

the cross-domain authentication systemsa revocable identity-based signature scheme was proposed. Based on the SM9
signature algorithm,a security mediator(SEM) was introduced to keep a part of the private key of the ISE. By termina-
ting the SEM to send the token to ISE to revoke its signature capability, the identity of ISE can be revoked immediately.
Based on this scheme,a new cross-domain authentication model for ISE was proposed by taking the combining advanta-
ges of certificate-based public key infrastructure (PKI) and identity-based cryptography (IBC). The proposed model is
not only flexible and efficient,but also suitable for constructing large-scale application environment of ISE. Meanwhile,
a cross-domain authentication protocol was designed to realize the mutual authentication with key agreement between

cross-domain entities. Analysis shows that the proposed protocol has high security and low communication and compu-

tation cost.
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