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Abstract

With the development and popularization of Internet technology. vulnerability and backdoor problems have

become the main factor of network security problems. The redundancy technology can solve the reliability problem of

system. Inspired by the idea of the mimicry defense, this paper analyzed the effectiveness of the heterogeneous redundant

technology against the security defense based on the vulnerability and backdoor network attack. On some assumptions,

this paper established a security model of heterogeneous redundant system based on Markov process. System security

was characterized by the success rate of system attack,and the expression of success rate of system attack was given. At

last. triple-redundant heterogeneous system was solved and analyed. The experimental results are in accordance with the

intuitive expectations.
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