A5 & 9 W D2 M- N 1 M = A < Vol. 45 No. 9
2018 4F 9 H COMPUTER SCIENCE Sep. 2018

—MHETEMHSSEEMER S XACML REEHFE

HEE BEAFER REF % F
(THA¥HELF R IRFR WH JTH 475004)
(THAFITENESRETR SR W JFH 475004)7

B E GREANRBORBESNATRRELAATRRYP O —F EL5 X, Hm3 A5G LSBT, 48 B W
HRHEBARG P RARRBTATERE AR EHAF T ARG TET R, 25 ARG T ARG IFERLE 2
KR e vk AR G Bk BT AR LI 8 R AR, 4t st bR #E, £ 5 A7 XACML (eRxtensible Access Control Markup
Language) # & 4% & 69 L sk £ A A B RAEFEfe £ B 5 A7 .3 — AR T B 5 R4 KA £ B 548 XACML &
ws 3 30 7 ik, VAR Y R TR AE AR BT A9 ML IS Aok B, % 5 k15 T ILA Context Handler 49 2L 3 i3 2,38 e T — />
FE AR R EZRT P AR REAAANBERAR 5 E A ARy EAEES RS Gk S Y
A7 F AR R R R £ N L R G AT G AN SR A AT IR B, 3 B R R AE AR, RGBT R IRE T TR T K

WA RO,
XKW XACML.EWEREM. R 5 E . L2 54
FEZESES TP309 XEkARIRAD A DOI 10.11896/j. issn. 1002-137X. 2018. 09. 037

XACML Policy Query Method Based on Attribute And/Or Matrix and Type Analysis
HAN Dao-jun"* YUAN Wan-li¥* DUAN Xiao-yu* ZHANG Lei’

(Institute of Data and Knowledge Engineering, Henan University,Kaifeng, Henan 475004, China)!

(School of Computer and Information Engineering, Henan University, Kaifeng, Henan 475004, China)?

Abstract The description and execution of access control policy is an important way of information resource protec-
tion, which affects system’s operational running. In view of the poor efficiency of evaluation,some researchers have pro-
posed the policy evaluation methods based on attribute cache and reordering, which improve the efficiency of policy eva-
luation, but they still fail to solve the problem that the policy evaluation needs to traverse all relevant rules. To focus on
this problem, after the analysis about the characteristics of the XACML policy description, a XACML policy query
method based on attribute and/or matrix and type analysis was proposed in this paper,which can reduce the number of
matching during policy evaluation. This method modifies the processing of the existing Context Handler,and adds a pre-
processing phase which will match access control rule. During the preprocessing phase, the discriminations are calculated
for each rule attributes. The irrelative rules for current access control request can be filtered by the attribute and/or ma-
trix and the discriminations. The proposed method can improve the efficiency of policy evaluation by matching the fil-
tered rule set. Experimental results verify its efficiency.
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Table 3 Inquiry times of different schemes
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Fig. 2 Diagram of information filtering process
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