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Mobile Location Privacy Protection Based on Anonymous Routing
XIONG Wan-zhu LI Xiao-yu
(School of Information Engineering,Zhengzhou University, Zhengzhou 450000, China)
Abstract To preserve the security of mobile location pravicy based on location services,a mobile location pravicy pro-

tection model based on anonymous routing was presented. This model makes every mobile node as a forwarder and uses
rerouting to select a route. It uses random selected mobile node as first forwarder, queries issued by it are firstly en-
crypts with public key of the location information server and secondly encrypted with the public key of first forwarder.
Then mobile sending node sends it to first forwarder. The first forwarder receives it and decides next hop which is either
location information server or second forwarder, the first forwarder firstly decrypts it with private key of first forwar-
der,then secondly encrypts it with the public key of next hop. If next hop is second forwarder.it does what the first for-
warder does until the location information server receives this message. Theoretical analysis and experimental results
show that the mobile location privacy protection model can ensure the location privacy of location information server and
any forwarder node can acquire mobile nodes,and it can realize the location privacy protection of a mobile node at a low
price. Moreover, forwarder node can be any node in the mobile network,so this model is robust and can’t fail due to the

faults of some nodes.
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Fig. 1 Anonymous router model
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