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Improved Data Anomaly Detection Method Based on Isolation Forest

XU Dong WANG Yan-jun MENG Yu-long ZHANG Zi-ying

(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001, China)
Abstract An improved data anomaly detection method namely SA-iForest was proposed to solve the problem of low ac-
curacy , poor execution efficiency and generalization ability of exsiting anomaly data detection algorithm based on isolated
forest. The isolation tree with high precision and differences is selected to optimize the forest based on simulated annea-
ling algorithm. At the same time, the redundant isolated trees are removed,and the forest construction of isdated trees is
improved. The method of data anomaly detection based on SA-iForest was compared with the traditional Isolation Forest
algorithm and LOF algorithm. The accuracy. execution efficiency,and stability of the proposed algorithm have signifi-

cant improvement through the standard simulation data set.
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Table 2 Experimental dataset features
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Table 3 Corresponding AUC values detected on different data sets

HIEE SA-iForest  Isolation Forest LOF
Breastw 0.98 0.92 0. 84
Diabetes 0.93 0.61 0.55
Unbalanced 0. 87 0.57 0.62
Hitp 0.99 0.89 0.75
Shuttle 1. 00 0.73 0.58
Pendigits 0.96 0.77 0.50
Messidor_features 1.00 0. 85 0.52
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Table 4 Execution time of three methods on different data sets

AR E SA-iForest/s  Isolation Forest/s LOF/s
Breastw 0.11 0.23 1. 14
Diabetes 0.24 0.29 2.07

Unbalanced 0.27 0.38 3.63
Http 8.83 32.67 9186. 15

Shuttle 3.21 9. 36 736.08

Pendigits 1.40 4. 88 376.12
Messidor_features 0.89 1.16 4,54
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