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Abstract This paper proposed a spectrum-aware secure opportunistic routing (S2ZOR) protocol against the dynamic
characteristics of spectrum and the potential selective forwarding attack in cognitive radio networks. During the spec-
trum sensing phase,the availability probability of link among cognitive nodes is analyzed by modeling primary user ac-
tivity. During the routing selection phase.a trust management model is exploited to examine node’s reliability for packet
forwarding,so as to select relay nodes with high trustability and ensure the integrity of data transmission. With the local
information,a comprehensive routing metric called the expected throughput, consisting of link availability probability,
link quality and node’s trustability,is computed. On this basis, cognitive nodes can opportunistically select candidate

forwarding nodes and the corresponding data channels. Simulation results demonstrate that S20OR can well adapt to the

dynamics of spectrum.result in higher throughput and reduce the impacts of malicious attacks at the same time.
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Fig. 2 Transmission process in each hop for data
3.1 SRERAIE B

R T ARER S R AE I, TR & 26 AR N, R RE R I
A e R B AU S O K R B A S R S A R AR TR
WL TEIRAVBE (5 8 2 T, N B SR CCC ) iR B i
K4 B SNSINV (Sensing Invitation) , LA B 1F H Al =5 &5 78 it 35
i) ) 3% A5 B A F 8RR . SNSINV g & N, K D 19 815
B AR T R X S AE BT LA A A A O R R R



168 R OB R

2018 4F

WA BRI R I N, BT H AV . SNSINV BB
B A% B e DA 28 08 W T 22 ik 4 A/l 9 B e (CCSMLA/ CA) BIL AT

T 7E— AR AL e 1 R fEE A T4 A 3% A5
ZHRL AN PU RSN, A% EEFEL IFEAT
— B B 8 Fid 12

3.2 HUKEEME

TJH:FJAIEQ,N T BN AT S T — Bk R
SR SRR RIR PRI 4 T AR I B S R AE IE A
N, @Iﬂ”ﬁuwﬂﬁfh%%mlﬁﬂ?/ﬁﬁ RTS, — H I # RTS
TSR A e 1 SR AT 4% BRON, 48 01 S8 B 1] & A
BLCTS, fhoeds . [ 52 T B0 B0 ke e ) b 4, 8 A 2 [
B o B AR SRR RO E R T, H BB CTS
HE . REEHMER % RZE LK% CTS MIE., N, Bk
P foc S 0 B I R 7 s VR T — BR A R A, Wb SR AL T
F—Bk5 T —BkrRF U, WS N, B BT ] R AT
B UG A I v A T A6 S 1T A 0 [ 380 5 — B B R
G I8 1) B AR £ 3
3.3 HBERANE

— EURf 58 G- 7 UM 23 R I8, NG BRI E AT B0 1%
i, At B L PU B — 5 I E B g o0, N,

TR AR 0 T A G L R R U4 B A s TR E

UL, IR B Bt AR . MR R EIRBRA T
— K B0 INE5 ACK B, 0 3% B B0H8 1% 5 LT, (R 78 1%
Wi B v 388 A7 A — 2 gl W BCHE % B 1) B AT O L L An TR AR LK
T e Y, IRIR Ty MORR Ry ik B ks T AR
PR H R A B S T Bk USRS R L Ry

bt

SO ) BOHE L I A U S B O3 B L X R T R
A SEREE o B XY AT M R e L o R UM L Y By
Tﬂﬂ?ﬁﬁ,RTmeUHﬁ AL TEAT O Y A A B R A I
e TT i 45

4 HHEBRMZEHSER

B F) CRN 7] FIE 18 8 2548 fL R AR SCR HT S )2
BV B 7 150 B0 15 18 5 e R AT I e L DA
PP PERE . TEAF A 2R AR CRN H 520 B PR RERY
HEARZ , NfFHE ﬁﬂ%ﬂ’]%tlfnu B BT R DL e T B R]
FEPESE . O T HRAE 9 255 2 09 S PR PR R A T TR S AT R
mkfhﬂéﬁﬁﬂig,ﬂiil&ﬂrT Aé’?%ﬂhﬁﬁﬂ%ﬁﬁﬁﬁﬂi
FETTRY) » LA 5 — PR Y i 46 P REIF 15 S I 1 9 s 4R 1Y
g,

ETT(R;)= X B, *

N, ER!

H Ry FaRTWH N, FEE C, LAY — g% i & 4k
&.B, #RfFHE C, MRKEGHEER. A XX N, §N; 2
B 4 % 25 40 3R, AT DL A A T S =2 ) ks B o O i
ST ER TG A5 RN, 5146 T, (0O Fos i ¢ i %)
RN, XN WEAERE, Q) Rm N, HE T AN, AlfEE
C., & B0 i) B fi nT FAE SR L 40 31 F 3R A 5 8 5w xle o
it PU I 3h % B8 1% i (1 e i
4.1 $EEET AR
8% PU (& i $cd {75 i

(A—2) = Q « T, (D) (D

) IR g o S7 TR] 45 2000 A1 1) ON/

OFF A= ON FoR 538 8 PU (5 S eI 50O 1) DL 32
AZAFIE s OFF RaRFiE 2 W, BI%A BB PU JE 3, 55 800
DURBIL o PO S8 AT SO A5 e . FIAE 53 50k o, R0 L, B 38
BABENLE &V, FIL, EMR{FEC, 4T ON, ()FF«H:PKE’J
PSRt fa], M5 C, U RRel 2 WA BESR po . pla TR RN
pr=0./(v, +1)
pi=L/ (o, +1.)
(1) B30 33 )3 R B B
TEST I N B B L B

(2

— AN 13 I 8 G I R Jek
HERUETE . M43 E N, B RE G I 25 BN (5 38 C, B, 4G
BER pa VS IRE SR pro W& XA : py.=Pr(D, =
8. |Hy DM p;..,=Pr(D, =06, |Ho..). H.D, 50, 55
FEoR KD B A RE AR TR L Hy L, 5 H,, & XHEIE C

TUBRELE 2 IR . pa... 28 — AL B 0915 3 Bl IE 0 A
TR A AE R s IO 2 — > a3 DR A 3 358 0 O 0 ik 14
HERISMW ST S N, 5 iRl C, /Y] AL R B 25 1§
{538 C, B E BRI R S pr

pi=por s (L= pyi) 3

BT CRN 5 38 (9 3 75 m] FE L P 1 A 22 TR 8 538 15 AR AL
SRR BEEAL. B 5EMNMEETTEESG S, Bty
JZ A R A5 A e AR B S L2 N 5N, FEMRIE C
R SEAE R AE BT AR A g

qi = pi ¢ i 4

(2) " 4k B o Bt

*ﬁﬂ”%éﬁ#:_iﬁé%ﬂﬁ/*éﬂ,w o B 25 WAFE 2 5. 2
FELARET APk R — BRI BRSBTS R
T}E&‘IHJ\_*IEPHﬁwﬁﬁW{m' 18] PU {55, W A] DL 4% I 35 52 A9
AEHIF BIE CTS 4B . By s b s g7

BT A N S RTE 1 AN EESA T RN, B
L2 oA T — Bk 1 05 AR QT E i =0 (5) 1551,
qi » j=1
Qi = Land (5)

g+ HHA—p, j=2
u=1

4.2 TRERE

R T U/ A% i A AR v Y R A B R, AR S
FHME RS AT X N A48 a0 AT TSt % A, 78
AR AR AR SO R R B T AR L 0~ 1
22 1] (8 51BN 20 A BE AT B Ak S PP Al 3 e 0y R R
TR W 54811, R beta {55 RGEM G ¢ BF 2 N, X 4B
JEI RN, BOEEE T, (0. 7 8 FAT (R 8 R 7 & 5
A, 100 T A e O S R Y AR R R . T RLR
W (9 “ Watchdog™ ™) Wi 42 4 AR W 6 R AT . SR N,
IEAEXS N, ST W I, I N e Uil e e 08 B 4 17 0 X
F N KRR AT, eI E LN AR T N, I
B TR 2 B0 L8009 B3t N, BT B R B A B TR B B
JG R beta 4375 bR ECTE BN 5 04T o 1 AT SEPEAL T

beta 43 A58 5 KRR — D 0 EMAME MR, FE
HZE . p AT BRECR R R N 6) TR

I'a+p)

" (A= p)F! (6)
I'(e) 'F(ﬁ)p b

f(pla,p=



10 1 T

% A DRI TE R HL 0 46 0 0 R 22 A L2 i oh I 169

H,0<< p<1,a>>0.8>0,
beta 4377 (1 A8 3 B3 2B an =X (7) B

a

at+p

ST IR XL X)L s B F AR XORIX B
WEL, WX DR o F1p HEATEE F M X R
BRI LLRR DT B AT BRI R AR p Ron X B
HE=R

E(f(pla.p)=

D

a=s+1.,p=f+1 (8)
(D BHEAFAE VIS

TE CRN A 41 U R BG4 1947 S B VR ST ) 43 A1 14
WA N, BN ) m R — Bk & RO =R il
R X AR EERBARA SR X, . A IR
N sy B 43 0l 3R S0 38 ) ok B B e R R B A I R
P 10 =5 I S48 R MR AN beta 434 B R ML TFE N, Xt
N, B EPEGTE T, (o BV 05 N, Sl % K& 500 62 0 i %
W, (O P

, s +1

T, (D)=—"—"7— (€D

sy T fi T2

(2) ] # {5 A PPAY

BT HH A5 AR T Al b, 7R SCIE 25 18 T 58 =07 1 R 315 AT
AL, R R N, KR A R4 38, TGEE IR N, 5 N,
2 [B) L W A B IR, T L A A = O B TR B HE R T N
AT AT A . F N 5 N, Z B kA7 0 Bl 1% L OF B
N AbF N g —BRAZ R BN 0 N, T RN NS 915 4E
PEAGEA 4 NGB N, NN, Zh3RECE F N, 0 8] 322 7
B, MBI SR AR B SR B SO IR BT W A B0 B
M 0 W SR AT O IR B Ay T G A AR A FEATL R 9 fH e L
A HEAF AT PG T (o) Bt 0 200 2% 857 = O 5 450 1 vl {5 4T 22
BRI

T/,/,»(r)=i' >

n N €Q NN, €Q;

Hobon ZoRER G N, 5 N, BR800 N, 88 Ty (o
FoR N M N, BEEEME.Q #a N, AR SES.

O fFAEEH

ST (DR N XN, BEFEREE, T, (OR" T —4
WEmE N N, XN EE A FE T, (O Ty (o R
FEOHET AU AT AR AT LA T AR ) DUOK ) R B AT 5 F AT
BB AT a2l (1D iR

T, G+ =we+ T;(D+A—w) « T; (0 an

T; (D=8 TH(+0—8 « T (o) 12)
Hol o fll o ALTE BRE0<w<<1,0<C6<1, 35 M5 W1 b4 {5 4F 1
Ty (0)=0.5, T 7 53U 1 09 5% K AT g % A7 AT A 09 A
PP R R, — ek o B B AE 0~0.5 Z 1],
4,3 EEESHEE

S 0 PR AT R e Sk b BE R A R R
BT A S e S Ak N — Bk . SR IR SRR RE S R 1L
TR BE 4 25 W/ B A% i B, T EL LA G S 25 4R S R R
FY 6 Eh I T B AR B . TR NG AR RN,
FrRedR i BE R G 25 A,

Ay =dp—dp a3
Hod,dop Ml d i 43 378 N N; B H B9 5 D 2 18 i L

T ()« Thy (o) (10

BB, H dp= V(xi—ap)'+(i—yp) +(zi—2p)? s (s
Virzi) s (Xpsypszp) AN F AR N FlD WA b5 . A SC R AR
RS DR 2R B A e p e R Y P Y L i P Y A RN O g
VBT ST BL G SE 90, I RS MY A5 B B ke B AL A A S
Fio AN 3 BRI N, RN, SR NP A T A
BT Ay =>Ay AT, N, BEAE R ML B O BE B 0% 25, Lk N, AT LA
e Se e kBt o4 .

B3 N5 N, Ng 2 006 8 1 26
Fig.3 Distance advancement between N; and N; s N,
4.4 Eikigit

S20R WF5E M2 Z Bk CRN T A9 6 el 26 5 [a] 81, o0 38 & o
) vty 11 10 24 M BE L % B Ol R — Bk Y R 6 Y AN s O e 1 4%
VEBE I, B R TN, AR A Q, Pk iR
AR R AR FIBEEE C M AR R R —
BRI A LR ETT(RD),

HARBURAERN RS 5 C i B 77 vk k02 94T 55 26 14
WA SRR T 5 A T AR Ak Y S BT AL A IR
B — R A TR AR B I B ek R LR R R AT e AT
WM RS 5 C o WA m MEER 0 ASEBJE Y 8 7E T 4k

n

W BA £ RS 5 - Hon -Elnl/k! .
=V BEF R EA RSB REN RS 5C . M
ToFRIG IS 55 2 W RAT 55 B R, A By S AR ST i T
BB T SR R R ISR 1 R .
BRI RSN

Input:C sN;,Q;»r

Output:C" ,R/"

1.C" <0,R; <®,ETT, <0

2. for each C,€ C do
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4 while (Q; 7 ®&. & |R¥|<<=1)

5 for each N; € Q; do

6 R<R;" +Nj,sort R according to A;
7. if (ETT>ETTthen //#H#EX(DITH R ETT
8 ETT,<ETT,N.<N;

9 end if

10. end for

11. R¥<-R¥f+ N, sort R according to A;

12. Q<0 —N,

13.  end while

14.  if (ETT,>ETT,,.) then

15. ETT, < ETT,,C" <C,,R{" <R}

16. end if

17. end for

18. return (C* ,R{")
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Fig. 7 Change of average throughput varying with PU activity
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