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Algorithm for Authenticated Hash Join Processing in Outsourced Database
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Abstract In outsourced database, authenticated join processing is more difficult than authenticated rang queries because
the previous approach for signature on a single relation can not be used to verify join results directly. This paper provided
two kinds of authenticated hash join processing algorithms, which respectively compute hash functions by database serv-
ice provider and by client. These two methods were described in detail and proved to guarantee the authenticity of join
results, The analysis of the performance was presented with respect to cost factors,such as communication cost, server-

side cost and client-side cost, Finally, we experimentally compared the two methods on the running time of server-side

and client-side in different parameters and summarized their advantages and disadvantages in the application.
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