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Analysis and Design of ICS Information Security Audit System
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Abstract At present, Industrial control system(ICS) is widely used in electric power, transportation, water conservan-
¢y, large manufacturing industry and national critical infrastructure. ICS has become the important part of the national
security strategy. However, the traditional information security technology(such as firewall technology, intrusion detec-
tion technology,etc. ) has the different technical principle and the different network protocol, and doesn’t have a good
protection effect in ICS. In order to effectively improve the Industrial control system information security (ICSIS) pro-
tection, based on the specific data and protocol and the highly real-time requirement, this paper designed an ICSIS audit
system, which mainly includes data acquisition module, content detection mo-dule, abnormal behavior judgment module,

behavior handling module, audit response module. The testing results show that the ICSIS audit system can comprehen-
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sive audit the ICS,and the use of ICSIS audit system can greatly improve the ICS safety protection ability.

Keywords Industrial control system, Security audit, Abnormal behavior detection
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