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Research on Secure Access Control Mechanism Based on Secure Domain Separation for Embedded Systems
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Abstract Based on secure domain separation model, the research in secure architectures of embedded systems proposed

a method of the secure access control, which supports multi-level secure separation of information stream with the mes-

sage router between partions and messages authority based on the secure partition kernels, In order to implement the

multi-level security embedded operating system, the structure of the secure access control mechanism was presented ac-

cording to the secure domain separation model. The security analysis results prove that the proposed method can keep

from security threats includeing illegal resource accessing,identity personation,information revealing and cover channel

etc. The perfangmance analysis results show that the synthetical comsuming is about 10% with importing the security

access control mechannism,
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