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Slice-based Method for Dynamic Inference Control in OLAP

ZHOU Cai-xia CHEN Qirmai
(School of Computer, South China Normal University, Guangzhou 510631, China)

Abstract Aiming at the problem of sensitive information leakage in data warehouse and OLAP system,and the existing
inference control methods are based on date cube ignoring the fine-grained slice reasoning. This paper presents an infer-
ence control method based on slice. This method refines inference granularity to slice and deals with each query corre-

sponding to slice grid, which can prevent a single slice of reasoning and increases efforts to the protection of sensitive in-

formation according to the judgment of the slice grid dependencies’ inference channel.
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#1 4 Dim = employeeDim, W AttrID} = depart-
ment; 24 Value = { department, , department; } B}, GetValue
(AttrIDY) | atie—vae T 7 B THEXT FR 1] IR R depare-
ment, ydepartment, WJ{H.
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= {department, sdepartment, } , W GetValue(AttrID}) = {de-
partment, , department, } , AttrIDReduce (AttrID} ) = { em-
ployees; <department, <branch, <all, employee, < depart-
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A : SCrequest 5

¥ i : prevent) or submit()

Cupcrte

1. B—P¥IBr ik, Base. Add(SCrequest) //HEBTE M EI A A B
B,

2. prevent() {
if Jinference { prevent access; DynamicTarget! {J = {sc: sc <

SCrequest 3 SClequest \=SCrequest ; Target U = DynamicTarget ; Base.
Update((I" , SChequest » Source! , Target', DynamicTarget') ; } }

3. submit() {
if noninference then{submit to OLAP system; SClequest () = SCrequest 3
Base. Update((I™, SChequest » Source', Target’, DynamicTarget') ;

4, get SensitiveObject by Subject;

5. format all slice-lattice I'Swbiect by SentiveObject; get TargetSubiect =
Targe(SensitiveObject; get SourceS®iect = [Subiect\ Ty rgetSubiect ; Bage,
Add (TSwbiect, SourceSuiest, TargetSbiect ) by each slice-lattice in
[Subject ;

B Ek.

Begin:

Stepl  If SCrequest & Base TargetSwbieet then return prevent();

Step2  GetValue(AttrID) by SCrequests //3RECS BTV K40 {8

Step3  if ¥V SCrequest € I then goto Stepd; else { if I SCrequest €
[Subiect
then { if I SCregues: [ Base. TargetSubiect=,
then{ ADR= AttrIDReduce(AttrIDi); Format all slice-lattice
[IADRI by ADR;
If TIADRI i Base then goto Stepd;
else if SCrequest € PHADRI then { if i value is new //MMR B4
WFERTT %
then { get SensitiveObject’ and SensitiveObject’ by Subject
and I';
get Target! = Target! (SecsitiveObject! ) ; get Source! = I\
Target;
Base. Add(Target', Source)) //EHTFE , B B AR FHE
return submit();}
else{set Target! = Base. get(Target'); set Source' = Base. get
(Sourcel);}} }
else return prevent();}}
Stepd  if (Apex Cuboid € Target’ or Source™= = @ or SCht..:

Targetbsc£¢® then return prevent();

Step5
Step6

if GLB(SCh5.oc) = then goto Step8;

if Target?= () Above(GLB(SCk5s:) )7~ then return prevent
O3

if DR=DynamicRoot(SCh%zs: » SentiveObjectt®se) = ® then go-
to Step8; else return submit();

if DB=DynamicBasic(SCh8.) =@ then{ if | SCi%es (V1 DB| >

1| then return prevent();else return submit();} else return

Step7
Step8

submit();

End
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={8C, , Readdenied} ; SSC, ={SC; s Readdenied} ;

(DELAEL  Securitylnfo={SSC; ,SSC; , SSCs } 5

(5) ¥ Authorization(Object, , Subject, Securitylnfo) .
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SC;} ;e ={(D: T* UI* UT*}; Target*™ = {¢:¢: € Target"
U Targer® ) Target® } ; Target = {sc: sc € {sl; si< Sensitive-
Objbect; }}, B i=1, 2, 3; Source™* = {s5: s € Source’ U
Source® \J Source® } » Source' = {sc: sc € "\ Target' ) , P i=
1,2,3;Base. Add{T%* , Target®** , Source>*}
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