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Formal Design and Verification for Typical Security Gateway

WANG Ruiryun  ZHAO Guo-lei  CHANG Chao-wen  WANG Xue-jian
(Department of Password Engineering, The PLLA Information Engineering University, Zhengzhou 450001, China)

Abstract Security gateway which is designed in experience usually focuses on function implementation and is usually
not designed according to security model. To solve this problem, we proposed a method of formally designing and verif-
ying a typical security gateway. Firstly, we designed the typical security gateway’s security policy according to its secu-
rity requirements, Secondly, we formally modeled the security policy and verified the security model’s internal consis-
tency by means of BLP model. In the end, we verified the consistency between the security gateway’s functional specifi-
cations and its security model. To make sure the reasoning procedure’s correctness, we used the theorem prover Isa-
belle/HOL. to formally describe the above work and help us deduce, Our work ensures the security of a typical security
gateway in terms of its top-level design and plays certain referential significance on formal design of security gateway.
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3.1 Isabelle/HOL 2 %452

Isabelle f&— > SC B % 88 2 X 4k 0038 FH R 4, Isabelle/
HOL £ Isabelle 7 i F HOL(Higher Order Logic) B 1L
255, KRB 4 AR (functional programming) i 77 24212t
REAMBIEALE, HOL 2—FIRIZ 4, K EF & (type
variable) Al A a,'b 23R KRR IR (term) 2 a TR
A o REA 0 W, —MAY HOL S04 28 R4aT H datatype
B UWE R & B2 8 % datatype LEVELi= low| high |
middle, B/ R & HIH 3 F& 5 low, high 1 middle & ¥,
B X —A BRI 4 5] type_synonym 4, 1l type_syno-
nym LEVEL="* LEVELi x LEVEL{f” % /8 LEVEL &3 &l
LEVELi x LEVELf g5 ., #1363 10 % X v B definition
A, WE XA KE BN definition flow:: “(LEVEL x
LEVEL) set” where “flow=={K. fst K=snd K}”, K
Us. Ps)" X T — B E . HITAMGER R IBHAKX P,
75 B E U AT 52 LT FH consts 72, INAE X IE BR R Aty £
44 consts obj_active: 1 “OBJECT set”, 75 B 57 0925 B i R
JnhsE o] A typedecl 54, ANET B Z R AN typedecl OB-
JECT. F/RBHET FIF64 axiomatization ¥ &M B y—
DA IMEHERERER S CMBEERES AHL axi-
omatization where obj_not_interaction [ simp | “obj_active )
obj_zombie ={} ”
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K1 7B R 2y R 2 K s, B 18 Formal
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theory Formal Model
imports Main
begin
typedecl OBJECT ( % & L& %)
typedecl SUBJECT ( » 58 X F4% =)

datatype LEVELi = low| high|param ( * & X FRE %5 x )

datatype LEVELf=out|inn|ok | {1fi| f1tf|{2fi| f2tf ( = & L uEg
)

type_synonym LEVEL=" LEVELi x LEVEL{”

datatype RIGHT = obs|alt ( % 5 AR =i%| 5 x)

definition flow::“(LEVEL » LEVEL) set” where"flow == {K.
fst K = snd K} U {K. fst(fst K) = param} U {((low,inn), (low,
1)), (Uow, f1tf), (ow, {1fi)), ((low, {1fi), Uow, {2tH)) . ((low,
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f2th), (low, f2fi)), ((low, f2fi), (low, ok)), ((low, ok), Chigh,
out))}” (x & LA B )
consts obj_active: : “OBJECT set” ( * & UIGREAKES »)
consts obj_zombie: : “OBJECT set” ( * 5 X E MR ZEARMES %)
consts subj_active: : “SUBJECT set”( * & XiGE R FIKHEE =)
consts subj_zombie: : “SUBJECT set” ( x & X EMBE IR ES x)
consts origin: : “(SUBJECT * LEVEL)set” ( * WP EARFEA L * )
consts c_level: :“(SUBJECT * LEVEL)set” ( » 1% BK 4K 24 AT 4%
GIED)
consts clasf: : “(OBJECT % LEVEL) set” ( » I % Bk 7 14 {5 % 2%
) %)
consts c_access: : “((SUBJECT * OBJECT) x RIGHT) set” ( x F
ﬁiﬂgﬁi%ﬁlﬁigﬂl@ *)
(% % % % % % % % % % % x/0FHI/F % % % % % % x % % % x %)
obj_active () obj_
PO TRRERE S SEMBRE AR ETERNE )

axiomatization where subj_not_interaction[ simp]:

axiomatization where obj_not_interaction[ simp ] : “
zombie= {
“subj_active
subj_zombie={}”
definition subj_objl::“(SUBJECT * OBJECT) set” where “subj_
objl == {K. 3m. mEc_access \fst m = K Asnd m = obs }” ( %
F A B AR (EEXEROERE x)
definition subj_obj0::“(SUBJECT % OBJECT) set” where “subj_
obj0 == {K. 3m n. mE€origin An€ clasf A (fst m ,fst n) = K A
(snd n ,snd m) € flow}” (- A 5L 1 I 1] 44 B A H A5 B
B (CERXFHOES *)
axiomatization where obs1{ simp]: “subj_obj1<subj_obj0” ( * {5
F AR AR R4 th AR TS BER 5 B 3= A [ o 15
BN R A RS B, XA BLP BRI B T B2 2 Rk * )
definition subj_obj00: : “(SUBJECT * OBJECT) set” where “subj_
0bjo0 == (K. 3m n. m&c_level A\ nEclasfA (fst m ,fst n)=KA
(snd n ysnd m) € flow }” Cx ZUARAYTEmE R T 1 34 0 24 R0 450
AR (ERXEROES *)
axiomatization where obs2[ simp]: “subj_objl & subj_obj00” ( x 0
SRR B A SRR R 4 I AR A T 31 3 2 AR Y 24 BT 20 )
5 BT R A AR B, X R BLP BRI Ay « -JRME * )
definition subj_obj2::“(SUBJECT % OBJECT) set” where “subj_
obj2 == {K. 3m. m€ c_access A fst m=K Asnd m = alt}” ( * FEfk
SHEEA BRIRE (FER X EROER *)
definition subj_obj000: : “(SUBJECT % OBJECT) set” where “subj_
0bj000== {K. 3m n. mé& c_level A n€ clasf A (fst m ,fst n) =KA
(snd m ,snd n) € flow}” Cx FEPA A 27T H A I 1) 2 1 19 18 B 231
BEM(ERXEROES )
axiomatization where alt[ simp]: “subj_obj2Z subj_obj000” ( * 15
AR B AR BAUBR  IB4 H AR 247755 ) 2 A 10 W S 1 5
SR B A B, 3R BLP BRI Y = R %)
(% % % % % % % % % % xPAEFAF % % % % % % % % % % % % %)
definition get_access: : “SUBJECT=O0BJECT set =0OBJECT set =
((SUBJECT * OBJECT) * RIGHT)set” where “get_access ss 0o_
obs oo_alt =
(let subj_obj3=
subj_obj4=
in (
if (ss€ subj_active) A (oo_obsCobj_active) A (oo_alt&obj_ac-
tive) A (subj_obj3C subj_obj0) A (subj_obj3 < subj_obj00) A
(subj_obj4=subj_obj000)
then
c_access|J subj_obj4 X {alt} subj_obj3 X {obs}

else

{ss} X 0o_obs;
{ss} X oo_alt

c_access
)
)7 R A S8 (ss € subj_active) A (0o_obs& obj_active) A
(o o_altCobj_active ) A (subj_obj3& subj_obj0) A (subj_obj3<=
subj_obj00) A (subj_obj4Z subj_obj000) , AIf 4 RAL KL , 75 W] Wk
ARG * )
definition creat_object:: “SUBJECT=OBJECT set = LEVEL =
OBJECT set” where “creat_object_ok ss 0o nn =
( if (ss€ subj_active) A (oo [ obj_active={}) A (o o[ obj_zom-
bie = {}) A(FK. KEc_level A (fst K = ss) A {snd K} X{nn}C
flow)
then
obj_activelJ oo
else
obj_active
)” ( x WS R 55 (ss€ subj_active) A (oo [ obj_active={}) A (oo[
obj_zombie={}) A (FK. KEc_level A ({fst K = ss) A {snd K} X
{nn}Sflow) , HE 4 BIEEZ A& oo BTl I )
3.4 REEBANIP—HMEAUERA
A B — Bt e Eﬂiﬁ'ﬁﬁ—‘/\ﬁfﬂ%ﬁ“ﬁﬁ‘iéﬁﬁﬂ
*-J@ Yk, TR 8 — AR A ERE R 3.3 W 5 M
B, LIBRAE get_access A, 7{33 Isabelle/HOL 9 E SHiEBAEN T .
lemma “({K. 3 m. m€E get_access ss oo_obs oo_alt A fst m=K A snd
m=obs}subj_obj0) A ({K. Im. mE get_access ss 0o_obs oo_alt A
fst m=K Asnd m = obs }Tsubj_objo0) A ({K. I m. m& get_access
ss 00_obs oo_alt A fst m = K Asnd m = alt }Ssubj_objo00) ”
apply (simp add:get_access_def)
apply (simp add: Let_def)
apply (rule conjl)
apply (insert obsl obs2 alt)
apply (simp_all add: subj_obj1_def subj_obj2_def)
apply auto
done
Herb, apply /R (f FH AL B UE B 0 5 | B A E B AT
Wi 5 i simp 7 ¥ F B ARARIE A 65 AT R IT IR 4
a7 s R4 rule UEBA 77 1 %% F H b FH A BT AR CconjD) 5
# ] insert 77 ¥ AEFTA T H b5 36 A E 22 obsl, obs2 fl alt
Ve R R s auto R E LT A F HAR JFIRIEC A4
WHIE ST RKIE.
Isabelle B IEZE R A 2 frx. “No subgoals” i3 B
IsabelleJ8-iE 3% 4 58 8 , A AFFEAE ] ARERA B‘J? [ER S

PTG A i P S

hﬂ?«&\i@i ﬂi&““"

Ko dee . 00

e ¥ creat oniect 83 00 N0 =

af rmmj active) 7 (o obj_active = {})/ 71 obj_zombie = {})
c.lavel A ifst X = ws) A («n) q‘m) flow)
A*J.uctl.va G oee
obj_active

Lenta *({K. 3%, REGEt access &5 00 obs 20 alt A fstw = K A snd @ = obs } T subj_objo)
. 3 ﬁ“:e&nn‘vwﬂtnmnvlﬁ”l ‘obs } o subj_objes)
.:’-\ﬂt_lc(-tnooob‘wi\l fstm =K % snd .= alt }o subj_objoeo) *

Q\ a9ty (insert cbsl cbs2 a
apply (simp all s st P

R B S G

& 2 Isabelle BiF45 3R (—)
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B 1 AT%, 22 W B SR HE SR h 2R A, AR
BB S A FTIEE. R A BRI SRR T gE L4 5
LEMRIE—BE T L RIE. R RE, A ST LT
TR ) AR LT RE AL 24 5 e A — BB UE T vk

B4 R 2 T b i, 1R BB M 2. Xt
FH—IhEE, e 5w RUZ DI RE M BLR K HAE W R GER £
& module_name) , A BAR WAE A F /K GE N F &K data_flow_
name_l,data_flow_name_2,++,data_flow_name_n) , ¥ £ 44
M EARBAR o 2R dd, dd BUE D B 2 BB B
PLE AT LU B S RE LA 7E &2 2R B i A “ F4K module_
name $F &K data_flow_name_1,data_flow_name_2, -, data_
flow_name_n A dd #FR”, 2k /5 Fl H Isabelle/ HOL ¥fH 4T
A FR, AR,

WE 3 Bi7R 4 TIRE A T Uk A KB, LT
BEMRBIHLR IR SR XS B AR TIENE R d_d. 2k
15 2 d_ok BB (F B management, FITEE S g
WRIZTHEER LM E 0k XA d_of 5 3AUR 3 & & d_ok
A SR 3T 248 management A AR, F| A Isabelle/
HOL X H TR B RThie A L il AME 8”7
ST ITE AL 8 245 28 get_access_ok f {d_ok, management}
{d_tf},

management

dif d ok
K3 ik AREE

ERIEL S BIA N, #/E get_access f {d_ok, ma-
nagement; {d_tf} 27 BT A ] A0, Sy i He 3 A4 a] B, 7 o
AL 5 % AR ) — BTG E , BIV56 UE S 20 AL
ZIN R BRI AT IR R AT B G R, W R, W — B8 3156
HE & AN 2, I UEAR T B 238 I 22 4o, D7 2% 1 i Th B .
Isabelle/ HOL #4 fi il U (¥ B 2 45 7 R34 51 3 (lemma) , 26
BT,

FLEGTIFEE 1 get_accessf {d_tf, management} {d_ok}” &
BRI, BB UE AT 4 4 (£ € subj_active) A ({d_tf, ma-
nagement} “obj_active) A ({d_ok}Tobj_active ) A ({f} X {d_
tf, management} Csubj_obj0) A ({f} X {d_tf, management} =
subj_obj00) A ({f} X {d_ok }Z subj_obj000) & E. &if
P U — BSOS B BTE , BERH T RERL 20 S I A I B
BB AT AR B — B i I hBE M4 “ i kit A B
THE BT 2 M Z L, 2 1)

PIETE Isabelle/ HOL f145 TR ML 24 55 & 2 B AU () —
BRI,
theory Consistency Verification
imports Main
begin

datatype LEVELi = low| high| param

datatype LEVELf = out|inn|ok|{1{i|{1t{ |f2fi]{2tf
datatype RIGHT = obs|alt

type_synonym LEVEL =" LEVELi x LEVEL{”

definition flow: :“(LEVEL * LEVEL) set” where “flow == {K.
fst K = snd K} U{K. fst(fst K) = param} U {((low,inn), (low,
1tf)), (Clow, f1tf), (low, f1{i) ), (Clow, {1fi}, (low, {2t1)), ((low,
f2tf) , C(low, f2fi)), ((low, {2fi), (low, ok)), ((low, ok), Chigh,
out))}”

datatype OBJECT = d_tf|d_ok | management( * & X AL *)

datatype SUBJECT= { ( & X FIEEH )

definition obj_active:: “OBJECT set” where “obj_active == {d_
tf,d_ok,management}” ( x % XIGRERES «)

consts obj_zombie: : “OBJECT set”

definition subj_active:: “SUBJECT set” where “subj_active = =
(07" (x FUEREEES ©)

consts subj_zombie: : “SUBJECT set”

definition origin: :“(SUBJECT * LEVEL)set” where"origin = =
{0 X {low) XU Cx T 4K { EAER Uow. f1fD) )
definition ¢_level::“(SUBJECT » LEVEL)set” where “c_level ==
{6} X {low) XU1fi} ” (% BEF M { 4RT4 5 dow, f1fi) = )

definition clasf: :“(OBJECT * LEVEL)set” where “clasf == {d_
tf} X {low} X {f1tf} U {d_ok} X {low} X {{2tf} U { management} X { pa-
ram} X {ok} 7 (% BT AIBELR B % )

consts c_access? ! ((SUBJECT # OBJECT) » RIGHT ) set”

definition subj_objl::“(SUBJECT x OBJECT) set” where “subj_
objl == {K. 3m. m€Ec_access Afstm = K Asndm = obs }”( *
X B AE AR (X EFROES *)

definition subj_obj0:: “(SUBJECT % OBJECT) set” where *subj_
obj0 == {K. 3m n. m€origin A n€clasf A (st m ,fst n) = K A
(snd n ysnd m) € flow}” Cx 20K (TR 5 I i) 44 ) 81 42 51
EHHCERXEROES »)

definition subj_obj00::“(SUBJECT % OBJECT)set” where “subj_
obj00 == {K. 3m n. m€c_level AnE clasf A (fst m .fst n) = K A
(snd n ,snd m) € flow }™ (-« ZE48 09 95 5 2% B 3 1) 644 A9 2495 9 71
FHEHCERXERES )

definition subj_obj2: :“(SUBJECT * OBJECT)set” where “subj_
obj2 == (K., 3m. m&c_access Afstm = K Asnd m = alt}”( x &
EXERESTRM(EEXEROES <)

definition subj_obj000:: “(SUBJECT * OBJECT) set” where “subj_
0bj000== {K. dmn. m€c_level An€clasf A (fstm ,fstn) = K A
(sndm ,snd n) € flow}”(* FURE AT H 5716 & BT BER 5)-&
BRI CERXEUOES «)

(s %% % % > PIREMA S L RTRM—BHERIE « x x x * x x)

lemma*let

ss={;

00_obs= {d_tf, management} ;

oo_alt={d_ok}

in(ss€ subj_active) A (oo_obsC obj_active) A (oo_altC obj_

active) A ({ss} Xoo_obsCsubj_obj0o A ({ss} X oo_obsC subj_objo0) A
({ss} Xoo_alt&subj_obj000))”

apply (simp add: Let_def)

apply (simp add:subj_active_def obj_active_def)

apply (simp only: subj_obj0_def subj_obj00_def subj_objo00_def)

apply (simp only: habilt_def clas{_def flow_def c_level_def)

apply auto

done

Isabelle FY S IE4E R0 E 4 Fras. “No subgoals” 13 8] Isa-
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belleﬁﬂE&‘ﬁﬁnE T?‘?T‘EﬁﬂiﬁEﬂﬂ i HAR.

if (ssesubj_active) 4 (00 1 obj_sctive = {})4 (00 11 »; mm- =0
ALK, Ke Lt\“\/\ (fst K = ss) A {snd K} »{n}

©obj_active U oo
olse
obj_active

3
-n'\et

ssst;
00_obs={d_tf, management};
oo_alts{d_ok}

(neobj active) / (00 obs ¢ obj_sctive)A (oo alt L obj_active

At{ss} xo0_obs C subj_obj0 A({ss} x00_obs C subj_| aum«((-) <00 alt < subj_0b1000))
lapply (simp scciLet_def)
apply (simp aci:sub_active_def obj_active_def)

Ly (wimp ol :subj_objo_def subj_objoo_det subj_obe0o_det)
apply (sizp onlythebilt_det clast_det flow def c_level_def)
2ppty
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HHREB ., B4R BLP KR} 50 22 4 ) 56 i) 22 4
R AT AL AR SR i Y & BEAE B 4% Tsabelle/ HOL X
2 4= W 56 1 T RE L2 2 2 R RL ) — BUHE BEAT 3R UE , fRIIE T
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ARSCALEA T R A & W S R AL A B AR 454, E T A 1Y
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HIETRA 80 4%, it Sk FJE = Ak 7 vk %t FL gk AT 40 A B E
W T RN TG B ARG R T
FAMEHTTTENE, A SCRH A BLP LRI A] LLSE B % 4
9 36 B HEDhRERS R AR . 3T R THER ak S A X R
AL A BA 49 75 25 A D BB L i A7 AL BT F i
IERFZE , RS BRI AL T TT R IR 2 2 W 3¢

2 £ x #

[1] VIAPLANA A R. IpsecVPN[EB/OL]. [2017-4-10]. http://

upcommons. upc. edu/handle/2099. 2/2117.

[2] PHIFER L. Tunnel Vision: Choosing a VPN-SSL. VPN vs IPSec
VPN[EB/OL]. http; /search security. techtarget. com/feature/
Tunel-vision-Choosing-a- VPN-SLL-VPN-vs-IPSec- VPN,

[3] WU T,KUANG X H,FU Z L. Analysis and Suggestion of the
Heartbleed [J]. National Defense Science &. Technology, 2014,
35(5):27-30. (in Chinese)

RIY E XA drb sz, O L R T B4 RE 643 BT A X SR I
[J]. EBiRHE,2014,35(5) : 27-30.

[4] BIEBER P. Formal techniques for an ITSEC-E4 secure gateway
[C]//Computer Security Applications Conference,1996. IEEE,
1996.:236-245.

[5] BELL D E,LAPADULA L ]. Secure computer system: mathe-
matical foundation: MTR2527 [R]. Belford: Mitrecorp, 1973.

[6] ABRIAL J R. Modeling in Event-B: System and Software Engi-
neering[ M]. Cambridge university Press,2010.

[7] COMMUNITY E E. Information Technology Security Evalua-
tion Criteria (ITSEC)[R]. Commission, 1990,

[8] ULWETE. ¥MERGE LA VTIMI. Jb5T  HUB Tolk th it , 2013.

[9] BIBA K J. Integrity Considerations for Secure Computing Sys-
tems: Mitre Report MTR 3153[R]. Belford: Mitrecorp,1975.

[10] DENNING D E. A lattice model of secure information flow[]].
Communications of the ACM,1976,16(5) : 236-243.

[11] GOGUEN ] A, MESEGUER ]. Unwinding and Inference Con-
trol[C] // 1984 IEEE Symposium on Security and Privacy.
IEEE, 1984 .75.

[12] NIPKOW T,PAULSON L
A proof assistant for higher-order logic[ M]. Springer, 2002.

[13] CHAPMAN D B,ZWICKY E D. Building Internet firewalls [M] //
O’Reilly & Associates, Inc. ,1995.

[14] COMER D E. Internetworking with TCP/IP[M]. Beijing : Posts &
Telecom Press, 2002.

C, WENZEL M. Isabelle/HOL:

(E#% 119 ®)

[10] ZHANG W Z,LIU J,ZHANG L, et al. Non-cluster Based To-
pology Control Method in Wireless Sensor Networks[ ] ]. Comp-
tuer Science,2010,37(2) :44-47. (in Chinese)

TRSCHE XA SRR 5. TR 1% % I 4 B AR 0 FME O 3
BrFELI]. HHEHLRIE,2010,37(2) : 44-47.

[11] FAN Z P,XIE D Q,JIN Z Z. Energy-efficient and load-balancing
multipath routing scheme for wireless sensor networks[J]. Jour-
nal of Chinese Computer Systems, 2013, 34 (2): 253-257.
(in Chinese)

BEET AT , S ET. R RN KRR R MBI
B A it e SR L] 1. /NEUGRORHEHLAR 4E 5 2013, 34(2) : 253-257.

[12] SUN Y Q,PENG J,LIU T,et al. Uneven clustering routing pro-
tocol based on dynamic partition for wireless sensor network
[J7. Journal on Communications,2014,35(1):199-206. (in Chi-
nese)

INETH » M, XURE S5, BT 3h 53 X I R R AL AR R 4% 4 15

AR e ph M () . B AR 2R 5 2014, 35(1) : 199-206.

[13] FENG C X,LIU Z,LUO Y S. Optimal Cluster Numbers in Clus-
tered Wireless Sensor Networks[ ] 7. Journal of Huazhong Uni-
versity of Science and Technology,2013,41(10) :49-53. (in Chi-
nese)

R X5 B R SN AR M 45 P R AR AR B B T (T ).
AR K2R, 2013,41(10) : 49-53.

[14] REN X L, WANG C. Load-balancing Routing Protocol Based on
Dividing Node Neighboring Space in Wireless Sensor Networks
[J]. Journal of Chinese Computer Systems, 2016, 6 (6): 1222-
1227. (in Chinese)

AT, . 3T 45 409025 10 S JE LR A IR 0 B 2RI e
B ()], /MRS HLR 58, 2016, 6(6) : 1222-1227.

[15] TIAN X Z,XIAO Y. Algorithm of Opportunistic Routing Based
on Energy Harvesting Wireless Sensor Networks[]J]. Comptuer
Science,2016.,43(6A) : 288-290. (in Chinese)

WE R, . — BB B AR G 4R A% RN 45 P 2 B i R
[J0. iR, 2016, 43(6A) : 288-290.



