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Abstract

to improve the efficiency of the matching algorithm, the BM algorithm in Snort was improved from two aspects. Firstly,

As an network intrusion detection system,Snort’s detection principle is based on pattern matching. In order

in order to increase the moving distance when missing match, the two characters following the character which is aligned
with the rightmost location of the pattern in the text and the two corresponding characters moved by length of the pat-
tern are taken into consideration, And the most moving distance is 2m-2, Furthermore, the appearance frequency of the
bigger moving distance when missing match is increased by using the probability characteristic of the combination of the
rightmost and its next characters, Finally, experiments on these algorithms were conducted. The experimental results

show that the proposed algorithm can effectively reduce the times of moving windows and comparing character. As a re-

sult, the matching efficiency is improved.
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