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Implementation of Three-dimensional Security Defense System
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(Department of Information Security, The Third Research Institute of Ministry of Public Security, Shanghai 201204, China)

Abstract With the increasing popularity of intelligent terminals, convenient-to-use Android operating system has been
widely used. The standard Android Security Framework is lack of strong protection mechanism, even the existing and
developing security technology for standard Android are one-sided. TDSD-Droid adopted the advantages of SELinux se-
curity enhancement and other Android security technology, and implemented a MAC mechanism in kernel, a new
MMAC mechanism based on Flask access architecture,a novel Flexible Security Policy adaptation mechanism,an inno-

vative security policy learning mechanism, and a new integrity verification function based on TF smart card. It achieved
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a consistent three-dimensional security defense system for Android terminals from top to bottom.

Keywords Android, Security enhancement, Mandatory access control , Discretionary access control
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SEEMRIEAAG R, XEEOESRINTFREES,
// ¥tk TF BaEF#0
unsigned long CALLBACK SD_Initialize() ;
/7B TFEBRED
unsigned long CALLBACK SD_Finalize();
/! BARE PKIAH
unsigned long CALLBACK SD_ImportKey(
DEV_HANDLE hDev,
unsigned long ulKeyType,
unsigned char * puchKey,
unsigned long ulKeylen,
unsigned long ulFlags,
KEY_HANDLE x hKey

s

// RHBE PKIAH

unsigned long CALLLBACK SD_ExportKey(
DEV_HANDLE hDev,
KEY_HANDLE hKey,
PSDT_PUBKEY IpPublicKey,
unsigned char * puchKey,
unsigned long * ulKeylen,
unsigned long ulFlags

s

/7 BBREE PKI A4

unsigned long CALLBACK SD_DelKey(
DEV_HANDLE hDev,
KEY_HANDLE hKey,
unsigned long ulKeyType,
unsigned long ulFlags

// SHARSCREHE

unsigned long CALLBACK SD_digest_compute(
DEV_HANDLE hDev,
unsigned long ulKeyType,
unsigned long ulHashType,
unsigned char * puchData,
unsigned long ulDatalen,
unsigned char * puchSign,
unsigned long * pulSignlen,
unsigned long ulFlags

s

// SHA i CHRE X

unsigned long CALILLBACK SD_digest_compare(
DEV_HANDLE hDev,
unsigned long ulKeyType,
unsigned long ulHashType,
unsigned char * puchData,
unsigned long ulDatalen,
unsigned char * puchSign,
unsigned long * pulSignlen,
unsigned long ulFlags

TDSD-Droid 7243 F| A SD £ & Android &0 &84
HIREAR, LUK SD REUTT R, A B EEHK TF B
BTRENCTEEBRIETFER. TFEREN COSIERS
Android 347847 BAHE 2 7 B9IRIER G, HIEW Rt 8
o, BRI B D B B SE R A T X AR
BHEN. NREREE Y, EREEHAREFE3X
BLELER , AT B A JF % %A Android ABBIE# FHLT
B, BRPATFEME SR, 7T 20K TF HEE-RERN
HiE SD R, {H U AF B R B8 £ Android 4 3% B 3038 47 #£
TDSD-Droid f£4 F .

TDSD-Droid ZERBE LB T — A 58 B R IEB R : in-
tegrityverify. o; FEFI P & M LB T — P BB IER S in-
tegrityVerifyService, 1% R % 3 ¥ 7F Android ) System-
Server 1, TDSD-Droid 842 Android 24t > RN . RBHE
20 App L% Z R, B FERET T RRRRE, UL TE 68
FHREERIEAR, — & —IREAE 4 X NS REHESR
BRAE R, K b n B S K PLERE 1T, W4+ XF App b K
AEEE, REZ IR App B HETT.
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5.1 REEERP

Android &4t services 1 ContentProviders & & Android
BRAER KB4, 58X Services Fil ContentProviders )
B0, 45U Android ) ASF £i47 D5 i AT e, [MAR R X
BT B4 X Service/ContentProvider ¥4, — B 347,
BLFT V3R] Service/Provider BT A HE O . 3 Fob iy [ 55 1 o8 2
A AN BB X X e 2H 4 1) 1) B BB 11T SR 40 AN PR 42
T HLBEAS BEX 3% S R BT IR R) 2 HE T U] , A4 B LTT LA 3
e}, LA B i 35 18] . 48 Facebook, Whats AppH*! 22 28 9 7 i »
BUBEXT# 1> contacts ¥4 PR A Uy (6], (H X L6825 Zh ik b
RAEEREE A RO 2 RSB email Hiik;
LRIEARME Android 1, X EBFRETEZARERFL.
AR Android IR BT 2 BB T BB, TR X £ 4
RPN ARTHARBETBAL, 2800E B (AN E
R EEEES MR EEZL5F 2.

kR Android # TDSD-Droid fil [ )5 » §t %t &4~ Ser-
viceftJ 5 O FITIRE, BH H C MELRIE, 3% USSS 1
la) VAT Fi gk, TG X iX S UR BT IR BETT T S A0 B (1 4R
1. RWR, 233 TDSD-Droid B33 #9 Android, #i| f Face-
book FHIA BT B LB KB EH BIFHELIEZIN
BiE.
5.2 EMIB LB

RAENBEUHEHRE R L, RET A SBERMAD
SMC(Self-Modifying Code) ¥ R HshBEH . XBEFRE
BHEAETHARE S ETF AT NES AR AHER,
B B SE P ARES B R P I BAT RS, A 28 &
R MR, FIA SMC BB ERRBT KSR 3
#.—RE AN BR, ZREBSFERABYNFRYES
R » NS BRI 17 25 B,
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H iRt RARAME B 72, RS WA RS BUR LR A R4S .
RTIR, THRE-—TFRH SMC R App N RRF, FH#
BHIFT setuid, domain_transition FI{HS P FE A 32 5 AR
FIBHE Linux FHRE T — MR 2T, B F SMC AR, H
FREEH &R EM ARE R Z Avk B AR FENFS .
AWK &M, TDSD-Droid A DA BTy 5407 i 5e % HE i 4
%, RE BN B Z App MR P BE R FA R P ILZ
PR HAAT .
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XM Z R A R A R EME A
PP BE AR 1L 80 £ B SR PEAS TDSD-Droid, 4 %% 2B A 4%
AT HERAA LS AL,
6.1 REFRE

RIRA, B2 R FITENEEMNIES. H Android
KA P HRRERE RN H RS, ik TDSD-
Droid i1 T —£&E Z 2R, M3 MAC fl MMAC, K
FEE T 102 4~ classes, 383 /™ types, Db B B L T3 )5 ()
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BLFEREEIYLF #B TDSD-Droid B8 T 2 Wik h,
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Boot System

. X ) Recovery FRE
Android % & image image . T
(kB) (B image(kB) L)
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% E 4238 250644 4608 22,3

M 4 HBUBEE , TDSD-Droid 8345 Image &7 e
K% F BRETLL GB 2 B4 K) Android Flash 25 &) 5 i, X &
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~2s R WA FTHEZA.
# 5 TDSD-Droid B3 §1 /5 AnTutu Benchmark(173 % H iz,
PR B # % Android TDSD-Droid
RAM # ¢ 1186 1119
CPU % % M gk 1364 1310
CPU # &M ¢ 1121 1096
DA E MR 358 [540x 9601379
DL E M 1664 [540< 96011589
sd B NEHE (5. 0MB/s) 50 (5. 4MB/s) 54
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