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Abstract Searching on encrypted data is an important auxiliary function for cloud. Confidentiality-preserving rank-or-
dered search algorithm computes document relevance scores with one keyword local attribute, so its precision is low. To
solve this problem, a multi-attribute ranked keyword search over encrypted cloud data was introduced. Firstly, cloud
service provider(CSP) builds secure index of multi-attribute feature vector based on keyword local and global attributes,
Secondly, the local attribute and global attribute weights are determined by users’ sort-by. And then, relevance score is

calculated by multi-attribute ranking formula. Finally, CSP will return the interested results for the user. Experiments
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show that the method can improve the retrieval speed and the accuracy of search results effectively.
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