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Crossover Based Ultra-lightweight RFID Authentication Protocol

DU Zong-yin ZHANG Guo-an YUAN Hong-lin
(School of Electronics and Information, Nantong University, Nantong 226019, China)

Abstract Aiming at the security hole of RFID system and tag’s cost, we proposed a crossover based ultra-lightweight
RFID authentication protocol(CURAP) ,and proved the correctness and security of this protocol with BAN logic formal
analysis method. CURAP defines crossover operation involving bitwise XOR and left rotation. And data updating opera-
tion only is occurred in the reader, then the tag makes simple bitwise XOR extraction from transmission message. Secur-
ity analysis and performance evaluation show that CURAP not only provides strong mutual authentication, resists vari-

ous attacks, but also can lessen the computation requirement and storage space on tags, fit for low-cost RFID system.,
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