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Improved Fast Algorithm of Scalar Multiplication for Fix Base Point

WANG Yuxi ZHANG Chuan-rong ZHANG Bing-hong
(College of Information and Navigation, Air Force Engineering University, Xi’an 710077, China)

Abstract For the scalar multiplication of a fix base point, the algorithm of L.LECC has a good performance in efficien-
cy,however the huge amount of precomputation and storage restrict its application. Through a new arrangement of the
coefficient matrix in which the scalar k is recoded in the non-adjacent form based on the window, the storage can be re-
duced with the sparse property of the encoding method. When the length of the scalar is 160bit and the window’s width
is 4bit, the improved algorithm can reduce 12, 4% and 53. 3% in the aspect of the computational complexity and storage
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cost,compared with the original LLECC algorithm.,
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Input; scalar k, point P
Output; kP
1. Set R=0
2. For r=b—1 to 0 by—1 do
R=2R
For j=v—1 to 0 by—1 do
R=R+G[j][L,]
3. Return R
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Input: Q= (u,v)

Output, P=--Q=(x,,)
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Input; window width w,scalar k
Output: NAF, (k)
1. Set i=0
2. While k=1 do
2.1 k%2!=0
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Else k=0
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Input; scalar k, point P

Output: kP
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k= Ekt;(mod n)

! k !
R

2. Translate the sequence(k, kl'"

—5—+k,'(mod n)

k,_,'k,") into a hXa matrix from
up to down and then from right to left

3. Set R=0

4, For r=b—1 to 0 by —1 do

4.1Tf h=1 then R=%R

Else Compute R=?lh—R using Algorithm 2

4, 2 For j=v—1t0 0 by —1 do
It (eh—l,bj+reh—z,bj+r"'e1,bj+reo,bj+r)NAFw >0
then R=R+G[j][1i,,]

Else if (eh—l,bj+reh-—2,bj+r"'eo,bj+r)NAFw<O

then
Ij,r,= - (eh—l,bj+r Ch—2,bj+r """ el,bj+re0,bj+r)NAFw and
R=R—G[](L,,]

5. Return R

Bt Bl o R s B AR BOE R B HES T R B A
i NAF-w fRISE L RBRARIE  FEW & £ mod w=0 KIELR
T RO THEREFMNBH AR, AREREERE—
BUEAEE EREE LI BTROTER WHERK

LLECC it E a1 +1)”]a—1]A+h(b—1)

ray

H,H RFELHE, ﬁ&ﬁ%ﬁﬁ@(zﬁ—l)xw DYy
AFTE A

4 BtEEMEES T

ot E BT R AR BT R A s R s PR
FORBGEERE S RABYE R Yang 304 1P BT IRE L
RER P B R R BN BT E RS I, BB
2,

#2 HEiEBES
kA FHI AR EREN
LLECC %%  [(1—(1/2)"a—1]A+(b~1D @E—1yv
Yang % 3% [(1—0.71"a—1]A+(b—DD Q_Z:DV
ri
LLECC %3t X 3% [[1—(w/w+DhJa—1]A+ (i§1(2w_1_1)><

h(b—1H
2w(i—1)y

RTETHE, BB AEENR 2 WERBARYIEH 55
BERERERTEHSREBHPOWBXRSY I/M=10,S/M
=0.8%, BiREKBEY 160bit, HER MBS N h=8,a=
20,v=>5,b=4,w—=4, WK LLECC #:VH431EE N 283M, B
% 1275 A BHE R AR Yang BRI R B 0267, SM, B H
fiff 32800 MHIH B A 447 BdE /G LLECC B FHitH &
7 248. 25M, T FEE 595 MHIH B A AR, B ERATXT
T, ZEAR K B 160bit B, A SR M BGH B3 5 Yang
BHEMBEEMLHERRSFHRET 7.2%0.12.4%, 5%
B MU REBA T 53.3%.

HRIE AELX _#HHIR EEERER P K LLECC
REREEHATHT, BREENAPREFHMEI AR
BEDRAVBRMG, 3R A NAF-o G537 B 5Hin B R EGE R #
TEHRG, BNBERE B EFETRNOHI TR, 95
T NAF-o REBHBHEENE, FXA SEEFHERKE
53. 3% ;s IR E THENOR, WA E B P ) 2*P BE R
BABRRITEREN LT E N\MEEE S AARRITE
BEK Yang BEHULERE 7.2%.

e 137 -



2 X ik

[1] Koblitz N. Elliptic curve cryptosystems [J]. Mathematics of
computation, 1987 (48) ; 203-209

[2] Miller V S, Use of elliptic curves in cryptography[ C] // Procee-
dings of CRYPT(’85. LNCS 218, Springer, 1986 :417-426

(3] Lim C H,Lee P J. More flexible exponentation with precompu-~
tation Advances in Cryptology[ C] // Crypto’ 94, Springer-Ver-
lag,Berlin, 1994:95-107

[4] Yang W C,Lin K M, Laih C S. A precomputation method for el-
liptic curve point multiplication[ J]. Journal of the Chinese Insti-
tute of Electrical Engineering,2002,9(4) : 339-344

[5] Lo G W. The study and implementation on elliptic curve digital
signature schemes{ D]. Taiwan, NCKU, 2000

[6] Fong K,Hankerson D, Lopez J, et al. Field inversion and point
halving revisited [ J]. IEEE Transactions on Computers, 2004,
53(8);1047-1059

[7] Hankerson D, Menezes A, Vanstone S, Guide to Elliptic Curve

Cryptography[ J]. Computer Reviews, 2005,46(1);13-23

[8] Digital Signature Standard(DSS),FIPS 186-2[S]. USA ; Federal
Information Processing Standards Publication 186-2, National
Institute of Standards and Technology, 2000

(9] B, WES. kiR SR R RS RER R, B
B k224, 2011,09

[10] Pang Shi-chun, Tong Shou-yu,Cong Fu-zong, et al. An Efficient
Elliptic Curve Scalar Multiplication Algorithm Against Side
Channel Attacks[ C] // Proceedings of the 2010 International
Conference on Computer, Mechatronics, Control and Electronic
Engineering (CMCE2010). Springer-Verlag, Berlin; 2010; 361-
364

(111 3. GF2™) R HIH i Ar B ek RSk BF 5T [ D1, WX
B NFE R, 2012

[12] R, s, w60 &R RE SR BRI SR A B
3%,2012,29(8);3056-3058

[13] # 8, AN, £ TRIE ORARAGREFRRIREIL HEH
2,2012,39(6A) : 54-57

(L% 121 ®)

A SEVE AL T MIA(ERFER S ME. D
FPRHEEFUERBFRESHE. £ 1 HEBPERASH]
THRTH . BRERFSEFTETNBERBRARNR, &2
JfE A fuzzing X ERBARIRAMNIRLE R, RAZHST
A TE] IR 2B 2 500 434k, RAZ 435IF=4 7 3902 14493 A4~
WL B, Foh 4358 — AR, 88 2910— 3002 S A2
FEEA B 415 mp3 IRIFL S 2141—2205 S AHREHR,

W1 R#E 2 TLUEFH, SEVE B B TS fuzzing.
B, MANMEBOCAAE R, BT F Word F 8 22Nt/
437, % SEVE RfEY R . 7T F & A3k A4t SO 34T
S8 XF SMBERAFMNAERE Y. HK . FHEHITE
A A R R B, B R A B R A B bug,

BRE FNPHTATEFHEWTH AHRR
FAERRLE, THARRR TS fuzzing MK BLE , 8BH B
ERRRAA, AXBATRARR ., TREWH, RIIVERSE
RE7ER SR P A R A R BRI .. BETHEE
B 3AFE: DICARSHITHEWIENIIIFESES
HKEIE S 2 RBEERBR AL D BT T B RBIR

8% XK

[1) EE. &R, T ETFE2TROEZERBEIERT]
HHEHLF2E, 2007, 34(9) : 287-289

[2] ek, FRE,B/ME BUBEZEEAERG TR AL
R AL, 2009,36(5): 1-6

(3] Brumley D, Poosankam P, et al. Automatic patch-based exploit
generation is possible; techniques and implications[C]// SP’08;
Proceedings of the IEEE Security and Privacy Symposium, NJ:
IEEE, 2008.143-157

(4] HRBE,BELR % HENZL2RWARMBEARGRT]. BAD
3%,2012,01.:77-79

» 138 -

(5] £%8,FTa)%. Fuming ERER T HEHNBHHR,
2010,27(3):829-832

[6] Miller B P, Fredriksenl. An empirical Study of the reliability of
UNIX utilities [J]. Communications of the ACM,1990,33(12).
32-44

[7] Miller Barton P, Gergogy C, Fresrick M. An empirical study of
the robustness of MacOS applications using random testing[C] //
Proceedings of the 1st International Workshop on Random Tes-
ting. New York; ACM, 2006:46-54

[8] M. B#. BT RBLERGIHEE ASHUL TR
Fi,2011,31(9):2367-2372

[9] Cowbc, PuC, etal. StackGuard ; Automatic adaptive detection
and prevention of buffer-overflow attacks{ CJ // Proceedings of
the 7th conference on USENIX Security Symposium. Berkeley,
1998:5-13

[107 King J C. Symbolic execution and program testing[ C] / Commu-
nications of the ACM. 1976, 385-394

[11] Rt % E, 58 2T O NRBERENES AR (I
FEHLRSE,2012,39(9) : 115-119

[12] Cadar C,Ganesh V,et al. EXE; Automatically generating inputs
of death[ C] // CCS’ 06; Proceedings of the 13th ACM Confe-
rence on Computer and Communications Security. New York;
ACM, 2006;322-335

[13] Luk C-K, Robert C, etal. Pin; building customized program an-
alysis tools with dynamic instrumentation[C] // PLDIO5; Procee-
dings of the ACM SIGPLAN Conference on Programming Lan-
guage Design and Implementation, New York: ACM, 2005; 190~
200

[14] De Moura, Leonardo, Bjrner, et al. Z3: an efficient SMT Solver
LC1/ TACAS; Proceedings 14th International Conference. Ber-
lin; Springer, 2008 337-340

[15] BMBE, W EW. BT fuzing #9 MP3 BEK 4RI LA
071, FFEHLTHE,2007,33(24) 1 158-167



