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Abstract How to bind secure label to data object is a key problem in multi-level network that restricts MLS from prac-
ticality on network, This paper analyzed deeply xml,and expounded secure label of object based on xml and its restric-
tions, then put forward a method of binding secure label to data object based on XML. At the same time, some opera-
tions were discussed in detail, such as query of secure label, decomposition -of object. Finally, secure communication
based on secure label was described in multi-level network. The method can not only meet the need of secure communi-

cation in multi-level network, but also accomplish fine-grained mandatory access control, which may improve availability

of information and reduce complexity of binding.
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2.1 XML ZE#RLIFD

BEHFLT B2 ICAFBELZLRG 5HEsE. HETH
BEEGELVPENEE , KO B Z AR CHEAT T HTH
EX.

EX 1 XML BhEZLFREE—N/\TTd

XOLabel=(Ny s Dot s Daem s D sCL,CK , Sub f', L fun)
Hp N AZRFEBERSIFRIN BERE  FREARRAFEL
. BHEARRARER —SRARME—1.

D HEHEBIUR, — B ABE A TR BT,
B O=3d;,d; € Dy »

Do WEE TR R, — M BERTH BT R AR A
d:=2el sely € Dyem »

Do ARERMESE, REETER B FEA R, BT
ERE-FHERORRE. - MR EFTRAEL ZHEME, B
ely="C(atty,**,att;) satt; € Dy .

CLARSHZES  ATERRFENELEFRUREERE
BURBEE CK AR, B TR E ST, E R
HIR F e R TR

Subf Be—NZTLRE F di»d; € Do s W} Subf(d;,d:)
BABIERT d; REAERTT d: BIFBIT; 5 eliyel; € Duen »
) Subf(el; el )RINITCE el: RTTE el; I TTE.

Lfun B—A"Ju%%K,%4 Tag=(CL,CK),Tag BE 4%
b, AE 2R R MIEBEH) — 50X, LfunC Tag X (Dw U
Do UDatr ) s 25 di € Doy » B, €di € Do » B, att; € Doy s B4
(tag;,d:) . (tag;j el;) (tags satt ) 53 BIFEIN tag: HEABHIT
d: E2IRE tag; HBIEITE el WELHRE tage HBHE
Rtk arts WELE.

2.2 XML ZE#RiCHRAN

BAREZ 2RO KRS , B RE LT R,

ﬂDIIJ 1 XML Zﬁiiéﬁnﬁqﬂ ’ fg‘ dis dj € Dois el;s elj
€ Desen » BFFHE Subf(d; »di) \Subf(el;yel; ), WA CL(d)<<
CL(d;) .CL(el;)<<CL(el;) .

) 13 A B TR R TR R EL /L
TRFBMETFERETFRRERELLBHIKTETLRTLBER
k.

ﬂDIIJ 2 XML g%'}’féﬁiiﬂ*’ 9% di € Dy v €l € Degem »
BAFALE Subfel;ydi) , A CL(d)<CL(el)) o

I 2 YL el REIBHIT: BITTR, MPAETE ok
HEERINKTHETEREIL d: WELHT.

MW 3 XML Z24RieH, % el € Dun ~att; € Daw » B
FEHE Sub f(attr; sel;) s WA CL el )<<CL(attr,),

F 3 YLBA & art RBAETTE el BYRME, WRHE att:
HELEFHKTHETFEETE /. WELRT.

MW 4 XML ZEWRIEH,# att: att; € Doy » B atti—~>
att; , JhH CL(att;) =CL(att;). _

H 4 AT B arr, AT RUHEH BAE ars; , W) an:
MRLSYHIURAET ant; MESFH. BN, H CL(att;))>
CL(azt) , LR B EE B N .

MU 5 XML BELPRiEH, # att; att; atty € Doy satt;

att;—>att » att;atty » att; 7atty s WA CL (atty ) Zmax (CL
(att;) ,CL(att;)).

HU 5 5EH  B HB K art car; , WTLAHEH B ars, W)
atty HEBHWEBKTF att: art; HEFH.

MW 6 F atti.,att; >atty, K CL(S) >=CL (att;),
CL(S)=CL(att;) , B CL(S)<CL(atty) , | S Xt att:.azt; H)
ViR REF.

H 6 WL ME B art: art; FTLAHEH B aree BT,
FEE SHREZINFRBYE atee HELSRF, H SHEL
BMANT atti art; EEHH] N S XFTEYE art: cart; WY
EIPSX: N
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3.2 HImEGERSE

IR BARBARRR AWML, B B b ABEXN B & &
HATEEE 8 B0 — S ERIT, A T A
SHACEER TR AR T ERRL, W EHEXR R
EEP . BEEPRR, AT B, BT IR R BB E Y 2
HIRTE G, B IR, BRI F95 i T S AL B8
XML XA Gt R — R B B RN 41, XML R R
SO, AT R R A B ERE A R B R A
L AU SRS R . IRSSMALEUERE, BAXT T
AR S, AEFHE B RFMORE. R
REH A IR R %

DOXFH. XFEXHEEBRRRMEHE, Bk, 7
Sr & 52 BN FN Y .

« FICRUERA B REW W RSS2 BN,
ORI MR, HA S 5 5 G B R, WA N
AR EERE, R NETRE SE&HEXH B XN
W, BRI

o B R A TSR SE 5 H) A B S B A B WL RDRE
BAENETRBT I A TRAATE B, WK QR
BT SBT IR,

 AFERTTE, T XA P B S RS S R
PR TAE I, AR A —A R T

« BAMFE S XA B8 XML Z2458 0 4R M
.

(DI, PR — T — T SR Y , WU 4 FRASHEAT R
S, FBEL MBI R — R E . S H 528
FN R -

* B P B T BRI R, TR
REGITTE.

* EEGRMTH AR B T, BE SR J) R —Fh F B
.

s BFEE TEE AT — EE, W AEEES
TRLEREARIXRNTH. TRRENTE.

o 125 -



GOER. AREAFEREERMAEERR  REERLEH
REREFTARN, MABERBUENE F AL ENREE
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AR

« EMRHS B BB R, BT A RN
BE TR ATE.

» BT /HRIE KB E B4 A A T B AR K
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c ERREIRR, BT AT R Z B R. BB A
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3.3 REBFICESEEBEEZ

ERREERSEHEM L AL R THRERSZS
HICHIER B B (Algorithm of Binding Secure Label to Data
Object, ABSLDO) , &2 B A8 - 18 23 4 B BT 3 J» R A A
THIEELHHFTEEE, AR ERPHEERT. TR RS
RELRE, FENET SZLRESRP B PHRELE
XML #7%, AT 24 B R Z 2Rt B . ABSLDO B 51
#1575,

F1 BEEFERSELPITHERE ABSLDO

Input; tr(trees which belongs to the same object) ;
Stag(set of tags that belongs to node of tr)

Output; xsldoc(xml doc about secure label)

(1)dt_preorder(dt) {

(2)  if(dt{>nulb) then{

(€)) xml=xml_createl (dt. name) ;

“ dt_preorder(dt—Ichild) ; //left child tree

) dt_preorder(dt— ) rchild) ; //right child tree

®) }

(7) xml=xml create2(;

(8) return xml;

M}

(10) xml_createl (name) {

(11) write {name) to xml file;

(12) write {secattr) to xml file;

(13)write (level) level. value(/level) to xml file;

(14) write{ domain) domain, value({/domain) to xmifile;

(15) write {/secattr) to xml file;

(16)push (/name) stack;// enter a stack;

an}

(18) xml_create2() {

(19) while(stack() null){

(20) pull from stack;// emerge from a stacks

(21) write{/name) to xml file;

@2 }

@3}

(2)n=1tr|;// the number of trees

(25)for i=1 ton do

(26)begin

(27  xsldoc[ ]=dt_preorder(tr);

(28) endfor

(29) return xsldoc[ J;

BEREFESN 2 KEWHE 1 HSA—9 1) AW
B RN PG R A REREN SR EERM;$
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H

4 XOLabel 1835 ##1E

XML Z£iriiBEamE 2RI E W MR B R
FRRBERS, HPRcERS5F AR BRERESRME
FRBIEN LR, REtmCEWA AW BAM E &I i
FURR , T 24 BB BUWMR B 2 AR08 17 B IR BB 15 19 2%
R RAENE ., A XE R FMRE.

4.1 XOLabel Z#)

EExt XML Z 23Rt ], ACET XQuery HHMIET
#H T XOLabel BZF I

X 2(BRFER) £ p={v.{a, - a MUE—F
WREHBTFH A o MUEET R v WERET A WEHEET
ZhR. BERRIREXLR:

(Dp B— M HBRERK;

OF pi =1, DE—IBREEXK W pr—>pr >
—pi LR BRRR K

3 * REEBHBBERIZA W x >pi>a i} {p
B 2 B ey }ﬁ%ﬁ—/l\%%%ﬁﬁo

EX 3MLEH) —4 XML &l Q B/ TER:

(DFOR $war in p1 :B§42 o PEBRENEER,

(LET $var=p, : HEHEZRRME.

(3)WHERE condition clause: B4 BT$E B % 1) & 42
A,

(4)ORDER BY clause. $% B &4 #7HEF .

(5) RETURN p;: R B &E#H p; = {v, { Svar s+,

$warn}}.

Hep, $oar HEWER; p HREBEER; Swr R
B RIER, B $ vari—>pi} o HEERRER.

— B UL XQuery B2 H)ZE BBAR DA W, T E
EAAONEHREBMEM, A 2 PRERHR §s; O
HFRETFEMN,WE 2 PHEAN SO THEN LR
FHIEW,NE 2 PRAEHT Sm, FTHHEBREIRIGE
FHE 1 iR E LR,

FOR §s in doc 10/ Disecatrflevel  FOR $s in doc /O Disecatirflevel FOR $mindoc/OER
LET $x=$s-1 WHERE contain (§¢°X3) WHERE contan (§m, X8)
RETURN <result> {§}<hresult>  RETURN <result> {8}<result>  RETURN <resuft> {§<hesult>
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BE,BEELT,EHE XQuery HEHEXAM, HP
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X, R LR RS AREEE B, 8
XML X ERAEE A EN, REHHAF HEAE
B, AR EREEXNERLER,

FOR $a in doc//secattr llevel FOR $a in doc//C/secattr flevel
$b in doc// secatrr/domain $b in doc //C/secatrridomain
WHERE $a ftext()=X5" WHERE $aAext()=X5"

RETURN <result>{ $ $b}</result> RETURN <result>{ $a ,$b}</result>
@ ()

B3 FreBEfT XML AR

E3AARREBB TN XML Z44Ri0WER. Kig
XQuery ZEiHLH Bt E 3() HERRBRNFEBHE NG
HH(X5,Y1), (X5,Y2), (X5,Y3).<(X5,Y4), (X5,Y5),
(X5,Y6) . (X5,Y7) . {X5,Y8); A 3(b) WA M E LRI
BRERSERR(X5,Y5) (X5,Y7) ., NXBEHERRE,
(X5,Y1) . (X5,Y2).(X5,Y3).(X5,Y4).(X5,Y6), (X5,
Y7) (X5,Y8) (X5, YDHETRN. BR ERAPATERA
i XML CEERNER T, AR RERERRES IR,
XU NA R E ERNE. R, 2300 TR1E
XOLabel ZHMA R 4 H T4 XOLabel ZHHAE X
FIMT RN, 48 B AR ICA W A 3, HEW R 1L & SPRin A
ISR B M R L K T i ) e B,

X 4(XOLabel & XL HEEBWABEFEL LHE—1
XOLabel B 1 Q, 7Q %Jéiﬁl%%,ro= {{u s Uy Yo # Q
RHEBEXH, Y AYXT TR v M A

Ww Mo, BRIHFHE, B vy,

DF v Bv; WRTE v B v, WA WBE o=
u' B v Mlv; HIHFERLH A

(3)u: Mu; B Rk XOLabel B Xif B ) & AR 48 1%
FHRPEFT A

%2 XOLabel (92 HHE

input: Q={t; stp,*st,};//ti is Query item
XOLabel; //XOLabelis XML document queried
Output: R(result of query)
(Dfor i=1 to n do
(2) begin
(3) if t; only contains path information then {
(€))] find all paths from XML document by t;;
(5) for each p do{// p is a path
6) append text of leaf at the end of p into QR;[1;}}
(7) if t; only contains keyword information then {
3 find all nodes from XML document by keyword;
(9)  for each n do{
ao append text of n into QRi[];}}
(11) if t; contains not only keyword but also path then {
a2 find all nodes from XMI. document by keyword;
as find all paths from XML document by t;;
(14)  for each p do { //p is path;n is node
15 filter the node set of p by n;
(16) append text of leaf node at the end of p into QR;[];}}
(17 endfor
(18) TRJ=QR1[IXQR,[I XX QR[]
(19 for k=1 to |TR! do
(20) begin
21 vy,vpeey v, €TRis
(22)  if vy==v; or parent(v;) #parent(v;) then
(23) del TRi3
(24) endfor
(25)append TR to R;
(26)return Ry

B XQuery 25 H: LA B XOLabel 5 8 X 2r )3
B, 45 T XOLabel A2 #H)E B (Algorithm about Query of
XML Secure Label, AQXSL), #1322 Fi5. ZBEEHNTER
HOMREE W AW X0 3L EA, R MBS
RBATHE B CHERAINT, BZGR M RN R .

4.2 HEEBRERBEEN

FHREZLIREAF, R IR IR E &G S BAF, B
W AU AE B E PR, i T BB R B AR
BY:. VB 4 ABIRETER.

B¢ ZEEEEEXMLALRTHTR

B 4 B—A2 5 XML B8 B4 S0, 438 2R E 245
LRI BIE F BA—H . HRBOGIRINE 3 Fisl.

F#3 BEEE A BRRE

Input: sub_label, Mls_xdoc; //sub_label is label of subject
Output: xdoc_frag;

(1)dt=Dbi_dt(Mls_xdoc); //# ¥k — X #

(2)nd=dst. root;

(3)xdoc_frag=dt;

(4)sl= AQXSL(xdoc_frag/.. /nd);

(5)if(s>sub_labeD {// M Wk i BB B A F K

(6) if nd==dt. root then{

(€] return null;

& el

(10) }

(A1) Jelse{

(12)  if nd. Ichild() null then{
13) nd=nd. Ichild;
a4) goto 43

as )

(16)  if nd. rchild() null then{
an nd=nd. rchild;
(18> goto 4;

a9 }

o) }

(21) return xdoc_frag;
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5 XML RLRIZHELHI

P ERBER A S B LPRIDHE AR TR,
ASCLASCASORY A Bl R T R .

TBE BN o RySCASCHY, i BE B REWHITZ B H,
BB T X R M 6 BiR, B — 3R M TR AR
AR B R B BT B

ofif

el
K1l
w12 AL

Bl 2 _
22 41 i

Ll
#i :>
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]
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text attr form
E6 ZthoBESEERNMIEEHRE

KB ELtRn g T E i ABSLDO iR & & o I
KR ENUF A E SR LA 1 1558 L 2 A5fE 2.
FRRE 2.1 ARREL 2. 1. 1 AR 2. L. 2. R 2. 2. R 2. 3, text,
ERESRAE 2RSS AR (U, DD, WU,
Dy .W,D . .U,DD.(C,D2).(C,D2).(C,D2).(C,D2),
(C,D3)(S,D2).(S,D2).(S,D2).(S,D2)), 5 ABSLDO
BT B SAR T SO 7 BUR
EHE)D

(secattr) (level)U{/level) {(domain)D1{/domain) (/secattr)
R D
(secattr) (level)U(/level) {domain)D1¢/domain) (/secattr’
FHE LD
(secattr) (level)U{/level) (domain) D1{/domain) {/secattr)
AR LD
FRRE 1, 2)-
9275 BY
R 2>
(secattr) {level)C{/level) {domain)D2(/domain) {/secattr)
(BRB 2. 1) (secattr) (level)C(/level) (domain)D2(/domain){/se-
cattr)

attr,form”,

EREE L. 2)

(/PR 2. 1)
(BRI 2, 2>+
(hRM 2. 3)
(secattr) (level) S{/level) { domain) D2 {/domain) ( /secattr’
{text)
{secattr) {level)S(/level) {(domain)D2(/domain) {/secattr)
{/text)
(attr)es

(/FriE 2. 2)

(/attr)
(form)++ (/form)
{/HEE 2. 3)
(/Fr R 2)

% =h

7 B o WESIRIEXH

EAK o R ST SORMIB AN 8 Fizs.
BEGEERGE P E— 0 s B EK o, HE L% 5
HHFER(C), W 4. 2 ik B BREETTRS s TN
. BB o MW SMMAT MBS, AR E S
BYEA LM, RIERBEEFICE AR AQXSL i#17
+ 128

FRELERELEW, KERT .

FOR $ a in xdoc_frag/../$ nd //secattr/level
$ b in xdoc_frag/. ./ $ nd//secatrr/domain

WHERE o, node/text()=%$ nd”

RETURN (result){ $a , $ b} (/result)

B8 E o EEIRC RIS

AR ] B B 2 R AR, FIBT AR A AT LA R
s BRGH (L Z 2L R RED DT R ALLESR
M, MER A=, HEFA ARA 7. BIGERE s TR
HZ kR B, I 9 BR .

Bo EksTHRRIERLBR

6 ET XML Z2iFCZRRLEENH

7E XML Z2pmic e EHmEmMZ £, AXGH T &
F XML %éﬁiﬂﬂﬁgﬁfﬁéﬁ@m%ﬂ A 10 fiR.

i 5/33% /
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T [xemi]
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BRI LI
10 #F XML Z2MLHENSRELER

ME 10 FUEH, ET XML Z2trEESRE2EE
FEHRLRICHE KL EH . F RN BRI A
BEITHA RFIRER U R Z B ELBEHR . HP,
REMICHETRERNBENE SRELVFCERE; %
LD ENREE AR AR AEARE LR, B TR
M Z ik R B AR BUN K £ k& 2450 R R iR A
BB B B R T A R AIR B & R B Z R
EERITTHATHE R FTRB N A SRR Ve R E R 2
FRITRR E X B AR B T 18] 5 22 418 T AL 3R W W B8 #EA T 3 L
B OANESF T2, BREETOTMEREBIEN 2t KR
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