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Abstract Custom software vulnerability detection is difficult. Most of static vulnerability detection approach usually
produces large amount of false information and positives results. A new method is able to understand the analyzed
source code when a function is called. This paper proposed a method of combination top-down and bottom-up parsing
tree which is based on CFL(context-free language). In a case of not understanding or partially understanding inside code
of a function definition, it can analyze function contract before or after function called, named pre-condition and post-
condition, Extending the rules of XML grammar on object-oriented, pre-condition and post-condition can deal with ob-
jects belonging to inheritance relationship’s class. The experiments show that, compared with the same type of security
analysis tools, it can avoid repeat function analysis, has good rules scalability and high accuracy for custom defined ob-

ject classes and parameters in custom environmental especially.
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POP(Attribute Stack) —>> currrent_search_state
loop
if parse_tree is successful(currrent_search_state) then
return parse_tree(currrent_search_state)
else )
if CAT(Node_to_Expand(currrent_search_state)) is a POS
then
it CAT(Node_to_Expand) belong to POS(Current_input(cur-
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then
PUSH(Contract Rules Stack (currrent_search_state,S)
else return reject
else PUSH(Contract Rules Stack (currrent_search_state,S)
if (Attribute Stack is empty) then
if (S tree is not empty) then
return reject
else
NEXT(s) —>>currrent_search_state
end
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