F408 HTH

A

Computer Science

Vol. 40 No. 7

201347 A July 2013

ETHELERH Web [RFEMEHEWNXREIR TSN

FRmiE BRE EXR INK F #
(LHFAFUHHENBELSBE TRER HIT 212013)

B OE a3k WebREBEBEMN X T AR T WhRENKBIBAEXHH, HFERGRAHELH
FoT b, R EWRBATL ~AFELAFLRA, 4357 2R Web RS, BT FRT —A 0K Web IRFIE
55 B A £ % WSVTS (Web Service Vulnerability Testing System) ., 183 SOAP B & A AR F LA, FTRT
A A F SOAP ¥ & K 5545 Web IR 5 M35 33K 7 &, 5 H £ R 3F £ M L %5 3 (The Worst-input Mutation
Approach) fo 3¢ #L3¢ 32 & K F & (Fuzz Data-input Mutation Approach), 14 & a4~ X AW 5 ik, AT HHrm
B E AR, 5 A A BTN E A B A R H % TCFN(Test Cases generation based on Farthest Neighbor) #= 42 4L
X A\ E F H 3 FDMA(Fuzz Data-input Mutation Algorithm) , 2k /& , 3§ 3 3 /= A& &9 3 3%, A 41 48 B T SOAP # £
B KK PRI LW B RO Web IS 05 MRS

XEBE Web R4 ,S0AP % &, B ALK, XA, ERAT,.RE A%

REES#ES TP3ILS XHEFIRB A

Design and Implementation of Web Service Vulnerability Testing
System Based on SOAP Messages Mutation

CHEN Jia-mei CHEN Jin-fu ZHAN Yong-zhao WANG Huanhuan LI Qing
(School of Computer Science & Telecommunication Engineering, Jiangsu University, Zhenjiang 212013, China)

Abstract The automatic tool of testing Web service vulnerability brings great effect on Web service-based software en-
gineering,and they can effectively ensure the security and reliability of Web service-based software. According to Web
service which is used widely, a prototype system WSVTS(Web Service Vulnerability Testing System) was designed and
implemented, Two mutation approaches of testing Web service vulnerability based on the input domain of SOAP mes-
sage, namely the worst-input mutation approach and fuzz data-input mutation approach, were implemented. Based on the
two approaches, two test cases generation algorithms which are Test Cases generation based on Farthest Neighbor
(TCFN) and Fuzz Data-input Mutation Algorithm (FDMA) were also implemented, Then, the test cases generated by
the algorithms were executed in the SOAP requesting message. The vulnerability of the Web services can be detected by

the response message of the client.
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