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Design and Characteristic Study on Fast Stream Cipher Algorithm Based on Camellia
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Abstract As the encryption standard of the block cipher of NESSIE, Camellia algorithm has the same security and ap-
plicability as AES algorithm. In this paper,a novel fast stream cipher algorithm was proposed based on Camellia algo-
rithm. The idea is to extract parts of the internal state at certain round function F and give them as the output key-
stream. We analyzed the relative characteristics of the new algorithm, The result shows that the new algorithm achieves

almost the same performance as the optimal performance obtained in LEX,in terms of keystream generation speed and

randomness, Besides, it can resist slide attack,with both input and key changing in each Camellia module,
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0. 3737646 0. 0680309 0.7288403 0, 559222
0, 6347745 0.0996114 0, 2474295 0. 475367
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629095 0.091795 0.259966 0.31468
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487055 0.308676 0.057883 0. 702655
115256 0.675946 0.679142 0. 668023
192574 0. 695057 0.574792 0. 365592
162413 0.879187 0.76722 0.231896
012245 0.947378 0.552748 0.538182
050819 0. 629805 0.759865 0.126622
278808 0.128509 0.259966 0. 85463
241598 0.839916 0.391613 0. 981775
689893 0.145391 0.699055 0. 865378
743668 0. 5144 0.302218 0.79217
221329 0.011669 0. 547764 0.810283
400347 0.33907 0.409558 0. 832407
33¢54¢ 0.730845 0.285583 0. 933776
718089 0.634073 0.032082 0. 800222
911616 0. 774877 0.043843 0.57008
861079 0.596111 0, 285583 0. 893606
925904 0. 378857 0.020662 0. 452752
983246 0. 73687 0. 032094 0. 499167
259742 0. 955189 0.302218 0.05421
445463 0.574115 0.679142

984841 0.153867 0.574792 0.509782
285069 0.433038 0.557117 0. 36954
426613 0.265277 0.426499 0.312928
513756 0.58369 0.699055 0, 995968
278808 0.850876 0.06617 0. 315267
574797 0.571392 0, 259966 0, 036946
242403 0.095712 0. 426499 0. 89584¢
834448 0. 18024¢ 0. 715227 0.402949
038546 0. ﬁm 0. 866289 0. 743083
973675 0. 107263 0. 789427
206589 0. 741399 0.082211 0.677353
494606 0.041151 0.397583 0. 477563
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0.2654336  0.192498 0, 2958446 0.436178 00
0. 8594046 0. 5489998 0. 8917854 0. 948263
0. 9271357 0.3536988 0.0755259 0.153422
0.4617963 0.1370711 0.1128453 0, 104758
0. 1615553 0. 7577249 0. 3103444 0. 697031
0. 8480844 ©.1248167 0. 3273907 0. 475367
0.9641502 0. 6718471 0.5317431 0, 948263
0. 874484 0.8558589 0. 4728193 0.948263
0.1167116 0, 4209266 0.477839 0.21762
0. 9201989 0. 9607306 0. 3177879 0.697031
0.478949 0.9496564 0.6310934 1
0. 7632248 0.3872276 0.9191076 0.436178
0. 9989961 0.6593632 0, 8618997 0. 242809
0. 7652448 0.1307055 0. 7268226 0. 845655
0. 9084094 0.9913626 0.3990345 0. 39892
0. 7109076 0, 7549738 0.812589 0, 475367
0. 9533083 0.1582448 0.8525962 0.104758
0. 3785948 0.8468346 0.3198268 0.436178
0.654783 0.65¢1715 0. 2270031 0, 795208
0. 1454689 0.2801645 0.2572861 0.33039
0.6921442 0,8287699 0.112228 0. 603685
0.7147125 0.328332 0.155309 0. 948263
0. 8259243 0.3919004 0.1684157 0. 948263 00
0. 8868272 0.8083251 0.9744016 0. 649671
0. 4642846 0.6652172 0. 7553342 0. 39892
0. 674809 0, 5008882 0.0738202 0.896743
0. 3625075 0. 6765245 0.1759297 0.242809
0,4997784 0.6505442 0.717512 0. 603685
0.812628¢ 0.8895391 0.8796007 0.269981
0. 6588102 0. 4045056 0.2970608 0.299169
0. 5444267 0.1905375 0, 9799328 0. 436178 00
0. 6960037 0. 3834197 0. 649671 00
0,4621223 0,6318877 0.5141499 0. 896743 00
0. 3648713 0.6947419 0.7188621 0.269981
0.6003517 0.349237 0.0919784 0. 948263
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s AR AR W HEAH
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B SRR 6 14 7
SR SR 10 13 10
el 2 17 8
EZTHFAAN 9 14 6
HRE RN 13 12 10
A 4 A R 13 13 18
BB oA 2R 10 11 9
SR 7 16 11
EE R o2 9 6 12
48 PE Ak AY 18 16 17
B Fo A 7 8 16
oA A A 8 14 12
SBE R ERN 14 2 14
Maurer & K 45 it £ 0 14 12 9
BEHHEt AN 0 0 1
A &R ik Eiked B

K2FIMTRTITR AFTTR B 15 BiREHLHE G (E
HIRFAE AT SR . PRI F T LEX 585 64 X3 R 4G
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%2 P-value (HHFESM

. . P-value {8 #h #1 & P-value {f iy 7 2
ek LEX #%A #%B LEX J%A #EB
EwHmBKAR 0,502 0.514 0.497 0.082 0.084 0,083

Bk &2 0.500 0.501 0.487 0.087 0.082 0,083
e 0.512 0.503 0.503 0.082 0.082 0.086
F&F 57 4R 0.492 0.509 0.505 0.082 0.085 0,084
R R &Rl 0.509 0.495 0,491 0.081 0.080 0.084

HERE oA A 0.478 0.488 0.482 0.083 0.086 0.080
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B A8 % A 0.520 0.494 0.491 0.084 0.081 0.077
£ M AR AR 0.507 0.391 0.405 0.082 0.063 0.065
E Aoz 0.502 0.516 0.493 0.081 0.085 0.087
5 4 A 0.496 0.508 0.515 0.084 0.085 0.078

SHERERN 0.493 0.498 0.489 0.082 0.080 0.086
Maurer # f 4114 % 0.482  0.500 0.485 0.083 0,086  0.085
B E A 0.502 0.597 0.618 0.083 0.067 0,065
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