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Abstract With the advent of the era big data,the potential value of mining big data has attracted more and more atten-
tion from academia and industry. However, at the same time,due to frequent Internet security incidents, users are in-
creasingly concerned about the disclosure of personal privacy data,and user data security issues become one of the most
important obstacles to big data analysis. With regard to the study of user data security.the existing researches more fo-
cus on access control,ciphertext retrieval and result verification. The above researches can guarantee the security of user
data itself,but can not dig out the potential value of protected data. Therefore,how to protect the security and dig the
potential value of the data in the meantime is one of the key issues that need to be addressed. This paper proposed an as-
sociation rules mining method based on differential privacy protection. Data owners use Laplacian mechanism and expo-
nential mechanism to protect user data during data release. Data analysis is associated with differential privacy FP-tree
Rule mining. The experimental results show that the performance and accuracy of the proposed method are superior to

the existing methods.
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Table 1 Data mining of privacy preserving in medical institutions
TID #*H HELQ B2 Disease
1000 % ® % % % cancer
2000 Bk * K X % cancer
3000 ES * %% % cold
4000 E% * % x % cold
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Fig.1 Data mining problem of privacy preserving for multiple
data owners
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Table 3 Initial data

TID Item

100 {feascodogsiom.p}
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Table 4 Element results after deleting attributes whose support

degree is below threshold

TID Ordered Item
100 {fecoasm.p)
200 {fecsasbomy
300 {fb)
400 {esbsp)h
500 {fscsasmsp)
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Fig. 2 FP-tree before adding noise
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Table 5 Attribute sets after converting FP-tree
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Fig. 4 Global FP-tree after multi-party data integration
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Fig. 5 Performance comparison of data release process
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Fig. 6 Performance comparison of data mining process
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