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Abstract In IPv6 network environment, the scanning strategy of Internet worm was analyzed. A new type of worm,
DNSWorm-V6 was built. The worm applies two different layers scanning strategy. It means that the worm applies sub-
net scanning strategy in local subnet and applies DNS scanning strategy in inter-subnet. Based on the two layers scan-
ning strategy,a Two-Level worm propagation model, TLM was presented. The results of simulation experiment show

that DNSWorm-V6 is a worm that can propagate fastly in the large-scale in IPv6 network,at the same time we can pre-
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dict the threat probably posed by the new worm in IPv6 network.
Keywords IPv6,Internet worm, DNS, Worm scanning strategy, Worm propagation model

B EER IR IR A, Mg Z 2R H ™8, KN
FEMAEETE AGEERBAREER, E2RVERE
BRI ET RGBT HENZ SR —. SHAEERR
FE J HE R PRI SR 0 R 45 8% B R ARSI T, IR PE AR SR,
BEEE ERMNBROELR HILEXRBREN Co
deRed™ , Slammer, Witty, WS32, Blaster 25288 it , 8% N H B
PSR T B RBIR L . Aol 8 8 il 4% o A2 W25 P A A 48
B2 B YR BRI,

MPBIT AR, SR BN R T EEPEAMK
B FMEBERB ., MR RARAATEEZN B
SEREUAT BAREOI » BT RO 1 SR W BB 6 I Uik L 45 K
AR T K22 E TR 43 B B Weaver 25 Xt 0 455 8% i HR
BT TS BTSE 3L T Warhol 10 4% i, B
HEW LIS S RETE 30 PP IR N H B, 7E IPv4 HEE
B i LB KB SR A% K HR R T M4 R BEDLIT 3R
%, & CodeRed, Slapper 1 Slammer, F7i8 R334 2 15 &%
ZudE o gAML AN IR R b T B AL AT, BT
B Bk 1Pv4 B ik 25 a], B 2%, HE AR e e
ETHRFIREH SR A% DNS A%,

ZTBRFIRMERH, BRIEKAEIRBRZHEE

F)# B #1.2009-01-13 3815 H #5:2009-03-27

6 AT BE 5 BB i B ARSI R, MRS R 8BTS
%, A E X R T BBV BN LR e R
Pl. B R R R A BGP B i % JT M5 BRI
F PR h 9 F P 1P kBT8R, T KRG8/ T A E1#
ZWELARFAENEHFM EMREHEYL. DNSE#RE
85 )\ DNS fR 4528 3K IP sthhik 5k 82 37 B A7 ik 2 , 3 26
BRI AT SR8 T AR HERRBE

HAET Z M A6 Internet P45 RE L 1E [Pv4 P i SEa
Z LW 8GR R B X IPve &R T B EHLE1T 15
. IPv6 BAK AR IPv4 RN R F A9 R 48 2 B, TPv6
WA 128 U E K phbZs A, 3 H7E [Pv6 R B —A TR
A 64 Sy akZs (8], B — A FRIBB AT LUA 2% & 60,
R B bk 2 I B XS VL R L A B R I e
BRECLBRIFRGHENE 0. 1 BEE 1 MER, 7
B ENKRATE 585 LA BT, BELTLBER,
IPv6 FRIFE2A IR IR R i 15 48 . 78 IPv6 M4k
FRET A [Pv6 Hiht 25 B B BEYLI MR SR BRI . W
T BRI R AR b MR R AR TN, f&
TR B P AL 10 SRR, T LA 5 S 4 i SRS 0 T 7k B PR 7E
IPv6 P4gH . CRR[4]EEHIR T IPv6 M4 th DNS HER 3f

#3037 [ B R T2 0 AR BT S 0 B (J1300D004) ¥EBY .

HEE 1977, 5 W4, UHH, CCF & R, B H A I MEE LB AR S, E-mail: xyangui@163. com; BRI (1950—), B, H . @4
BIF, FEHREFEIMEER GRELZLE:H A9, B, 814, FEWRF BAMBELHEARE.

¢ 32



AR, LR 45 R R W] DNS & RTE IPve Mg+ R
A 1Pv4 WL i BE AL 30 18 05 AR RO AL S B, Btk
DNS 14 R4 Ry IPv6 ) 4% o i B A% 4% B9 B e 1 3 9K
B, CER[41#3E T 65 Bt DNS A7 M5 7 R EI#AT
B R RY , (ELR I B 4RI IE DNS 8 7E TR 538 i
IR

1 DNSWorm-V6 B34 5 RE

1.1 DNSWornrV6 7 [ 18] (743 1 SR R&

DNS R R EBKM EREMUBRAFEFEENRSZ—,
DNS fii 55t GE 5 &% o F] FI Sk R 3] 5 B E L. DNSWorm-V6
7T PR A& 4 Bt i A G 43 48 SRS € S DINS ML 1 SR et »
K BEALE 4 AL 3R AR AU X F 0L 1P Mk B9 45948, AR
JE{# A DNS Z#j3k K BL7EHE K TPv6 Hbhk 28 [ vh i 15 3 1P
Hudik , AT L 2R LR B R L.

FIFH DNS B # 0T LA 4 A B A 2 BR: (1) th DNS-
Worm-V6 B4 B— 2 7/ 8, R /5 15 DNS [|RF 5K
6 380 4% 2 1), AT S BT MG R A R A X I — & L5 (2) SR
#43] DNS [t 55 2% 1 [E1 5L, 3 B 7 o35 4% X B & — 1> 1P Hb
Bt BRAFEE B P it R X EFRBEEE, R 1P bk
=P TIE SRS, I B R 5 B EHL, IR 4 DNSWorm-V6
BLET LUt L

DNSWorm-V6 23—~ F5F 8 4 i 4% » FRBEYL™ 4
Internet ] BEAFTE B L Br EHLEY A2 F4F 82 . Internet H3
A BB TFR B, L 7S 0 A TREE A R
Z ZRIRAFE, Bl www. google. cn. TR ¥ KA
com,net,org,edu,cn %%, BEHFEFHRA—Z,a—z, K/NE
ZM . BFO-DMEEFOAR. —RBL—-BERLFE
JHE9IE4 , B 40 net. cn, taobao, com %%, [ ik, ek i 4
FRBE AR, TLALAE ARG 2 FR 6. X
#id DNS Hfighal AR g8/ = .

1.2 DNSWorm-V6 #EF R P Hy 134 SR R&

HMEERAZELZLTHNEXARGERFISG
THCP) (The hacker’s choice) , B T H AT RA .
WITMEE., Alives £ THC FF R MG T A K — 40
1Pv6 W4 BRI T B, 5% Alive By E #0735, 7 LB
DNSWorm-V6 7E24 b1 ¥ ) 43 18 5 s .

DNSWorm-V6 & $5 & 1% — - BRIl 4R Sc—H 77 & Bk i I
3% B9 ICMPv6 [ 15 R 38 3C, I bk A pL 1P sk, B4R
Hbhk Ky ££022 11, BVEA B A b 0 BB B A 9 AL S sk, A b B
BB A TR 2 VAR OB Be B R, O L SE B R AR ST

Internet Protocol Version 6

Version: 6
Traffic class; 0x00
Flowlabel; 0x00000
Payload length.:48
Next header:IPv6 hop-by-hop option (0x00)
Hop limit: 255
Source address:{e80::20d.56{f: fe6d. 6{fc
Destination address: {f02::1
Hop -by-hop option Header
Next header; ICMPv6 (0x3a)
Length:2 (24 bytes)

OptionType:0x90
OptDatalength:2
Data;0x0
Internet Control Message Protocol v6

Type:128(Echo request)

Code: 0

Checksum: 0xf0d7

ID. Oxdead

Sequence; Oxbeef

Data (10 bytes)

IPv6 83k J5 B £ BB FE 2 Bk ¥ B4R 3k (Hop-by-hop option
header) , B —ANFHR T —R kL, HH 0x3a RH T 3tk
K ICMPv6, SEZFHHKEE, HER 0x02, R ZBEETH
LMKENR 245, BZF U HETAER, H 0x00 XK
FHRHBRB MR E A ZHH 107,

RIS 7 57 B B S5 o PO B o 24 AL TR T R
BEIRFE TR , Z T AL B A PR, HREWALN
ZHER“107E, R SIE B SE R ZFEBIE MR, 1R IPv6
ki B B9t R — A RS B &L, i Rk & —1
ICMPv6 S¥ AR 3C, B, 2 3% R A e 4L
YR ZBARIR S, A OB BB TR L O 0x90, £ F i B
1, 3 ) B B DNSWorm-V6 () £HLRE—4~ ICMPv6 2%
Fe) R 3, P B SR Ee TP BRSO T -

Internet Protocol Version 6

Version: 6

Traffic class; 0x00

Flowlabel : 0x00000

Payload length: 96

Next header; ICMPv6 (0x3a)

Hop limit: 64

Source address: fe80: :2e0: fcff: fe20: d6a8

Destination address: fe80::20d:56{f.fe6d: 6ffc
Internet Control Message Protocol v6

Type:4(Parameter problem)

Code: 2 (option)

Checksum;0xa4{6

Problem pointer;0x002a

ICMPv6 BRI (] BSE—F) 0 4, BB R SCR
— SRR R C; S GRS IS8 39 2 2, I B os
BEEBIRFIH IPv6 HEIH,

X HE BN RIC, AT LAE T, 4L £e80: 120 fcff: fe20. d6a8
2 ARG DNSWorm-V6 ) FH1 e80::20d: 5611 fe6d. 6ffc
A, A ELR K EVLRFE LR Bl E M BIER. DN-
SWorm-V6 i@ it LA H#EER R RS T R AT A LR
FHL N RB G R EVREEB S .

2 DNSWorm-V6 Hi{EiE sl

TR P 445 5% ol 4% B 455 1Y BR B 7 2 S R ot ) fR 4B AT
S P 4% F o 545 TP R ZE RS 30T, BB T LA T M 48
R ATREH R B . BB AEEENTR D, KRR
eI X A R 4R 0% S G 1B R b, BT IR R
LR R SR 7 XA H BRI, ERETRPERA
BRI R 3l 7 SR B T % R TR A AL, 0 E A R A
f% 4y 5% #5 &Y (Simple Epidemic Model, SEM)! | Kermack-

-330



Mckendrick(KM) B %1 (7 3 B F #8 8 (Two-Factor Model,
TFM) %, (B, XML RE S FTHREMBERHE®
B i ——DNSWorm-V6, SCHR[OJMER T Ak e %
A FEIRAERY (0 R A R o 6 s 78 A 3th R0 S P8 2 R B
VIR, 38 A PF ST A A b1 IR N o b 9 () o F AR
PR F B i, T A WA F BB TR TN
JEIA& 35 0 23R 1 2 b IO P 548 B B3R BT R AU B ).

B A EVLATHARE R —F . BBEMHRE S
MEBPMRET. —EFH— BEBRPRBAGEIFC R
BRAE I BRSSP EE ENMREEHTIRE. 5
BYRE S-ERGERE I. A IOFR t LB S8 SR
BN I S Fom ¢ B %0 5 BB e i B HLBE EHLEECH
N, Hlt, A S= N—I@) ., %t=08,[(O)FRFMERLE
MEBREIH.S(O=N—IO)RRELMEPZERHNE
1k

1B R 4 5% i B9 By I RO 2, B B R E ML A A
WY EXNTHEEORER. ANA ARG CRENE
K& ko WHEHE, FEBABA P k@A Q, —KEH
PR P At S AR B RN 1/, BT ER A &
W, —REE R TP it — & E R EV B BIOBRN

q=1—(1—%>‘* M
B 1/0<<1,%
wk_(;_ﬁ @

o B/, WAl L2 ER %] ¢ B 2 +-0 IR EI , —
ERENFKERE — & 5 R FVRFEDR , Bk o fyEt
BN, —SEBRENEEHELE SOEFEEN:E LS
/N A ZRRTERS Z] ¢ B) ¢ +5 BB RN, B & B VL
Fl—& 5 R EVLEBER , HRLAE o METRI B, B i B /R
EHBHR SWOIQ ., FRE

I+ =I()+¢SW I 3
S0 B, B BB — R RIS WE A e L R A, B
SEM, = () iR

4D g1y N—10] @

ﬁ%ﬂ—k/nim@ﬂéﬁo

DNSWorm-V6 R T 7 B H i K 8%, i DNSWorm-V6
PHE TR EEEY p, BN T MOER 12,
R @ #1543y B3R DNSWorm-V6 7E 2 H T I i) s e 38 # 4h
HFRRRGR, BT R HBEY, BRREINES D m
MR ,ﬂli}}\i@/ijﬁfﬁ,ﬂﬂ Ny= Ny=++= N,= N/m,L )
KR FRBE n PG IERT ) ¢ B9 E R EVE, B R DN-
SWorm-V6 7ERFF R M S re ot £ F AR RS 1P
HibtZs | Q B, RN T AR TFRELEN N/m 1y
i, BEA f=km/N, XRERTTUBPRBREAN TR, &
RERANTMENELLWERY, A HFNENLT
BHBE AW L (ORI FTH. DNSWorm-V6 7£F
P9 () #3807 A DNS 3 e, B L AT LUE A~ F B B
DNSWorm-V6 BREF K EV, % J (K ¢ iR EBEF BT
BRERGD H

A g 1 Im—1 0] (5)
. 34 .

H,p I TMEEER, & LONCERFHPE MRS
TERZ: BB EVE. AT ELEBER, B HZER
FRAHEREN LORABGHH, B L= L=

Lo BHEGENMEBRTFNE L@ =I@W/JOPEEEN. F

A
_ ()
B=0—p 7= o (6

i

4D — - pg1wim—i 0] %)

DNSWorm-V6 754 3#b-F I & 4% 2 B AR T 72 F M E 89
1EIG T, Al U AR BT M NS R T2 FRE
B DNSWorm-V6 EHLH DNS H#fEm, BIERXW,.H

‘”(” ﬁﬂ’l (t)[—~1(:)]+(1 PFID

(N—](t)—) ®
m

1k faiig
a'I(t) 1)
‘BIJ(t) O
(N—J ) 9
m

DNSWorm-V6 7E4 3 F R £ 2 5, TR ERBRFMA
FEL M IPve EHLMbaEFI R, M AR AR %X~ EN
180, W HoAh B FELR FHLIE 9 8 ICMPv6 B30 B 3
Za R RE DNSWorm-V6 A T IR BB EHL. I TH
RXFFEER , MA T IEREF 4, B AT R EITE S A
n A BEZEF M N %3 DNSWorm-V6, DNSWorm-Vé 751 ¥
5FMEE%R, % E DNS &R KB T M SMEL B TPv6
EHLHAEFIFE, BT R DNSZER, A TEREF 4, 7%
R ENTFEL A E 0 7 §B7E F M E % # DNSWorm-V6.
DNSWorm-V6 7£-F M a] ity 3 55 R[4 B L 49 DNS &
BREBS AR, A EFRMGER, B F =,/ (50XN),
M8 Hy B A ) 4% i) DNSWorm-V6 £ 3% R, tn = (10) F
R

N 1o1+a-pa1o

4D — pg1—pI L83+ - pg1a—0)
(N—J1(o)

<

2D - g 1G—0Im—I )]

ﬂ'—km/N

B =k/(50XN)

am

A SO A B R WUZ A (Two-Level Model,

TLM) . ZAGEEELE A TH 54 b A4 PR AR R EH %

B 9% 1, T B L HGE AR s F A R R T

XTI LB AR R AE BB . W AR ST b,
HEDUZ KM R SUZ WE RIS,

3 HEXBRERSH

3.1 EF SEM 3} CodeRed & 35i# BB 547

R Tt DNSWorm-V6 5 IPv4 F BBEHLI RIS d i 1%
W, AR T SEM Xt IPv4 T i S B BEHLIT 85 . Co-
deRed #7T THESLE . Bk CodeRed LUSEIHIMHEE k=



358 IR /43400, 4y BIFE-— 4 N=360000 & EHLH A W% H
—A~ N=3600000 & EHLH B % 1 {£3%, CodeRed FH#i
ZE[H] Q=2 1P sibtit , BIZHGHRAE IO =1, 1 §F*
MR BRRENS, Hafra EVEBRE B EI. HH
CodeRed 2% FHREYL R BR7E Q HuhbZs (RIFEALETHE, BT LA
CodeRed M 5 FM ALK, BT SEM BB HB AL
FomE 1R,

x10°

4

3 —— AR B
" ——BH B8 4
&
s J
W2
%K
k4
fre]

1 ______

0

0 600

200 400
¢ I/ (min)
B 1 CodeRed KI5 E SR

3.2 EF TLM X} DNSWorm-V6 {5383 19 5 47

1 LR % AR IPve M4, 5 2 DNSWorm-V6
BRI SRR AR A 2 X 1P M g1k 25 ] 6 F 4 L BT LA TPV6 po9 %
B EL At ik 23 8] % DNSWorm-V6 HfE#& & . 151 DN-
SWorm-V6 5 CodeRed B4 # R B F- 243 3 BF £=358 1K/
3%, 18 A B4 4> m = 36000 N~ F M, 8 B W& 4h
m=23600004F K, p==0. 5, DNSWorm-V6 7E 2 #i -F ¥ §Y I
RHE »= 1min, DNSWorm-V6 B9 DNS 2 i) £ iR Bt [H] 9=
2min, KA BHAE, T TLM BRI HFEL R, mE 2
B3R,

4

-

w
@

ERRERRTHER
n

CRRFHIRTHEE
~

[

o

5 10 15 20 2 3 3 m

15
Bt Fi(min) B} Conin)

2 DNSWorm-V6 & AMYP @E3 DNSWorm-Vé 7 B f
LB KR Rl R R

L3 (HBRSWREL

HE 1 FELER SR, CodeRed 72 1Pv4 R4 A WS
IR, 7E 580min 227 14 B 15 1% B Tl , P 4% o 4k 1 2 %
HolRASH L5 EHLEEAS 100%, ii7E B RS %, 78
90min A2 A5 BRERSE T 10024 B9 ML, 7] W Bl & 3 B B0R0 1
i, CodeRed fE3ERYTEFEAE IR, HE 2. B SIFEAR R
7R s DNSWorm-V6 7 IPv6 M4 A Wi &+, &
18min B, W48 s 4bF B R GRS EHLAIA B T 10026,
£ B Rt B, 76 22min B AR T 100X 0L, AT I
BEE EHLEE RN, DNSWorm-V6 1435 i) 2 & 723818 , {1
RIEAHE. MU ELBEERTTLUSHES, TR A
3 27E B Mo, DNSWorm-V6 /g3 B BT R T Co-
deRed, DNSWorm-V6 2522 0] LAZE IPv6 P 4% v K7 Bl
(53 il

DNSWorm-V6 REA T BUEIE M X BB IR [ LR+
FHIBER £/ (50X ND , M 24 F 50 ¥k DNS 2 ifj fir o —

SELRGBEN. LB, DNS 2 i) /iy o R Bk T 84
FRBERS, WAERBGPTEREBRENBLHERE
DNSWorm- V6 K¥GEE X BHNE. I T T# F% DN-
SWorm-V6 £ #0176 A R 5 B3Em, B F'=#2/(500
XN, RS HALE, BRI EERINE 4 Fir.

FELE I8 o, DNSWorm-V6 7 70min Bt A4 BR3: T 100% 8
FHL, AT REEE FHIFE(E, DNSWornr V6 F4355 B KA1 .

4, DNSWorm-V6 a] LRk 4= # F W B 3 4R p K
HERABHIE O E R, B, 7E A P8O EER, 54
BB p=0.5,p=0.3,p=0. 1, KM SHRE, BBNHELE
Rl 5 Bk,

4 4

%)

ERRENRTRRE
o

1 1 I!’I p‘().Sij}fSWu!m'\fﬁ
I/ | === rartmxswoen.vs
17 /1 ... o1tiDNSWammE
o s —
0 20 10 W;j?min) 20 25 3
B4 F=k/(500XN)BE)DN- E5 KR p i DNSWorm-
SWorm-V6 7£ A i th i V6 FE APPSR

ERTHER H#R

Mzsy e af LU 4, DNSWorm-V6 i@ it 838 p BB,
Al LLER R B AN REEEEE.

SFIE BEAHEZE, AT LUA N 78 IPv6 N4 il
N AR ER R EM , DNSWorm-V6 §7% 81 iy 8% 3t 7 [ 223 i 1R
F7E IPv4 WM& {£4% i CodeRed #E B, DNSWorm-V6 & —
FhAT LUAE IPv6 P 4% o K 75 B e i A% 3% AU % L. DNSWorm-
Ve B FHBERBAIELRGBRENBLNBERE
DNSWorm-V6 KEEEIEMCEEE, Eik, BeF/Fs4
BAFHR T R Rt — B R M IR B 2 —., DNSWorm-
V6 FFH DNS Bk 553k & 5 BE 0L, AT F M a3 1T 15 3% ,
HETER M IPv6 M4, DNS IR S B MLV EEH#
— ik, [FRTEIR A BT H 1k 3¢ DNS 8% B 78 IPv6 4%
o KT EE P AR R A e I

2 & x o

[13 Moore D, Shannon C, Brown J. Code-Red: A case study on the
spread and victims of an Internet worm{ C] // Proceedings of the
2nd ACM SIGCOMM Workshop on Internet Measurement.
Pittsburgh, 2002 273-284

[2] Staniford S, Paxson V, Weaver N. How to own the Internet in
your spare time{ C] // Proceedings of the 11th Usenix Security
Sympositum. San Francisco,2002;149-167

[3] Hinden R, Deering S. IP Version 6 Addressing Architecture .
RFé 4291, Internet Engineering Task Force, 2006

[4] Kamra A,Feng H,Misra V,et al. The Effect of DNS Delays on
Worm Propagation in an IPv6 Internet[ C] // Proceedings of the
IEEE INFOCOM 2005, Miami, 2005,2405-2414

[5] van-Hauser THC. Attacking the IPv6 Protocal Suite[ OL]. http:
// pacsec, jp/ psj05/psj05-vanhauser-en. pdf, 2005

[6] Streftaris G,Gibson G J. Statistical inference for stochastic epi-
demic models[ C] // Proc. of the 17th Int’l Workshop on Statisti~
cal Modelling. Chania,2002:609-616

035-



[7] Frauenthal ] C. Mathematical Modeling in Epidemiology [ M ] .
New York: Springer-Verlag, 1980

[8] ZouC C,Gong W B, Towsley D. Code Red worm propagation
modeling and analysis[ C] // Proceedings of the 9th ACM Sym-
posium on Computer and Communication Security, Washington,
2002,138-147

[9] Zou C C, Towsley D, Gong W. On the performance of Internet
worm scanning strategies[ ] ]. Performance Evaluation, 2006,63:
700-723

[10] Zou C C, et al. The monitoring and early detection of Internet
worms[ J]. IEEE/ACM Transactions on Networking, 2005, 13
(5):961-974

(EBF 770
3.2.4 UFk

XaFFf W EEBRERRRSIALHREZ L
RABEIL T X REHATHE R —FJ5 ik, AR Th L. 728
BFFINERBIE =S, % IUT Bt pREF IR
18 s, FEWM AT AFERE IUT HEEREREY 5. hilk
KE, KRR W ES KPR ST IABE S AEx T IKE Rk
BRI T, X8R U FrEAR R s

IUT R 5; B9 UIO FF3IR TUT A HERS AR
YO R, EM—HIRRRE 5. AT REETREK
UIO 731, 1% 51 iy TUT &AMRE ) 1/0 F5I(— ] /O
FFFIRD , AR BIRERFT 15 L R MRS VO 3l ER N
BMRERIIE— /O FIIE.

HXTF DAEM W 5k, U Jr ik R A 8 A e 33K
R, 3t B UIO 7EX#B 4 A FRAR SV B, T H
BRHMEE.

3.3 LA B H KR A LA S

WA T 43 5 AR 4E GTS HhR WX ATS 7]
PATIIKSE ETS, W34 BB B8 Bl W 07 5 & T8 A
WKE NI B, TRELSI AWK RBERAMALE. X
T 4 o I 1 3R s 4 5 1 P O K R R B 78 B ik R R
£ WA ENRAREHE S PR H AR S HREY
BRI Z LB AT AT SR .

SERRIU KA, 45 B B A R T IR P 51 4 B AR 24 0 5E B0
W HAREAT 0 R B — K B AR I T 5L 7
WA T 3 R EEE— RS, s — T iRT
FPHN , 303 B o 0 B0 R (A P i — RS — AN
), 0 FRASFFIHEAT 538 SE T A2 40 07 B 2090 3K 0
BP0 86 O BAE A RTRI A 51, 52 L IR 3 FLR S HE Y
BT MR EFS], BETFFIPITE HBRARE,
B RE S G g W R BRI R B R KL F T, =8
SIFPIE SRR, 18 BISE X5 2 WA R 0 B IR R F
R FIE 2 ST R R RS BB BT P REAT R 3k
BRI BRI i 3 — R R
B, SR AE A & Bl S B AR .

4 IR LRAAEHIT

4.1 FXZLH

AERRSEBR B, iR B PMN SRy PICS 1 PIXIT A —
BOHENASE PIE BUE YIRS, Z R B B AR, 3
A PIXIT 244 5945 Bk B b su WA 41 . A iS4 4=
AT 76— 32 BR AW 2R 48 SAAT B9 B A B0 AT SRAT I K 4
BRI ZE 4 2 MR & L A TUT #H7 RS FT R4 .
4,2 FRHIT

TEMHRPATE B, — MR e TUT #EeBr ik, 3618 4

0360

IUT —EHAELER . WARTIRI AIPIS B2
S—BHEHRBE, REWUREN B S —-HER R IUT
B PICS TR 38— RTE A E TR Fk &
TUT 3¢ 35— B EOR B0 R AR BE, X4 W A 4ot ik
FIWT GBS RSB E . BfE. B -BERENERAN
FARNMAANRTHELERAGE B EE—1TFX
TUT f— B . % H AU B 30 SR R Sk IR , B2k
B A S RE

WA BB T 7 T R 5 T P 3E « B T e i 80 0 i T
TCTE METHBHRRIITATE) . ETHIFHRN
7, RAEFERHPITZ AT, R WKL ATS BT RATRHIL
£ ETS WF RO e m R limidas wl, X — B % #
i ERER TWKBATHEER. EETHRBROMEITS,
M ATS 3| ETS 8 2 7 Wil AT 8 58 jAY » X 0 7
A8 B P AT AR s R AT s A R AN A, (B I
TTHIBREAL.

BFREFE BN R R N ER, —
i BEE il B2 05 AL R R, Bh LB ThRERR R B3R, th I B
ZE (R AL (AR B DL — BT AR 1R R R R 5 55
—77 1 BEEE T AL B UE £ AR B 2 SR » X F Uil — Bt B ik
DR 2 THI M T 4 R T AL IR X R A TRV

HAT— B LK BT S LB P W E MR L R
BN BT AL | B T L 48 B UURD B e B
B 8 A THRE B TR . BT X ST RS R
TR A RIES AR HF .

BATA Sy » EXT O —BOHE X SO B B35, T A &R
A KA R & X P T R BAEE B R R 1E, RATR
Kt TR FEEEXRBRRIT.

2 £ x ®

[1] Zhang Y,LiZ. A New Formal Test Suite Specification Language
for IPv6 Conformance Testing[ CJ // Proceedings of ICCT2003.
2003,:174-177

(2] Wu J,Samuel T,Gao Q. Formal Methods for Protocol Engineer-
ing and Distributed Systems[ M]. Kluwer Academic Publishers,
2001

[3] TianJ,Li Z. The Next Generation Internet Protocol and its Test
[C]// Proceedings of IEEE International Conference on Commu-
nication, 2001 ;210-215

[4] Zhang F,Cheung T. Optimal Transfer Trees and Distinguishing
Trees for Testing Observable Nondeterministic Finite State Ma-
chines{J]. IEEE Transactions on Software Engineering, 2003, 29
(D:1-14

(5] KEH, &% XTROEFRPOR—BHE] KM21R, 2005,
16(7):1221-1232



